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About this Guide 1

The EX Controller Installation and Administration Guide is intended for c@ertified MiVoice Business technicians
who are installing, upgrading, maintaining, and troubleshooting the Mitel  MiVoice Business software deployed
on an EX Controller.

What's New in This Document

This section describes changes in this document due to new and changed functionality in EX Controller Release
10.5. The changes are summarized in the following table.

Table 1: Document Version 1.0

Feature/ Document Updates Location Publishing Date
Enhancement
The user should Added a Note to notify the Section 4.5 Running October 2025
not reboot the EX user. the EX Controller
controller while Deployment Tool to
deploying MiVoice Install the MiVoice
Business deployment. Business Virtual
Machine

Related Documents

Document Title Description Location

General Information Guide Provides an overview of the Document Center
MiVoice Business system.

Troubleshooting Guide Provides troubleshooting Document Center
instructions related to MiVoice
Business.
MiVoice Business Migration Provides guidelines for preparing Document Center
Guidelines and migrating your MiVoice

Business system to MiVoice
Business Release 9.0 or later, or
to another platform.
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https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-business
https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-business
https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-business

Document Title

Description

Location

About this Guide

EX Controller and GX Gateway
Safety Instructions

Provides basic installation
information, necessary for the
proper and safe functioning of this
equipment.

Document Center

MiVoice Business Engineering
Guidelines

Provides guidelines for planning
an installation of a MiVoice
Business Communications
Platform.

Document Center

MiVoice Business Security
Guidelines

Provides guidelines for secure
deployment and secure operation
of the MiVoice Business (MiVoice
Business) system.

Document Center

Ethernet Twisted Pair Cabling
Plant, Power and Grounding
Guidelines

Provides information about
network cabling and guidelines for
twisted pair cabling installation.

Document Center

Mitel IP Sets Engineering
Guidelines

Provides guidelines for individuals
who are planning for the
installation of Mitel IP phones.

Document Center

Network Engineering for IP
Telephony

Provides guidelines that should be
considered prior to deploying IP
phones, such as network design,
QoS mechanisms and related
protocols.

Document Center

AG4124 Analog Gateway
Administration Guide

Provides information about

the AG4124 Analog Gateway,
including instructions on how to
install, configure, and use the
Analog Gateway.

Document Center

Contacting Mitel Technical Support

Keep the following information handy when you contact the Mitel Technical Support:

* MiVoice Business software version installed or trying to install

< DGW firmware version

» EX Controller Deployment Tool version number or the exdeploy zip file (exdeploy-x.x.x.x.zip) version number

Document Version 1.0
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https://www.mitel.com/document-center/devices-and-accessories/networking-equipment/ag4100-analog-gateway/ag4124/all-releases/en/ag4124-analog-gateway-administration-guide

* Product serial number

* Nature of the problem

* What you were doing with the application when the problem occurred
» Troubleshooting results

For information about contacting Mitel Technical Support:

. Go to Mitel MiAccess, and in the left navigation pane, click InfoChannel.

. In the Select Infochannel drop-down, click Mitel - Worldwide.

. In the left navigation pane, click Services and Support > Support Services.
. Under Support Services, click Technical Support.

. Under Technical Support, click Contacting Mitel Technical Support.

a b WODN =

The Contacting Mitel Technical Support page is displayed that describes various ways to contact Mitel
Technical Support.


https://miaccess.mitel.com/idp/index.xhtml

About EX Controller 2

This chapter contains the following sections:

*  Overview

*  EX Controller Architecture

* User Interfaces

*  Supported Hardware Configuration
*  Models and Part Numbers

*  Specifications

2.1  Overview

The EX Controller is a hardware platform that supports the MiVoice Business call processing software. The
EX Controller supports up to 1400 IP users and provides analog capabilities of up to 28 Foreign Exchange
Subscriber (FXS) or Foreign Exchange office (FXO) ports or 8 T1/E1 ports.

Important:

The architecture and deployment of the EX Controller is different from MiVoice Business 3300 Integrated
Communication Platform (ICP) controllers. Strictly follow the deployment procedures provided in this
document to avoid issues with deployment.

The following table lists the difference between the EX Controller 8/120G Dual PS and the EX Controller
16/120G Dual PS:

Specifications EX Controller EX Controller 8/120G | EX Controller 16/120G Dual
4/60G Dual PS PS

CPU Intel Celeron Intel Celeron N2930 AMD Ryzen V1605B
N2930

Storage (SSD) 60 GB 120 GB 120 GB

RAM 4 GB 8 GB 16 GB

CPU Cores/Threads/ 4/4/3 4/8/7

Threads Available for

Mitel VM Usage
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About EX Controller

EX-solution have two different platforms:

1. The EX host hardware
2. The MiVB Virtual Machine

2.2 EX Controller Architecture

The EX Controller is shipped from the factory with the Deployment Tool installed as a virtual machine on a
Kernel-based Virtual Machine (KVM) hypervisor.

o Note: As the EX controller does not support 802.1Q VLAN Trunks, the EX controller does not set an

802.1p Ethernet priority. The EX controller will use DSCP information to provide priority information in
packets sent at layer 3. However, Ethernet Priority information and VLAN assignment must be configured
at the first access port of the Ethernet switch because data will be assigned to an untagged VLAN, which
is usually VLAN 1. Voice can be prioritized using the DSCP value, which can also be used to identify the
Ethernet priority value set in the DSCP to Priority map in the Ethernet switch. This is also known as QoS to
CoS mapping. For more details, contact your LAN switch vendor. For more examples, refer to the MiVoice
Business Engineering Guidelines.

The following is a graphical representation of the EX Controller (factory) architecture.

Kemel-based Virtual Machine
Hypervisor SIP

Galiay Empty slots for installation of

DSPIPRIFXO/FXS cards

Deployment Tool Virtual
Machine
(installed)

The Deployment Tool is a web-based application that is used for deploying the MiVoice Business virtual
machine on the EX Controller.

The following is a graphical representation of the EX Controller architecture after deploying the MiVoice
Business system software.
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Kernel-based Virtual Machine

Hypervisor
MiVoice Business System SP
Software Virtual Machine B
(started) SP y

Deployment Tool Virtual
Machine
(shut down)

About EX Controller

Slots with
DSP/PRI/FXO
FXS cards installed

After the deployment, the controller shuts down the Deployment Tool virtual machine and starts the
MiVoice Business virtual machine. The MiVoice Business virtual machine provides access to the MiVoice
Business system software through a browser-based interface called the MiVoice Business System
Administration Tool. The System Administration Tool is used for programing the MiVoice Business
system. The SIP Gateway facilitates the communication between PRI/FXO/FXS cards and the MiVoice
Business system (call server). For more information about the MiVoice Business system, see the General

Information Guide.

2.3 User Interfaces

The EX Controller has the following user interfaces:

* Deployment Tool

» Server Manager

* MiVoice Business System Administration Tool
» Mitel Configuration Wizard (MiCW)

+  EX Controller Web GUI

Deployment Tool

The Deployment Tool is a web-based application that is used for deploying the MiVoice
software on the EX Controller. The Deployment Tool is available during the deployment.

Document Version 1.0
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About EX Controller

Help | Update | Reboot

o Mitel EX Controller Deployment - Fully deployed

Idle - Mo existing deployment session

Platform variant
Call Manager type | MIVE v

. | Browse...| No file sslzcted.

Call Mansger image

General Settings

AR|D|E-':."':. ARID |

Call Manager FQDN |WY°"-EDI'\’E-D°IT |

Distinguished rarra|cr=wyota. ow=Finance, o=ACME, FBangor, st=Maine, c=US |

IFv4 DNS servers |152.188.2.1 |

IFv4 trusted network sddress |152.188.2.0024 |

Restore via console

Enable secure EX Controller

scoEss

LAN Settings

|Pw4 EX Controller LAN address |152.188.2.55/24 |

|Pwd Call Manager LAN 3¢ 152.188.3.56 |

|Pv4 default LAN gateway |152.168.3.1 |

Full deploy Partisl deploy Finish deploy

o Note:

Systems running on Deployment Tool older than 1.1.13, must upgrade to the version 1.1.13 or higher and
enable the USB ports manually.

Server Manager

Server Manager is a web-based application that allows you to perform administrative tasks on the MiVoice
Business system. Sever Manager is available after the deployment.
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D Mltel | MiVoice Business admin@mn204.mitel.com  Status: [CI€ar

ServiceLink
v Welcome to the server manager (-3")
Status y - . . =
This server is a very secure, reliable and cost-effective platform for an expanding range of business
Administration applications and services. For information about the specific applications available for this platform,
Web services please contact your authonzed reseller.
Backup To perform a system administration function, click one of the links in the menu on the left of your
Restore screen.

View log files
Event viewer

System information MiV

System users

Shutdown or reboot

Security
Remote access
Syslog

\Web Server

Configuration
Networks
E-mail settings
GQ:;|e Apps
DHCP
Date and Time
Hostnames and addresses
Demains
IPvE-in-IPva4 Tunnal
SNMP
Ethernet Cards
Review configuration
Miscellaneous
Support and licensing
Help

EX Platform
Reboo

MiVoice Business System Administration Tool
The MiVoice Business System Administration Tool is a web-based application that is used for programming

the MiVoice Business system (call programming). The MiVoice Business System Administration Tool is
available after the deployment.
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OO Mitel | Mivoice Business Admin Group Alamm Status:

MN8S5

Pl
]

Licenses

LAN/WAN Configuration
Voice Network

System Properties

Hardware

Trunks

Users and Devices
Integrated Directory Services
Voice Mail

Call Routing

Music On Hold

Emergency Services Management
Property Management

Maintenance and Diagnostics

Mitel Integrated Configuration Wizard

The Mitel Integrated Configuration Wizard (MiCW) allows you to perform initial system setup and user
commissioning of a MiVoice Business platform. The MiCW is available after the deployment.
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8 Mitel Integrated Configuration Wizard 7.0 - a x
@ Quick Reference About  Help
Requirements N
Requirements
The Mitel Integrated Configuration
Wizard is a standalone software To use the Mitel Integrated Configuration Wizard, your system must meet the following requirements:
Sppachlon (el SA\S YDLLIC.eriom MiVoice Business Release 9.0 software installed
initial system setup and user . -
commissioning of both a MiVoice MiCollab Release 8.0.0 software installed (optional)
Business and the folowing MiCollab SIP, PRI, BRI, T1/D4, and analog (non-diakin) trunks only; same answer point for all trunks
applications: Before you begin, you must ensure the following:
- MiCollab Nupoint UM - alloption boards are installed in the MiVoice Business. The system configuration created with the wizard must match the
- MiCollab Speech Auto Attendant installed hardware
- Teleworker - the MiCollab/MiVoice Business server console is fully , running, and to the network with all required
- MiCollab Audio, Web and Video licenses purchased and enabled.
- you also need the IP address and System Name of the MiVoice Business and the IP address of the MiCollab.
Ciick Next to proceed with the Wizard. - for MiCollab servers/MiVoice Business server console, you have enabled Secure Shel access.
Click Help for detailed instructions. ) Limitations

EX Controller Web GUI

The EX Controller Web GUI is a web-based application that is typically used only for troubleshooting
purposes. The EX Controller Web GUI is available after the deployment.

Important:

Do NOT use this interface for programming trunks or the MiVoice Business system.
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About EX Controller

03 Mitel ‘ EX Controller

Network SBC Management Reboot
Ertion | tattog |t core | e | |

¢ Information

[ lowmesane —

Device Identification. £x Gontroller
Firmware: Dgw 44.3.1746
Frofile STHLMT D2000-155
MAC Address 008D8ObdchS
Serial Humbsr: 000400001M318470017
Number of DSPs: 0
Storags Memery (in usefatal): 18.3 GB /60 GB
Volatile Memory (in uselotal) 23GB/30B
System Uptime (D HH-MMSS) 12:19.0419
System Time (DDIMMAYVYY HH-MM:SS) 281112019 023415
| [ Licences
CWMPITR-069
SBC Licence for 3 concurrsnt ssssions
Virtual Machins Licsncs
= —

2.4 Supported Hardware Configuration

The EX Controller has eight slots for accommodating the following cards:

* 1 port PRI (T1/E1) card

* 1 DSP card (required one per chassis when using an FXS or FXO card)
* 4 port FXS card

* 4 port FXO card

2.4.1 Sample Configuration

A sample EX Controller configuration has:

* 2 PRI cards
* 1DSP card
* 4 FXS cards (providing 16 FXS ports)
* 1 FXO card (providing 4 FXO trunks)

2.4.2 Optional Accessory

A Linux-compatible USB audio is required to support an external Music on Hold source. Mitel recommends
using Pluggable USB Audio Adapter. The USB audio can be plugged into, USB1 or USB2 port of the EX
Controller.
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2.5 Models and Part Numbers

The following table lists the supported EX Controller models and their part numbers.

50008375 EX Controller 16/120G Dual PS
50008229 EX Controller with 4 GB RAM and 60 GB storage
50008230 EX Controller with 8 GB RAM, 120 GB storage, and Dual PSU

The following table describes the supported telephony cards for an EX Controller.

Part Number Telephony Card

50008234 DSP card

50008233 one Port PRI card

50008231 Four Port FXS card, loop limit of 450 m
50008232 Four Port FXO card

51309241 Four Port FXS-LP for EX Controller
50008353 FXO card for Australia

Document Version 1.0
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o Note:

The following requirements apply only to Australia:

» FXS wiring cannot be bundled with any network cabling. FXS port wiring must be routed in separate
cables away from any network cables.

» The FXO interface is voice only, and does not support FAX or modem.
» The FXS and the FXS-LP (available in Q1 2021) interfaces are installed on-premise only.

2.6  Specifications

2.6.1 Operating Environment

» Operating temperature range 0 °C (0 ° F) to +40 °C (104 ° F)

*  Humidity maximum 85% and non-condensing

2.6.2 Storage Temperature

-20 °C (-4 °F) to +70 °C (158 °F)

2.6.3 Dimensions and Weight

PARAMETER DESCRIPTION

Dimensions Height: 4.4 cm (1.75in.)
Width: 48.3 cm (19 in.)
Depth: 36.5cm (14.4 in.)

Weight 5.4 kg (11.9 Ib.) — Single Power Supply
5.85 kg (12.9 Ib.) — Dual Power Supply

Document Version 1.0
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Connection Interfaces and LEDs

11 12

Table 2: LEDs

LED State

Description

Unit with Power 1
connector only

Green, blinking

1 cycle per second,
50% duty

Unit is being restarted.

Green, steady on

Unit is restarted.

off

No current or failing power supply.

Unit is being restarted.

1and 2 Unit with power 1 and Green, blinking
power 2 connectors Unit is restarted.
1 cycle per second,
50% duty
Green, steady on Unit is restarted.
one LED red, steady on | No current or failing power supply on
the power connector.
Both LEDs off No current or failing power supply on
both power connectors.
3 Ready Green, steady on All lines are enabled (operational

state).

Green, steady off

All lines are disabled (operational
state).

Document Version 1.0
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About EX Controller

LED State Description
Green, blinking At least one line is enabled and at
least one line is disabled (operational
1 cycle per 4 seconds, | state).
75% duty
5 In-Use Off Lines are idled and unlocked.
Yellow, steady on Lines are in use and unlocked.
Yellow, blinking Locked
1 cycle per second,
50% duty
10 Link Green, steady on Indicates that the PRI port is
connected, and the link is up.
Off Indicates that the PRI port is not
connected, and the link is down.
10 In-Use Amber, steady on Indicates that the PRI port is
connected.
Off Indicates that the PRI port is not
connected.
10 Error/Trouble Red, steady ON Indicates that the PRI port is not
working properly.
Off Indicates that the PRI port is working
properly.
11 Ready Amber steady ON Indicates that the DSP card is ready to
send and receive calls.
Off Indicates that the DSP card is not
connected.

Document Version 1.0
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About EX Controller

LED State Description
13 ETH1 - Right LED Green blinking, variable | Connected with active network traffic.
(activity) rate
Green steady on Connected with no network traffic.
Off Not connected
13 ETH1 -Left LED (speed) | Off 10 Mbps
Green 100 Mbps
Yellow 1000 Mbps
14 ETH2/3/4/5/ext -Right Green blinking, variable | Connected with active network traffic.
LED (activity) rate
Green, steady on Connected with no active network
traffic.
Off Not connected
14 ETH2/3/4/5/ext -Left Off 10 Mbps
LED (speed)
Green 100 Mbps
Yellow 1000 Mbps

Table 3: Switch

Switch Description

4 Reset/Default Pressing Duration Result LED Pattern

Document Version 1.0
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Switch

Description

2 to 6 seconds

/entry> PoRestarts
the EX Controller
unit.

Table 4: Connectors and Cards

Connectors/Cards Description
6 USB1 USB connector
7 USB2 USB connector
8 SYNC IN 8 KHz TDM synchronization pulse input
9 SYNC OUT 8 KHz TDM synchronization pulse
output
11 DSP card No connector available
18 PRI card with PRI port RJ-48 connector for ISDN-PRI
connectivity
12 FXS card with FXS ports RJ-11 connectors to attach a
conventional telephone or G3 fax
13 ETH1 A 10/100/1000 BaseT Ethernet RJ-45
connector for access to a LAN, WAN.
or computer. This port is by default
used for uplink / WAN connection.
14 ETH2-ETH3-ETH4/EXT- 10/100/1000 BaseT Ethernet RJ-45
ETH5/EXT connector for access to a LAN, WAN
or computer. These ports are used by
default for LAN connections.
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Connectors/Cards

FXO card with FXO ports

Description

RJ-11 connectors offering analog
PSTN access for various VolP
endpoints such as IP phones, FXS
devices, softphones and IP-based
PBX.




Hardware Installation 3

This chapter contains the following sections:

Overview

Package Checklist
Requirements

Installation Checklist
Cleaning Instructions
Installing the EX Controller
Installing Telephony Cards
Cabling

3.1 Overview

This chapter describes the following procedures that must be performed sequentially to complete the
hardware installation:

1. Installing the EX Controller on page 22
2. Installing Telephony Cards on page 26
3. Cabling on page 28

3.2 Package Checklist

Condition

EX Controller (Qty 1)

Power cord with the proper model for the country (Qty 1)*

*Qty 2 for EX Controller with dual power supply unit.

Chassis rack mounting bracket (Qty 2)

Chassis rack mounting bracket screws (Qty 2)
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Condition

Ethernet patch cable, CAT-5E, 7 feet (Qty 1)

Polyurethane self-adhesive black cylindrical bumper (Qty 1)

EX Controller and GX Gateway Safety Instructions document (Qty1)

3.3 Requirements

3.3.1 Location

* Install the controller:

* In a standard 48.26 cm (19 in.) equipment rack
» On a flat surface (such as a desk or a table)

» Do not install the controller in a location exposed to direct sunlight or near stoves or radiators.
Excessive heat could damage the internal components.

» The controller should be positioned to be accessible for future upgrade, maintenance, and
troubleshooting and where cables can be easily connected.

* Maintain a minimum of 25 mm (1 in.) clearance in the front, back, on top, under, and on sides of the
controller.

» Keep airflow around and through the vents of the controller clear of any obstruction.

3.3.2 Wiring

These guidelines apply Ethernet cables, supplied or not, used with an EX Controller.

» Category 5 cables can be used for 10/100 Base T-Connections.

» Category 5e or 6 cables are recommended for Gigabyte Ethernet.

» Always use straight-through cables.

» Cables must not pull or create a lateral stress on the connectors; that is, they must be long enough.

» Cables must be installed in such a way the personnel working in the vicinity of the equipment do not trip
on them.

» Keep cables away from:

» Sources of electrical noise such as radios, transmitters, and broadband amplifiers
* Power lines

* Fluorescent lighting fixtures

» Liquids or moisture

* Heat sources
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For more information, seeEthernet Twisted Pair Cabling Plant, Power and Grounding Guidelines.

3.3.3 Tools and Equipment

+ Screwdriver as required for attaching brackets to rack
» ESD wrist strap
» Earth ground cable

A Warning:

The earth ground cable should be the same size (18 AWG minimum) as the earth cable of the provided

power cord. Otherwise, make sure the earth ground cable meets the standards and requirements of
your local electrical code. The type of the cable is likely to have VW-1 or RT1 markings on the cable.

* RJ45 cables for LAN connections
¢ RJ48 cables for PRI connections
* RJ11 cables for FXS and FXO connections

3.4 Installation Checklist

Verified by

Network information available and recorded in site log.

Location requirements verified.

Site power Voltage

Installation site pre-power check completed.

Mounting tools and equipment available.

Additional equipment available.

EX Controller received.

Regulatory compliance and safety information received.
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Verified by

Warranty card received.

Software version verified (download the latest Deployment Tool)

Rack, desktop mounting of chassis completed.

Initial electrical connections established.

Cable length limits verified.

Initial configuration performed.

Initial operation verified.

3.5 Cleaning Instructions

To clean an EX Controller, wipe with a soft dry cloth.

For resistant markings, wet a cloth with a mild detergent, wring well and then wipe off. Use a dry cloth to
dry the surface.

3.6 Installing the EX Controller

Important:

Before installing, ensure that you have read theEX Controller and GX Gateway Safety
Instructionsdocument supplied with the controller.

To install an EX Controller on a flat surface or in a rack:
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1. Make a note or take a picture of your unit's serial number before you begin the installation. The serial
number is located underneath the EX Controller casing.

2. Unpack the controller and go through the Package Checklist on page 19.

3. Apply the polyurethane self-adhesive black cylindrical bumper protective products to the bottom of the
controller. This will improve the airflow under the controller.

o Note:

Skip this step if you are installing the controller in a rack.

4. Install the controller on a flat surface or in a rack, making sure that the unit is at 20 cm (8 in.) from your
monitor, computer casing, or other peripheral, including speakers.

3.6.1 EX Controller 16/120G Dual PS

EX Controller 16/120G Dual PS is available for the Mivoice Business version 9.4 and later.

Prerequisites
« DGW Firmware 48.4 and later versions.

+ DGW Firmware 48.4 and later versions is required to run the EX Controller 16/120G Dual PS.

Procedure

Follow the steps in the section Procedure to check and enable the USB port for the Deployment Tool.

e Note:

The data can be backed up from the existing/older version of MiVB EX to restore on 9.4 with the same set
of analog cards.
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Identifying the EX Controller 16/120G Dual PC

1. From EX Controller Ul navigate to System > Information, the field Volatile Memory (in use/ total)
must display 16GB as the total.

00 Mitel | Ex controller

Network SBC ISDN POTS SiP Media Telephony Call Router Management Reboot

+ Information

- Current Status

Device identification: EX Controller
Firmware: Dgw <DGW Firmware Version>
Profile: STNL-MT-D2000-249
MAC Address: 0090f80c3d3a
Serial Number: 04000011324180002
Number of DSPs: 4
Storage Memory (in use/total): 30.8GB/119 GB
Volatile Memory (in use/total): 23GB/1EGB
System Uptime (D:HH:MM:SS): 24:22:58:57
System Time (DD/MM/YYYY HH:MM:SS): 25/02/2022 13:34:10
Installed Hardware
. Name Serial Number Location
1PRI 00096000804183012 Slot1
DSP 00104000525153175 Slot2
4FXS 00113000125184407 Slot3
4 FX0 00087000417180054 Slot4
- Licences
CWMP/TR-069
SBC Licence for 3 concurrent sessions
Virtual Machine Licence

Activate Licence
Licence Key: | ]
Apply

EX Controller 16/120G Dual PC
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00 Mitel ‘ EX Controller

Network SEC ISDM POTS SIP Media Telephony Call Router Management Reboot

o | oo | v | ot ot ot Goore | Dot |

* Information

- Current Status

Device |dentification: EX Controller

Firmware: Dgw 42.4 2631-2-g3=0479543
Profile STHNL-MT-D2000-294

MAC Address: 0090f50bdcbs

Serial Number. 000400001M318170017
Humber of DSPs: 4

Storage Memaory (in useftotal): 208 GB /a0 GB

Volafile Memory (in useftotal): 34GB/8GB

System Uptime {D-HH-MM:-S5): 21:23:25:09

System Time (DDMAMMAYYY HH:MM:55): 19/04/2022 03:16:58

00096000706174223 Slot1
DsP 00104000523154500 Slot2
4F¥S 00055000412161818 Slot3
4 FXO 0008T000345140604 Slotd

CWMP/TR-089

SBEC Licence for 3 concurrent sessions

Virtual Machine Licence

Activate Licence

Licence Key: | |

EX Controller 8/120G Dual PS
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2. On the EX Controller chassis, the label on the front right corner, bearing the Mitel part number is
displayed.

Part Number

50008375 EX Controller 16/120G Dual PS

P/N 50008375

3.7 Installing Telephony Cards

To install telephony cards:

1. Ensure that adequate earth ground connection has been made between the grounding screw on the
back of the controller and an appropriate grounding point in your site.

A Warning:

Adequate earth ground connection of the controller is mandatory to avoid any damage or injuries.

2. Wear an ESD wrist strap, ensuring that it makes good contact with bare skin.

3. Attach the ESD wrist strap end to an earth ground (grounding screw on the back of the controller or
unpainted bare metal spot of a grounded equipment rack).
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4. Turn off the power switch of the controller.

0 Note:

Redundant power supply units do not have a power switch.

A Warning:

The controller unit must be turned off before adding, removing, or swapping the system cards.

5. Turn off the power sources used to power the controller at the circuit breaker.
6. Disconnect all cables (except the earth ground connection) from the controller.

7. Unscrew the two thumb screws of the slot where you want to install or replace a card.

0 Note:

Before installing a new card, refer to About this Guide on page 1.

8. Gently remove the blank plate or the existing card.
9. Gently slide the new card into the internal plastic rails of the slot.

0 Note:

Insert a blank plate in each unused slot.

0 Note:

While sliding in the card, take care not to damage the electronic parts on the card. The card, when
properly inserted, slides in easily.

10. Tighten the thumb screws back into place. Do not over-tighten.
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3.8 Cabling

To connect cables:

1. Wear an ESD wrist strap, ensuring it makes good contact with your bare skin.

2. Attach the ESD wrist strap end to an earth ground (unpainted bare metal spot of a grounded equipment
rack).

3. Turn off the power switch of the controller.

0 Note:

Redundant Power Supply units do not have a power switch.

4. Make sure the circuit breakers of AC power sources used to power the EX Controller are off.

5. Make sure the provided power cable is connected to the EX Controller and in an appropriate AC
electrical outlet.

6. Connect faxes, phones or a PBX to the FXS card.
7. Connect a PBX or ISDN line to the PRI card.
8. Connect a PSTN or a PBX to the FXO card.



Software Installation

This chapter contains the following sections:

Overview

Prerequisites

Accessing the EX Controller Deployment Tool

Updating the EX Controller Deployment Tool

Running the EX Controller Deployment Tool to Install the MiVoice Business Virtual Machine
Post-Installation Tasks

Enabling the VNC Capability

41 Overview

The following procedures that must be performed sequentially to complete the software installation:

1. Accessing the EX Controller Deployment Tool on page 31
2. Updating the EX Controller Deployment Tool on page 32

3. Running the EX Controller Deployment Tool to Install the MiVoice Business Virtual Machine on page
34

4. Post-Installation Tasks on page 42

6 Note: As the EX controller does not support 802.1Q VLAN Trunks, the EX controller does not set an

802.1p Ethernet priority. The EX controller will use DSCP information to provide priority information in
packets sent at layer 3. However, Ethernet Priority information and VLAN assignment must be configured
at the first access port of the Ethernet switch because data will be assigned to an untagged VLAN, which
is usually VLAN 1. Voice can be prioritized using the DSCP value, which can also be used to identify the
Ethernet priority value set in the DSCP to Priority map in the Ethernet switch. This is also known as QoS to
CoS mapping. For more details, contact your LAN switch vendor. For more examples, refer to the MiVoice
Business Engineering Guidelines.

4.1.1 PC Requirements

The following lists the PC requirements for the deployment:
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* Windows operating system

*  Windows 11, Windows 10, Windows Vista (Business or Ultimate), Windows 8 or 8.1

e Minimum 4 GB RAM for Windows 11 and Windows 10; Minimum 2 GB RAM for Windows Vista
(Business or Ultimate), Windows 8 or 8.1

0 Note: Support for Microsoft Windows Versions 8 and 8.1 ended on January, 2023. It is

recommended that you upgrade to a Windows 11 Version to continue to receive security updates
from Microsoft.

¢ Minimum 4 GB free disk space

* JRE (Java Run-time Environment) 1.6.0_1 or later installed.
» Google Chrome, Edge, or Mozilla Firefox installed.

» Latest version of UltraVNC Viewer application installed.

4.2 Prerequisites

» Download the latest exdeploy-x.x.x.x.zip file from Mitel MiAccess > Software Download Center to
your deployment PC.

» Download the EX MiVoice Business software image zip file (MiVB-9.x.x.x-yy.img.zip) from Mitel
MiAccess > Software Download Center to your deployment PC.

» Download the latest Mitel Configuration Wizard (MiCW) executable file

deployment PC.

» For the Mitel EX Controller MiVoice Business solution, each of the three components requires a distinct
IP address.

« EX Controller IP address:

» Eth2-5 have a default static IP address: 192.168.0.10
» During the deployment process outlined below, it is possible that this IP address can be altered.
* The IP address for the "host" EX Controller must be unique.

* Deployment Tool IP address:

* The deployment tool is a virtual machine hosted in the EX Controller
» By default, the virtual machine is currently set to obtain an IP address through DHCP.

» If the DHCP is not available, the IP address of the deployment tool can be manually set either
through static configuration or by utilizing a USB flash drive with a pre-configured | an. cf g file.
Further information on both options is provided in detail later within the document.

» The virtual machine is exclusively used for the initial deployment and is powered down and
inactive thereafter. As a result, the IP address will only be necessary during the deployment
process. Nevertheless, it should be a unique IP address.

* MiVoice Business call server I[P address:

» This is a virtual machine hosted in the EX Controller.
» The deployment tool process generates and installs this virtual machine.

» The deployment tool, which is outlined in detail below, assigns the IP address to the MiVoice
Business virtual machine.

* The IP address for the MiVoice Business must be unique.
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4.3 Accessing the EX Controller Deployment Tool

When you connect the EX Controller to a network, the Deployment Tool broadcasts its FDQN http://
exdeploy to its local subnet through NetBIOS and acquires an IP address from the DHCP server. When
the Deployment Tool successfully acquires an IP address, you can access the Deployment Tool using its
FQDN http://exdeploy.

A Warning:

Make sure that you turn on and connect only one EX Controller to the network. If you connect more than
one EX Controller to the network, then you might not know which controller you are connected to.

@ Note: Before you run the deployment tool, you must enable VNC. To enable VNC, see the Enabling the
VNC Capability section.

To access the Deployment Tool:

1. Enable NetBIOS over TCP/IPv4 on your deployment PC.
2. Ensure that the PC and the EX Controller are connected to the same subnet.

3. Connect an RJ45 Ethernet cable from any one of the ETH2 - ETH5 ports of the EX Controller to the
Layer2 switch on the network.

4. Turn on the EX Controller.
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5. Enter http:/lexdeploy in the address bar of your web browser (recommended Mozilla Firefox and
Google Chrome) to access the Deployment Tool.

o Note: This method only works if NetBIOS has been enabled on both the PC and the network.

However, some PCs are locked down, preventing this feature from being enabled. This process also
requires the EX Controller to be running when a DHCP server is available to service the DHCP request
from the deployment tool.

If there is no DHCP server available or NetBIOS is not running on the network, then you must manually
assign a static IP address of the exdeploy VM. For more information, see Appendix A: Assigning a
Static IP Address to the EX Controller Deployment Tool on page 87.

The EX Controller Deployment Tool home page is displayed.

o0 Mitel EX Controller Deployment - Deploying AP 1 G | R

v1.1.13-0

Idle - No existing deployment session

Platform variant
Call Manager type ~ MIVB v

Call Manager image ‘ Choose File | No file chosen

General Settings

ARID ‘42226718 ‘

Call Manager FQDN

ex41.vlab.local ‘

e Note: The USB list is available with Deployment Tool versions 1.1.13 and later. To enable the USB
list for older systems upgraded to Deployment Tool version 1.1.13 or later, see Appendix C: Enabling
USB Ports for the Deployment Tool on page 105.

6. Continue with Updating the EX Controller Deployment Tool on page 32.

4.4  Updating the EX Controller Deployment Tool

After you access the Deployment Tool, you must update the Deployment Tool.

To update the Deployment Tool:
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1. In the Deployment Tool home page, click Update.

e Note:

» Updating the Deployment Tool upgrades the DGW firmware also.

*  When the deployment tool is updating the EX platform with DGW firmware version 48.4 and
previous versions, the Admin account password (one-time) is copied to the Snmp.SnmpV3Password
parameter. However, if the DGW firmware version on the EX platform is 49.3 and later versions, a
one-time password will not be triggered.

Help | Update | Reboot

EX Controller Deployment - Deploying

v1.1.13-0

Platform variant

Call Manager type =~ MIVB

Call Manager image Choose File | No file chosen

usB

General Settings

ARID [42226718

Call Manager FQDN | ex41.vlab.local

Distinguished name |cn=ex41, ou=R&D, o=Mitel, |=Kanata, st=Ontario, c=CA

IPv4 DNS servers | 10.44.17.11, 10.44.17.31

IPv4 trusted network 10.0.0.0/8
address

Restore via console

Enable secure EX Controller
access

@ Note: The USB list is available with Deployment Tool versions 1.1.13 and later. To enable the USB

list for older systems upgraded to Deployment Tool version 1.1.13 or later, see Appendix C: Enabling
USB Ports for the Deployment Tool on page 105.
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2. Do either of the following:

(B M|tel EX Controller Deployment

Check for updates

Deployment Tool Update

The deployment tool's updates are delivered as ZIP files, named exdeploy.zip. However you many specify other update artifacts here, particularly the EX controller firmware updates (*.bin files). Please
specify the location for the update artifacts using one of the options below then click on Check for updates.

Upload update artifact to server ‘ Choose File | No file chosen

Update using artifact from USB ‘

Download update artifacts from URL ‘ Select a remote root source URL ‘

* Click Choose File, and select the exdeploy-x.x.x.x.zip file.
» In the Update using artifact from USB list, select the exdeploy-x.x.x.x.zip file.

6 Note: The Update using artifact from USB list is available with Deployment the Tool versions

1.1.13 and later. To enable the USB list for older systems upgraded to Deployment Tool version
1.1.13 or later, see Appendix C: Enabling USB Ports for the Deployment Tool on page 105.

3. Click Check for updates.
If an update is available, the system updates the Deployment Tool. The Progress window displays the

progress of the update. Verify the update by checking the version number displayed on the top-right
corner of the Deployment Tool home page.

4.5 Running the EX Controller Deployment Tool to Install
the MiVoice Business Virtual Machine

After you update the Deployment Tool, use the Deployment Tool to install the MiVoice Business system
software as a virtual machine on the EX Controller.

0 Note: If the deployment fails due to interruptions, such as a power or network outage, you must restart
the deployment procedure.

The Deployment Tool supports two modes of deployment to complete the installation, Full and Partial +
Finish.

Full deploy
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The full deployment mode allows you to deploy the MiVoice Business system software in a single
procedure. After a full deployment, the controller starts the MiVoice Business virtual machine and shuts
down the Deployment Tool virtual machine.

Partial + Full deploy
The partial + finish deployment mode allows you to complete the deployment in two phases.

In the first phase, the EX Controller is partially deployed. That is, after a partial deployment, the
Deployment Tool virtual machine continues to run, and the MiVoice Business virtual machine is shut down.
Partial deployment allows you to review and modify certain configuration parameters before you finish the
deployment later.

In the second phase, you can review and modify certain configuration parameters, and then finish the
deployment.

After you finish the deployment, the controller starts the MiVoice Business virtual machine and shuts down
the Deployment Tool virtual machine.

To run the EX Controller Deployment Tool to install the MiVoice Business virtual machine:

1. Under Platform Variant, in the Call manager list, select MiVB.

: Hel Updat Reboot
0 Mitel EX Controller Deployment - Deploying olp | Update | Reboo
v1.1.13-0
T Pogess T ovions
Platform variant
Call Manager type ~ MIVB v

Call Manager image Choose File | No file chosen

UsSB h

General Settings

ARID 42226718

Call Manager FQDN |ex41.vlab.local

Distinguished name |cn=ex41, ou=R&D, o=Mitel, |=Kanata, st=Ontario, c=CA

IPv4 DNS servers | 10.44.17.11, 10.44.17.31

IPv4 trusted network
address

10.0.0.0/8

‘ ]
Restore via console

Enable secure EX Controller
access
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2. Do either of the following:

» If you have the MiVB-9.x.x.x-yy.img.zip file on your local PC, click Choose File, and select the
MiVB-9.x.x.x-yy.img.zip file.

* In the USB list, select the MiVB-9.x.x.x-yy.img.zip file.

e Note: The USB list is available with the Deployment Tool version 1.1.13 or later. The EX Controllers

procured in MiVoice Business Release 9.2 or later have the Deployment Tool version 1.1.13 pre-
installed. For more information on how to use the USB list, see Assigning a static IP address by using a
USB flash drive on page 95. To enable the USB list for older systems upgraded to Deployment Tool
version 1.1.13 or later, see Appendix C: Enabling USB Ports for the Deployment Tool on page 105.

3. Under General Settings, enter the following details:

» ARID — The Application Record ID (ARID) for the MiVoice Business system to acquire and register
licenses with Mitel Licenses & Services. Optionally, you can license the system after the deployment
through Server Manager.

» Call Manager FQDN — The FQDN of the MiVoice Business virtual machine. For example,
coyote.acme.com, where coyote is the hosthname and acme.com is the domain name (resolvable
by the DNS server listed below)

» Distinguished name —The Distinguished Name (DN) of the MiVoice Business virtual instance that
is used to create a host certificate for the controller. For example, cn= coyote, ou= Research and
Development, o= Acme Company, |= Bangor, st= Maine, c= US. Leave the field as is.

o Note: The hostname of the MiVoice Business system specified in the Call Manager FQDN

field must match the cn of the Distinguished Name field for the certificate generated during the
deployment.

* |IPv4 DNS servers — The IP address of one or more DNS servers of the network where the EX
Controller is installed; comma-separated in case of multiple DNS servers.

» IPv4 trusted network address — The IPv4 address of the management networks or trusted
networks from which you want to allow access to the MiVoice Business System Administration Tool
and the Server Manager by generating a certificate for HTTPS use.

4. (Optional) Select the Restore via console check box, if you want to enable restore via server console
option after the deployment. The Server Manager prompts the user to restore the system configuration
upon startup.

e Note: The controller does not support the Restore from another running server option.

5. Select Enable secure EX controller access to disable the SNMP v2 protocol on the EX Controller.
This blocks unsecure access to the controller.

It is recommended to leave the check box cleared to configure the MiVoice Business system using the
Mitel Configuration Wizard (MiCW) post deployment.
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6. Optional: Select the Enable IPv6 checkbox to enable IPv6 address.

e Note: The IPv4 default LAN gateway, IPv6 Call Manager LAN address, and IPv6 default LAN
gateway fields are visible after you enable this checkbox.

General Settings

ARID (27334432
Call Manager FQDN | ex61.mitel.com
Distinguished name |cn=coyote, ou=Finance, 0=ACME, |=Bangor, st=Maine, c=US
IPv4 DNS servers | 10.44.17.11
IPv4 trusted network address | 10.0.0.0/8
Restore via console [J
Enable secure EX Controller access [J

Enable IPv6 []

LAN Settings

IPv4 EX Controller LAN address | 10.37.27.95/24
IPv4 Call Manager LAN address | 10.37.27.96

1Pv4 default LAN gateway |10.37.27.1

Fulldeploy [ Partial deploy B3 Finish deploy

Figure 1: Enable IPv6 Checkbox
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7. Leave the following WAN Settings blank unless you are setting up a WAN configuration for the EX

Controller:

I X

a. IPv4 EX Controller WAN address
b. IPv4 Call Manager WAN address
c. IPv4 default WAN gateway
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8. Under LAN Settings, specify the IPv4 and IPv6 LAN settings:

a. IPv4 EX Controller LAN address — IPv4 address with CIDR for the EX Controller Web GUI that
will overwrite the default IP address of the EX Controller Web GUI. For example, 10.211.13.42/12.

b. IPv4 Call Manager LAN address — IPv4 address for the MiVoice Business system virtual machine.
(No CIDR is required)

c. IPv4 default LAN gateway — IPv4 default LAN gateway address

d. IPv6 EX Controller LAN address — IPv6 address with CIDR for the EX Controller Web

GUI that will overwrite the default IP address of the EX Controller Web GUI. For example,
2023:f:b:2251::196/128.

e. IPv6 Call Manager LAN address — |IPv6 address for the MiVoice Business system virtual machine.
(No CIDR is required)

f. IPv6 default LAN gateway — IPv6 address with CIDR for the EX Controller Web GUI that will
overwrite the default IP address of the EX Controller Web GUI. For example, 2023:f:b:2251::1

LAN Settings

IPvd EX Controller LAN
address

Enter an IPv4 address/CIDR

IPv4 Call Manager LAN
address

IPv4 default LAN gateway |Enter an [Pv4 address

IPv6 EX Controller LAN
address

IPv6 Call Manager LAN
address

@
1)
5
o)}
q
D
n
7
0
@
4
—
@
=
=1

IPv6 default LAN gateway | Enter an
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9. If you want to perform a partial + finish deploy, skip this step and proceed to step 10. If you want to
deploy and enable the MiVoice Business virtual machine immediately, click Full deploy.

A confirmation message is displayed.

a. Click OK to confirm the deployment.

e Note: Ignore the warning message about FQDN. For example, “FQDN coyote.acme.com is not
resolvable”.

The system starts the full deployment process. It takes approximately 25 minutes to complete the
deployment. When the deployment is complete, the following message is displayed.

“Full deployment completed. You may reboot the EX controller.”

| DO Mitel | mivoice Business EX Controller Deployment - Fully deployed Hep | Upcate AL Rebool

v1.1.1-0
Full deployment completed. You may reboot the EX controller.

Full deploy J} Partial deploy B8 Finish deploy

Progress

Uploading mitel_E1_Euro_ISDN_Telecom_|talian_perslot.cfg

Received GET on /mitel_E1_Euro_ISDN_Telecom_ltalian_perslot.cfg from /169.254 10.1:43471

Sending file /var/exdeploy/exdeployCache/mitel_E1_Euro_ISDN_Telecom_ltalian_persiot.cfg

HTTP service: 0.01 of 0.01MiB sent to /169.254.10.1:43471

Done sending 0.01 MiB of file ivar/exdeploy/.exdeployCache/mitel_E1_Euro_ISDN_Telecom_ialian_perslot.cig
Uploaded mitel_E1_Euro_ISDN_Telecom_ltalian_perslot cfg to 169.254 10.1

Uploading mitel_T1_EAM_ulaw_wink_perslot cfg

Received GET on /mitel_ T1_EAM_ulaw_wink_perslot.cfg from /169.254.10.1:43472

Sending file /var/exdeploy/.exdeployCache/mitel_T1_EAM_ulaw_wink_persiot.cig

HTTP service: 0.00 of 0.00MiB sent o /169.254.10.1:43472

Done sending 0.00 MiB of file /varfexdeploy/ exdeployCache/mitel_T1_EAM_ulaw_wink_persiot.cfg
Uploaded mitel_T1_EAM_ulaw_wink_perslot.cfg to 169.254.10.1

Uploading mitel_T1_EAM_ulaw_immediate_perslot.cig

Received GET on /mitel_T1_EAM_ulaw_immediate_perslot.cig from /169.254 10.1:43473

Sending file /var/exdeploy/exdeployCache/mitel_T1_EAM_ulaw_immediate_perslot cfg

HTTP service: 0.00 of 0.00MiB sent to /169.254.10.1:43473

Done sending 0.00 MiB of file ivar/exdeploy/.exdeployCache/mitel_T1_EAM_ulaw_immediate_persiot.cfg
Uploaded mitel_T1_EAM_ulaw_immediate_perslot.cfg to 169.254 101

A o e ailureCauses” - nuil\n', ' "statusCodes” - 0,\n', ' *responseData” - nulln', Jin’]
Full deployment completed. You may reboot the EX controller.

4 [y

b. Continue with step 11.
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10. If you want to deploy now but configure and enable the MiVoice Business virtual machine later, click
Partial deploy.

A confirmation message is displayed.

a. Click OK to confirm the deployment.

e Note: Ignore the warning message about FQDN. For example, “FQDN coyote.acme.com is not
resolvable”.

The system starts the partial deployment process. It takes approximately 25 minutes to complete the
deployment.

b. After the partial deployment, if required, power off the EX Controller, and finish the deployment later.

c. When you want to enable the MiVoice Business virtual machine, access the Deployment Tool. If you
have already accessed the Deployment Tool, continue with the next step.

d. If required, click Recall to go back to the Deployment Tool home page to review and modify General
Settings, WAN Settings, and LAN Settings.

o Note:

You can modify only General Settings, WAN Settings, and LAN Settings. Other configuration
parameters are blocked for modification.

e. Click Finish deploy.

A confirmation message is displayed.
f. Click OK to confirm the deployment.

0 Note: Ignore the warning message “FQDN coyote.acme.com is not resolvable”.

The system starts to finish the deployment. It takes approximately 2 minutes to finish the
deployment.
dg. When the deployment is complete, the following message is displayed.

“Finish Deployment Completed. You may restart the EX controller.”
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o0 Mitel | MiVoice Business EX Controller Deployment - Fully deployed il lras gt

v1.1.1-0

Finish deployment completed. You may restart the EX controller.

Full deploy § Partial deploy B8 Finish deploy

Progress

Executing SipEp.SipKeepAliveMethod = "SipOptions”
Executing SipEp SipKeepAlivelnterval = 120

Executing SipEp InferopSipQptionsilethodsupport = "AlwaysOk”

Executing SIpEp AnswerCodechiegotiation = "FirstCommonPegrPriority”

Executing Aga MinSeverity = "Info"

Executing Conf MinSeverity = "Info"

Executing Tellf DefaultMachineDetectionBehaviorOnCed ToneDetection = Passthrough

Step 4: Updating MIVB

Creating MVF properties

Creating MVF 1SO

Uploading MVE 1SO to 169.254 10 1

Received GET on /myf.iso from /169.254.10.1:58322

Sending file /var/exdeploy/ exdeployCache/myf.iso

HTTP service: 0.05 of 0.05MIB sent to /169 254 10 158322

Done sending 0 05 MIB of file var/exdeploy/ exdeployCache/mui iso ‘ [
|

Enabling MIVE VM
Disabling deployment VM

Step 5: Deployment of EX system completed. Please restart the unit or wait for call service fo be ready.

F] TEPOITEQ [T, . mdmmafailureCauses” - null\n', ' "statusCodes” - 0.\, ' "responseData” - nulhn', n'|
Finish deployment completed. You may restart the EX controller. €

h. Continue with step 11.
11. Click Reboot to restart the EX Controller.

It takes approximately 20 minutes for the EX Controller to boot the first time. Subsequent reboots are
faster.

After the reboot, the Deployment Tool virtual machine shuts down and MiVoice Business virtual machine

starts automatically.

12. Ensure that you have the system on the correct network for the new IP addresses as configured during
the deployment process.

13. If you have inserted the USB flash drive, remove the USB flash drive from the EX Controller.

o Note: The 'Image and Text Notification' feature in the Revolution Server is not functional on IPv6-
registered phones. This feature works as expected on IPv4-registered phones.

4.6 Post-Installation Tasks

4.6.1 Default Passwords

The default user names and passwords to be used after the deployment are as follows:

* The default user name for the Server Manager user accountsis admin and root and the default
password is default1.
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» The default user name for the System Administration Tool user account is system and the default
passwordis password.

» The default user name for the EX Controller Web GUI user account is public. There is no default
password.

4.6.2 Log into Server Manager

1. Log into Server Manager by entering <IP (IPv4 or IPv6) Call Manager LAN address>/server-manager
in the address bar of your web browser.

The Server Manager login page is displayed.

O Mitel | Mivoice Business

Username: | | |

Password:

© 2019 Mitel Networks Corporation

2. Type the default Username (admin) and Password (default1).

You are prompted to change the password. The new password must have at least eight characters
consisting of:

* an upper case letter

* alower case letter

* anumber

* anon-alphanumeric character

For more information on password quality requirements, refer to the Help page associated with the
Password Requirements tab in the Administration > System users page on Server Manager.

e Note: The modified password is also applied as the SNMP v3 privacy password, the EX Controller

Web GUI password, and the System Administration Tool mimx account password. However, if the new
password does not conform with the minimum eight-character rule, it does not get synchronized. For
information about troubleshooting the password synchronization issue, see Unable to log into the EX
Controller Web GUI as mimx user after a password reset using Server Manager.
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4.6.3 Licensing the MiVoice Business system

If you did not specify the ARID during the deployment, license the MiVoice Business system using Server
Manager (ServiceLink > Status).

1. Log into Server Manager on page 43.

2. Navigate to ServiceLink > Status.

3. In the Service account ID field, enter the Application Record ID (also called Service account ID).
4. If the Internet is accessed via a proxy, enter:

* Address of proxy

» TCP port used to connect to proxy. The proxy server must be configured to forward TCP packets on
the incoming port to the License Server address (sync.mitel-amc.com) on port 22.

5. Click Activate to synchronize with Licenses & Services and activate ServiceLink.

Following successful activation, Server Manager periodically reconnects to the Licenses & Services (every
24 hours by default) via a secure, encrypted connection to synchronize Servicelink status information.
New configuration instructions, such as services you have added or deleted to your Licenses & Services
account, are updated at this time.

4.6.4 Log into the MiVoice Business System
Administration Tool

1. Log into the MiVoice Business System Administration Tool by entering <IP (IPv4 or IPv6) Call Manager
LAN address> in the address bar of your web browser.

The System Administration Tool login page is displayed.

00 Mitel ‘ MiVoice Business

eeeeeeeeeeeeee
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2. The first time you connect, you must install the MiVoice Business certificate.
Chrome and Edge

To install the MiVoice Business certificate:

a. On the login page, click Install MiVoice Business Certificate and follow the instructions provided to
install the certificate.

Firefox

To install the MiVoice Business certificate:

a. Start a System Administration Tool session by connecting to the MiVoice Business system.
b. Click I Understand the Risks followed by Add Exception...

c. Clear the Permanently store this exception check box, and then click Confirm Security
Exception.

d. Once you confirm the exception, the System Administration Tool Login page will be displayed.

Click Install MiVoice Business Certificate and follow instructions provided to install the certificate.
After the certificate is installed, exit the browser, and then restart it. You can now log in to MiVoice
Business and not receive the security certificate warnings.

3. Type the default Login ID (system) and Password (password).
4. Select Remember Login ID if you want to save the Login ID on your computer.
5. Click Log In.

To prevent unauthorized use, you will be prompted to change the password the first time you log in.
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6. Click System Administration Tool.

The System Administration Tool home page is displayed.

>0 Mitel | Mivoice Business Admin Group Alarm Status:

MN85

P2
(]

Licenses

LAN/WAN Configuration
Voice Network

System Properties

Hardware

Trunks

Users and Devices
Integrated Directory Services
Voice Mail

Call Routing

Music On Hold

Emergency Services Management
Property Management

Maintenance and Diagnostics

7. You will be prompted to install XML Components when you log into the System Administration Tool for
the first time. At the prompt, “Do you wish to install or upgrade the required XML components?”, click
Install Now. The installation takes less than 30 seconds and you do not need to restart your computer.

o Note: The system allows up to 5 concurrent System Administration Tool or Group Administration

Tool sessions (or any combination of the two) provided that the initial login browser is closed and 10
concurrent Desktop Tool sessions.

o Note: The System Administration Tool will temporarily lock you out for 15 minutes after three
consecutive attempts to log in have failed.

8. Navigate to the Hardware > Hardware Modules form and verify that all the telephony cards are listed.
9. Reboot the system from Server Manager (Administration > Shutdown or reboot).
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4.6.5 Log in to the EX Controller Web GUI

1. Enter the IP (IPv4 or IPv6) EX Controller LAN address specified during the deployment in the address
bar of your web browser.

The EX Controller Web GUI login page is displayed.

00 Mitel | Ex controller

2. In the User Name field, type public.
3. In the Password field, type the password of the Server Manager’s admin user.
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4, Click Login.

The EX Controller Web GUI home page is displayed.

o0 Mitel | EX Controller

Metwork SBC Management Reboot
crnion | taeaiog | paccicoure | Deorete | i |
¢ Information
[ | cumrent status
Device Identification: EX Controller
Firmware: Dgw 44.3.1746
Profile: STHL-MT-D2000-155
MAC Address: 0090f50bdcbd
Serial Number: 000400001M318170017
MNumber of DSPs: o
Storage Memory (in useftotal) 18.3 GB /60 GB
Volatile Memory (in usefioial): 23GB/3GE
System Uptime (D:HH:MM:5S): 12:19:04:19
System Time (DDMMAYYY HHMM:SS ) 28/11/2019 02:34:15
[ | Licences
CWMP/TR-069
SEC Licence for 3 concurrent sessions
Virtual Maching Licence
Activate Licence
Licence Key: [ ]

If the login fails, see Unable to log into the EX Controller Web GUI as mimx user after a password reset
using Server Manager.

Important:

The EX Controller Web GUI is used for troubleshooting purposes only. Do NOT use this GUI for
programming trunks or the MiVoice Business system. Use the MiVoice Business System Administration
Tool for programming trunks (Trunks > Enterprise Gateways) and the MiVoice Business system.

4.6.6 Program the MiVoice Business System

1. Program the MiVoice Business system using one of the following options:

» Mitel Integrated Configuration Wizard (only if you have cleared the Enable secure EX controller
access check box (step 6) in the Running the EX Controller Deployment Tool to Install the MiVoice
Business Virtual Machine on page 34)

» Manually, by logging into the MiVoice Business System Administration Tool

2. (Optional) If you are migrating from an unsupported 3300 ICP controller, continue with step 6 of the
Migration Guidelines for an Unsupported 3300 ICP Controller procedure (Chapter 4 Migration) in
the MiVoice Business Migration Guidelines document.

Document Version 1.0
EX Controller Installation and Administration Guide




Software Installation

4.6.7 Trunk Configuration

After you perform the basic programming of the MiVoice Business System Administration Tool, you can
configure trunks automatically by executing configuration scripts in the Gateway Configuration Scripts
form (Trunks > Enterprise Gateways) of the MiVoice Business System Administration Tool.

e Note: On the EX platform, individual trunk access is not supported as ISDN, T1, and FXO trunks are
not assigned trunk numbers when programmed.

6 Note:

If you hover over the default configuration file, a Tooltip is displayed that provides information about the
default configuration file.

Configuration Details

T1/D4 E&M trunks Execute the following configuration scripts:
» To configure Immediate Start, execute:

mtel _T1_EAM ul aw_ i medi ate_ perslot.cfg
» To configure Wink Start, execute:

mtel _T1_EAM ul aw_wi nk_perslot.cfg

PRI trunks Execute one of the following configuration scripts depending on the protocol provided
by the PSTN:

m tel _E1_Euro_l| SDN_Euro_Caynman_perslot.cfg

mtel E1 Euro_| SDN_Euro_Nuneris_perslot.cfg

mtel E1 _Euro_l| SDN _Euro_Standard_perslot.cfg

mtel _E1 _Euro_| SDN _Euro_Tel ecom Italian_perslot.cfg
mtel _T1 _DWVS100_perslot.cfg

mtel _T1 _DWVS250 perslot.cfg
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Configuration Details

FXO trunk Execute the following configuration scripts:
» To configure FXO trunks that use loaded coils, execute:
mtel _fxo_north_anerica.cfg
» To configure FXO trunks that use non-loaded coils, execute:
mtel _fxo_default.cfg
* To disable the Dial Tone Detection Mode, execute:
mtel _Disable_Di altone_Detection.cfg
R2 trunk To configure R2 trunks, execute the configuration file applicable to your country:

» To configure R2 trunks execute:
mtel _R2_Argentina_perslot.cfg
mtel _R2 Brazil _perslot.cfg
mtel R2_ITU perslot.cfg

© Note:

mtel R2 | TU perslot. cf g is applicable for generic ITU configuration.

mtel _R2_Mexico_perslot.cfg
mtel R2_Philippines_perslot.cfg
m tel _R2_Saudi Arabi a_perslot.cfg
mtel _R2_Venezuel a_perslot.cfg
* You can also manually program the R2 trunk using the EX Controller Web GUI.

For more information about Programming R2 Trunk and Customizing default
settings, see Appendix B: Programming R2 Trunks on page 98

4.7 Enabling the VNC Capability

To enable VNC for the exdeploy virtual machine or MIVoice Business virtual machine:

1. Log in to the EX Controller Web GUI on page 47.
2. Navigate to System > VM.

The Virtual Machine page is displayed.
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3. click @ to stop the required virtual machine
4. Do the following:

a. For the VM Name field exdeploy, in the VNC Id field, enter 0.
b. For the VM Name field MIVB, in the VNC Id field, enter 1.

o Note: Any value of O or greater enables VNC access for that VM.

5. Click Apply to apply the changes.
6. Click I to start the virtual machine.

0 Note: If you enable VNC, it might open a security hole and recommend disabling it for a secure
system.
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This chapter contains the following sections:

»  Software Upgrade

*  Backup and Restore

* Field Replaceable Units

* Change IP Address of the EX Controller Web GUI
»  Configure the Server Using Server Console

5.1 Software Upgrade

You can upgrade the MiVoice Business system software using the blades utility in Server Manager
(ServiceLink > Blades).

MiVoice Business admin@kendallex.support.lab  Status: [M&joR [

ServiceLink

Status

Current list of blades (%

Administration
Web services Software download center: swdlgw.mitel.com
Backi
ackap Last updated: Fri 10 Nov 2023 01:02:56 AM EST
Restore

Event viewer
System information installed (v2.2.0.13)
System users EX EX Platform Specific Software installed
Shutdown or reboot

Security
Remote access
Syslog MPA Probe The MPA Probe service is used with the MPA monitoring platform. It requires additional system resources on the host Virtual Machine, Ensure
Web Server (MarWatch Probe that adequate vCPU and memory are available before using this service. Refer to Mitel Virtual Appliance Deployment Guidelines and product
Blade) Engineering and Solution Guidelines for detals
Configuration
Networks
E-mail settings

Google Apps installed (v6.0.0.1)
Cloud Service Provider

DHCP WE The Mitel Virtualization Framewark provides features and functions te support a Virtual Infrastructure for Mitel Applications. It also bundles installed
Date and Time VMWare Tools, wrapped to work correctly on Mitel Standard Linux.
Hostnames and addresses

Domains

IPV6-in-IPv4 Tunnel

Stmp

Ethernet Cards

Review configuration

Miscellaneous
Support and licensing

Help
Mivoice Business Mivoice Business software for installation on MiVE vApp and ISS platforms. installed
EX Platform

Reboot

Upgrade || Cache | (v10.0.1.18)

installed (V11.0.99.0)

(v11.0.102.0)
Servicelink ServiceLink for Mitel Standard Linux installed

V11.0.105.0)

(V11.0.106.0)

Voice Business
itel Networks

5.1.1 Prerequisite

Ensure that the network backup is configured properly in Server Manager (Administration > Backup).
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51.2 Procedure

To upgrade the software

1. Log into Server Manager on page 43.
2. Click on Blades, located in the left-side panel under ServiceLink.
3. Click Update List to view the new versions available from the Licenses & Services in the blade list.

4. Install the blades in the following order:

a. Service Link
b. MVF
c. EX blade
d. MiVoice Business
5. Read the End User License Agreement, and at the bottom of the page click Accept all Licenses. A
page showing the upgrade progress appears.

6. When the installation is complete, click Clear this report.

0 Note:

The installation time is dependent on the size of the database being backed up. The system takes
approximately 10 to 20 minutes to back up an average-sized database (50 - 100 MB).

0 Note: If you are upgrading the EX servers running MSL 11.x to MSL 12.x or later without the need
for physical media or console access, follow the steps in Upgrade with Remote Fresh Install Blade.

5.1.3 Upgrade with Remote Fresh Install Blade

You can upgrade EX servers running MSL 11.x to MSL 12.x or later without the need for physical media
or console access. The minimum version for RFI upgrade is MiVoice Business Release 9.1.2.4 with MSL

version 11.0.69.0.
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6 Note: The RFI blade requires 5 GB of disk space for a backup. To view the hard disk (HD) space

required to do the RFI upgrade, you must do the following:

1. Log into Server Manager.

2. Navigate to Administration > System Information.

3. In the Information page, under Mounted Filesystems, verify that the value in the Free field is more

than 5 GB. See System Information for more information.

4} Most Visited @ Getting Started € pec query 0 MiVoice Business Login

I Mitel | Mivoice Business

(3 Other Bookmarks

admin@kendallex.support.lab

serviceLink

Blades System Information

Status

Administration
Web services

Backup Canonical Hostname:
Restore Listening IP:
View log files Uptime:

Event viewer Load Averages:

System users

Shutdown or reboot Type

security Physical Memory
Remote access + Kernel + applications
Syslog * Buffers
Web Server » cached

sonfiguration Disk Swap
Networks

E-mail settings

3.10.0-1160.62.1.e17.x86_64 (64 bit)
Mitel Standard Linux
1

Free Used Size
1.75 GB 1.03GB 2.78 GB
105.83 MB
179.50 MB
1.47 GB
4.00 GB 264.00 KB 4.00 GB

. MountedFilesystems |
ool fopn Mount Type Percent Capa:ity-l.lsad Size
Cloud Service Provider / ext4 (rw,noatim /dev/mapper/VolGroup-Iv_root 31.34¢ 7.36 GB  23.50 GB
oHeP Jboot ext4 (rw,noatime, 21.56% 344.55MB 102.67 MB 476.22 MB
Date and Time Jdev devtmpfs (rw,nosuid, size=1445116k,nr_inodes=361279,mode=755) 0.00% 1.38GB  0.00 KB 1.38 GB
Hostnames and addresses Jrun/user/0 tmpfs (rw,nosuid,nodev,relatime, size=291388k, mode=700) 0.00% 284.56 MB  0.00 KB 284.56 MB
Domains Totals :

IPv6-in-IPv4 Tunnel
SNMP

Ethemet Cards Device Received
Review configuration etho 0.00 bps

Jiscellaneous ethl 834.55 bps
Support and licensing eth2 0.00 bps

To perform a remote fresh install:

Figure 2: System Information

29.13% 1691 GB 7.46 GB 25.62 GB

TX Drops RX Errors RX Drops.
0.00 0.00 0.00
0.00 0.00 0.00
0.00 0.00 0.00

1. Perform a backup through the Server Manager (this step is recommended).

o Note:

» See Backup and Restore for more information.

* You must note the Backup parameters. This is because if the RFI fails, this information is required
when you are Restoring an EX from a Server Manager Backup.

CAUTION: In the Server Manager, under Service Link, click Blades. In the Blades page that

opens, you must take a screenshot of the installed blades for later reference. You must also capture
other MSL data such as, Service Account ID, Date and Time, Network Backup , Networks, remote

access, Domains and so on.

2. In the Server Manager, under ServiceLink, click Blades and then click Update List.
3. Locate the Remote Fresh Install blade and click Install link beside it.
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4. Accept the software license agreements when prompted.
5. Wait for the installation to complete.

o Note: The RFI blade is a large file and will require approximately 5 minutes to download before
installing it.

6. In the Server Manager, under Administration, click Shutdown or reboot, select Reboot and then click
Perform.

7. Click Yes to confirm the reboot.

8. When the reboot is complete, which can take 10-15 minutes, log back in to the Server Manger and
confirm the configuration data for Server Manager. Configuration data for Server Manager includes
Service Account ID, Date and Time, Network Backup , Networks, remote access, and so on. If there is a
problem, restore from the backup.

9. Under ServiceLink, click Status and then click Sync to perform a sync with the Licenses & Services.
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10. Reinstall your application software. To do so:

a. Go to Blades Panel and click Update list to see blades that can be installed.
b. Under MVF Blade click Install.

c. Click Accept all licenses to begin the installation.

d. After the installation is complete, click Clear this report.

e. Go to Blades Panel and under EX Blade click Install.

f. Click Accept all licenses to begin the installation.

o Note: After the EX Blade is installed, the firmware will be upgraded to DGW 49.1 or later

versions. When the upgrade is complete, the EX platform will automatically reboot after a few
minutes. You may receive a message on the page stating that the reboot will happen automatically,
or the page may fail to refresh because it is already in the process of rebooting. In this situation, you
must wait for 3 minutes and then refresh the browser or you might have to login to Server Manager
again. An example of the firmware updated message text is as follows:

Firmware successfully updated on EX (10.37.27.98) with status WaitingManualRestart
The EX platform will reboot automatically in a few minutes.
The system is ready to use after the reboot.

g. After the installation is complete, click Clear this report.

h. Go to Blades Panel and under MiVoice Business Blade, click Install.

i. Click Accept all licenses to begin the installation.

j- After the installation is complete, click Clear this report.

k. Wait for few minutes for the restore of the MiVoice Business database to complete.

o Note:

* You might have to refresh the page to determine whether the installation is complete.
» Clear the web browser cache after installing MiVoice Business RFI Blade.

o Note: After the installation is complete, to install optional blades if required, refer to the screenshot
taken in step 1 before the RFI upgrade.

5.1.4 Restoring an EX from a Server Manager Backup

To restore an EX controller from a Server Manager backup, follow these steps:

1. Install the required software load using the EX deployment tool.
2. Log into Server Manager on page 43.
3. In the Server Manager, under Administration, click Backup.

4. In the Backup server data page that opens, under Backup configuration and status, select
Configure network backup from the drop-down list.
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5. In the Network Backup page that opens, complete all the required fields.

6. Click Save to validate your server configuration. If validation is successful the Backup Now button will
appear.

7. Under Administration, click Restore.

8. In the Restore from Network page that opens, from the Restore Source Type drop-down list, select
the type of network restore.

9. Complete all the required fields.
10. Click Next.

The system validates and lists all the database backup files available in the specified location on the
network in the Select backup file drop-down list.

11. In the Select backup file drop-down list, select the database backup file you want to restore.

12. If the database backup file was encrypted when creating the backup, then enter the password in the
Encryption Password field.

13. Click Next. A confirmation message is displayed.
14. Click Yes to restore the database. The system reboots and restores the database upon restart.

e Note: The Restore from Network page displays only the last restore status of the server.

5.1.5 Mount Software Blade on Server Manager Manually

If a software blade is not available on Licenses & Services or Server Manager for an upgrade, you can
manually mount the software blade on Server Manager and then perform the software upgrade.

To manually mount the software blade on Server Manager and upgrade the software:

1. Using a file transfer application (for example, FileZilla), copy the downloaded software blade ISO file to
the tmp folder under the root directory in the MiVoice Business system.

2. Using a terminal emulator application (for example, PuTTY), connect to the MiVoice Business system
remotely as root user using the SSH protocol.

3. Run the following commands:

a.cd /tnmp
b.nkdir -p /mmt/cdrom
c. nount Bl ade- M Voi ceBusi ness-9.1.0.88-01.iso /mmt/cdrom

mount: /dev/loop0 is wite-protected, nounting read-only
d.cd / mt/cdrom Sof t war e/

4. Log into Server Manager on page 43 and verify that the mounted software blade is displayed in the
ServiceLink > Blades page.

5. Perform the software upgrade.
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6. If the remote connection with the MiVoice Business system established in step 2 is lost, perform step 2,
and then run the following commands:

a.cd

b. umount /mmt/cdrom

c.rm Bl ade- M Voi ceBusi ness-9.1.0.88-01.iso
d. At the following prompt, type y.

rm renove regular file 'Blade-M Voi ceBusi ness-9.1.0.88-01.is0"'?

5.2 Backup and Restore

You can perform database backup and restore either from Server Manager or the MiVoice Business
System Administration Tool.

5.2.1 Backup and Restore Using Server Manager

The database backup using Server Manager includes the server database, the EX Controller (host)
database, and the MiVoice Business system database.

To perform a backup, log into the Server Manager, and navigate to Administration > Backup. For more
information, refer to the associate Help page.

To perform a restore, log into the Server Manager, and navigate to Administration > Restore. For more
information, refer to the associate Help page.

5.2.2 Backup and Restore Using MiVoice Business
System Administration Tool

The database backup using the MiVoice Business System Administration Tool includes the MiVoice
Business system database.

e Note:

The database backup generated from the System Administration Tool does not include the EX Controller
(host) database.

To perform a backup, log into the MiVoice Business System Administration Tool, and navigate to
Maintenance and Diagnostics > Backup. For more information, refer to the associate Help page.

To perform a restore, log into the MiVoice Business System Administration Tool, and navigate to
Maintenance and Diagnostics > Restore. For more information, refer to the associate Help page.
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A Warning:

Do NOT restore the MiVoice Business system database on a blank EX Controller (that is, an EX Controller
(host) with no database). Otherwise, there will be data inconsistency.

5.3 Field Replaceable Units

5.3.1 Cooling Fan/Power Supply/Solid State Drive

In case of failure these internal EX Controller sub-systems are not field serviceable, you must replace the
EX Controller unit:

1. Make a note of the slot number and telephony card (PRI, DSP, FXO, or FXS) installed into the slot. For
example, slot 1 has PRI card installed, slot 2 has DSP card installed, and so on.

. Ensure that you have the latest backup file from Server Manager.

. Remove the telephony cards from the EX Controller. See Telephony Cards on page 59.

. Procure a new EX Controller. For part numbers, see Models and Part Numbers on page 12.
. Install the EX Controller. See Hardware Installation on page 19.

a b~ ODN

0 Note:

Ensure that you install the cards in the slots as noted in step 1.

6. Deploy the system software. See Software Installation on page 29.

Ensure to select the Restore via console option in the EX Controller Deployment Tool.
7. Restore the database from the Server Manager (Administration > Restore).

5.3.2 Telephony Cards

If you are replacing a card, it is recommended to replace a card with the same type of card in a slot. For
example, replace an FXO card with a new FXO card. If you replace a card with a different type of card or
move a card to a different slot, then the configuration data is lost. You must deprogram the old card and
reprogram the new card.
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Current slot If the new card Recommended action
configuration you want to install
is
Slot 1 - PRI PRI
1. Replace the DSP card in slot 2 with the PRI card.
Slot 2 - DSP 2. Install the DSP card in slot 5 (next available slot).
Slot 3 - FXO
DSP Install the DSP card in slot 5 (next available slot).
Slot4 - FXS
FXO or FXS Install the FXS or FXO card in slot 5 (next available
slot).
Slot 1- DSP PRI
1. Replace the DSP card in slot 1with the PRI card.
Slot 2- FXO 2. Install the DSP card in slot 4(next available slot).
Slot 3- FXS
DSP Install the DSP card in slot 4 (next available slot).
FXO or FXS Install the FXS or FXO card in slot 4 (next available
slot).

To add or replace a card:

1. Make sure an adequate earth ground connection has been made between the grounding screw on the
back of the controller and an appropriate grounding point in your site.

A Warning:

Adequate earth ground connection of the controller is mandatory to avoid any damage or injuries.

2. Wear an ESD wrist strap, ensuring that it makes good contact with bare skin.

3. Attach the ESD wrist strap end to an earth ground (grounding screw on the back of the controller or
unpainted bare metal spot of a grounded equipment rack).
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4. Turn off the power switch of the controller.

0 Note:

Redundant Power Supply units do not have a power switch.

A Warning:

The controller unit must be turned off before adding, removing or swapping cards.

5. Disconnect all cables (except the earth ground connection) from the controller.

6. Unscrew the two thumb screws of the slot where you wish to install or replace a card.
7. Gently remove the blank plate or the existing card.
8. Gently slide the new card into the internal plastic rails of the slot.

0 Note:

The slot must not be left empty. If do not want to install a new card after removing a telephony card,
insert the blank plate in the slot.

0 Note:

While sliding in the card, take care not to damage the electronic parts on the card. The card, when
properly inserted, slides in easily.

9. Set the thumb screws back into place. Do not over-tighten.

10. Apply the label indicating the ISED and ACTA registration numbers on the exterior surface of the
casing.

5.4 Change IP Address of the EX Controller Web GUI

To change IP address of the EX Controller Web GUI (EX Controller):
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0 Note:

Do not change the IP address from the EX Controller Web GUI.

1. To change the IP address of the host Mitel EX Platform:

a. Log in to the System Administration Tool.

b. Navigate to the Voice Networks > Enterprise Gateways form.
c. Click the Current IP address to get the host Mitel EX platform.
d. Click Change.

e. Enter the new IP scheme in the three advanced fields:

i. Update IPv4 Address
ii. Update IPv4 Subnet Mask
iii. Update IPv4 Gateway Address
f. Click Save.

Enterprise Gateways

IP/IFQDN 10.211.26.205

Authentication

Privacy Password

User

Password

Advanced

Update IPv4 Address

Update IPv4 Subnet Mask

Update IPv4 Gateway Address

Figure 3: Enterprise Gateway form
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2. To change the virtual MiVB running on the Mitel EX:

a. Connect with putty to the current MiVB IP In SSH mode to port 22
b. Login as: admin

c. Password: your MSL server manager password

d. Choose option 2 configure this server

e. Make the required changes to the IP config.

o Note: Mitel does not recommend making any changes or modifications in the Mitel EX interface unless
specifically directed.

Ensure that the EX Controller and the MiVoice Business system are on the same subnet. If the EX
Controller is on a different subset, then Change the IP address of the MiVoice Business system to the
same subnet as that of the EX Controller.

5.5 Configure the Server Using Server Console

The server console provides basic, direct access to the server. Most server console operations are also
available from the server manager. You can also perform basic MSL configuration using the Server
Console.

5.5.1 Accessing Server Console

To access the Server Console remotely:
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1. Connect to the MiVoice Business system using a terminal emulator application (for example, PuTTY).

o Note:

Before you begin, ensure that you have enabled SSH access through the Server Manager (Security >
Remote Access).

a. Launch a terminal emulator application.

% PuTTY Configuration ? >
Category:
(=8 Session Basic options for your PuTTY session
""" Logaing Specify the destination you want to connect to
- Teminal Host N IP add Port
- Keyboard ost Name (or [P address) o
- Bel | |[22 |
- Features Connection type:
- Window (JRaw () Telnet () Rlogin (@ 55H () Seral
;'-‘-.ppea.rance Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection | |
- Colours .
Default Settings
[=)- Connection Load
Da‘ta Sﬂ'l.l'E
o Telnet Delete
- Rlagin
- 55H
- Senal Close window on exit:
() Aways () Never (®) Only on clean exit

About Help Cancel

b. In the Host Name (or IP address) field, type the IP address of the MiVoice Business system.
c. Select SSH under Connection type, and then click Open.

The login prompt is displayed.
d. At the login prompt (login as:), type admin (user admin) and press the Enter key.
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5.5.2

10.211.26.81 - PuTTY

0 Note:

You can also log in as the root user and type su admin to switch to the admin user.

e. At the password prompt, type the administrator password, and press the ENTER key.

Server comnsole (mn204.mitel.com)

Welcome to the server console!

Use the Arrow and Tak keys to make your selection,
PR (e (ee(ote(eeloeteteeioteiee ot (oo oo oo (e e (oo (e (o (oo (e o (e (e (e (o (s (e e (e (e (e e (o (m (e e (o (e (e (e (o (u e (o (= (= o (x|

M

HoM KM N KM MMM KRMKRRNHX

ﬂ Exit from the server console

Check status of this server

Configure this serwver

Test Internst access

Media Check Mitel CD/DVD

Register for Servicelink

Install application blades from CD/DVD
Reboot or shut down this server
Offline sync with the AMC

Manage trusted networks

Manage disk redundancy

Access Server manager

View support and licensing information
Perform backup

Verify a backup file

Restore from backup

< Exit >

then press Enter.

LA A T T T

L= (= (= (e (e (= (o 0e (= (0o (o (oo (o o (g (o v (e w (e (' (e (o (o o (o o (o (e (o (e (e o o (o o (G

To configure this server:

Figure 4: Server Console

Configure this Server
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1. In the Server Console main menu, click 2. Configure this server, and then click Next.
2. In the configuration screens, enter the settings listed in the following table:

Screen Action

Primary domain name Enter the domain name (for example, mitel.com).

Enter system name Enter a system name (for example, your company name)

Select local network adapters | Select one or more network adapters.

© Note:
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Screen Action

» This screen is displayed only for an EX controller.
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Screen Action

» If you have restored a database from the MiVoice Business
Virtual system in an EX controller, then after the restore, select
eth1 virtio_net - <IP address of the adapter> [eth1: UP].

Local networking parameters | Enter an available IP address (without leading zeros) that is used to
access both the Server Manager and the MiVoice Business system.

Enter local subnet mask Enter the IP address of the subnet mask.
Enable IPv6 protocol Specify whether you want to configure IPv6 addresses.
Static IPv6 address Enter an available IP address that is used to access both the Server

Manager and the MiVoice Business system.

Default IPv6 gateway Enter the static IPv6 IP address gateway.

Select WAN network Select a network adapter. Skip if you have only LAN interfaces.
adapters

Enter gateway IP address Enter the gateway IP address.

Corporate DNS server Enter one or more corporate DNS server IPv4 addresses, separated
addresses by a comma.

Resolve primary domain Specify how MSL's DNS should resolve names for the domain.

3. Do one of the following:

» If you have modified only DNS server addresses configuration setting, click Finish to save the
configuration changes.

The configuration settings are applied without rebooting the system.
» If you have modified any other configuration setting, click Reboot.

The configuration settings are applied upon system reboot.

5.5.3 Manage trusted networks

To manage trusted networks:

Document Version 1.0
EX Controller Installation and Administration Guide ﬂ




Maintenance

1. In the Server Console main menu, click 9. Manage trusted networks, and then click Next.
2. In the configuration screens, select the following settings:

Screen Action
Trusted Networks * Click 1. Show trusted networks, and then click Next.
Operations

The system displays the trusted IPv4 networks.
» To add IPv4 trusted networks:

a. Click 2. Add IPv4 trusted network, and then click Next.
b. Enter the IP address, and then click Next.
c. Enter the subnet mask, and then click Next.
d. Enter the gateway IP address, and then click Next.
* To delete the trusted IPv4 networks added:

a. Click 3.Delete IPv4 trusted network, and then click Next.

b. Click to select the network you want to delete, and then click
Next.

e To add IPv6 trusted networks:

a. Click 4. Add IPv6 trusted network, and then click Next.

b. Enter the IPv6 Trusted Network Address in the format Network/
prefix (for example, 2016:a:b::/48), and then click Next.

c. Enter the IPv6 Router Address, and then click Next.
* To delete the trusted IPv6 networks added:

a. Click 5.Delete IPv6 trusted network, and then click Next.

b. Click to select the network you want to delete, and then click
Next.

5.54 Perform backup

To back up the database:

+ Samba (SMB)/Common Internet File System (CIFS)
» Secure File Transfer Protocol (SFTP) To back up the database:

o Note:

It is recommended to perform backup using Server Manager (Administration > Backup).
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1. In the Server Console main menu, click 6. Perform backup, and then click Next.
2. In the configuration screens, select the following settings:

Screen Action

Backup server IP address Enter the IP address of the network file share server where you want
to store the database backup file.

Backup server domain or Enter the Domain or workgroup name. Applies only to SMB/CIFS.
workgroup name Leave the field blank for SFTP.

Sets the SMB domain of the user name. If the domain specified is the
same as the server's NetBIOS name, then the server's local Security
Account Manager (SAM) is used for authentication, instead of the
domain SAM. This field is required only for the SMB/CIFS protocol.

Backup share name Enter the file-share name. Applies only to SMB/CIFS. Leave the field
blank for SFTP. The restore utility will try to connect to the server/
shared folder as an SMB/CIFS resource. The shared folder must have
permissions set to Full Control.

Optional Directory Path Enter the name of the sub-folder where you have stored the database
backup file.

For SMB/CIFS, the sub-directory is relative to the share.

For SFTP, the sub-directory is relative to the root of the file system
accessed through the SFTP protocol.

Backup username Enter the user name to use when connecting to the network file share
server.

Backup password Enter the password to use when connecting to the network file share
server.

Proceed with Backup to Click Proceed.

network

The system creates a database backup file in the specified directory on the file server.

5.5.5 Verifying a Backup File
To verify previous backup files:
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. In the Server Console main menu, click 14. Verify a backup file, and then click Next.

. At the prompt, insert your storage medium. (Note: if your USB device was left mounted after your last
backup, you must remove it and re-mount it first.)

. If more than one storage device is connected to your system, select the device that contains the backup
file.

. If more than one backup file is contained on the storage device, select the file you want to verify.

. Click OK. Verification of the file is confirmed. If you receive an error message, you cannot use this
backup file for the restore. Check your storage media and try the backup procedure again.



Troubleshooting 6

This chapter contains the following sections:

» System Software
* Reset/Default Button
* Reset the System Administration Tool Password

This chapter provides troubleshooting information for the EX Controller, intended for use by Mitel certified
technicians.

For troubleshooting other general issues, see MiVoice Business Troubleshooting Guide.

6.1 System Software

The following logs provide information for troubleshooting EX Controller issues:

+ Software logs from the System Administration Tool (Maintenance and Diagnostics > Logs > All
Maintenance and Software Logs)
* Log files from the Server Manager (Administration > View Log Files)

« EX Controller local logs from the EX Controller Web GUI (System > Local Log)

6 Note:

In the event of a system failure that requires assistance, collect log files and diagnostic data (SOS report)
from the Server Manager before contacting Product Support.
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Table 5: System Software Troubleshooting

Symptom

Possible Cause

Corrective Action

» Telephony Unable to log into the EX
cards are not Controller Web GUI as mimx 1. Reset the admin user password from Server
listed in the user after a password reset Manager to the same password. For example,
Hardware using Server Manager if the old password is Company@123, reset the
Modules form new password to Company@123.
in the MiVoice
Business The system takes about 30 seconds to update
System the passwords of the user accounts on EX
Administration Controller.
Tool. 2. If you are still unable to log into the EX

« Unable to Controller Web GUI as mimx user, then log into
perform backup the EX Controller Web GUI as public user and
from Server navigate to Management > Access Control,
Manager. and enter the Server Manager admin user

. Telephony password for the mimx user.
cards are not 3. Repeat step 1 and monitor /var/log/ex/ex.log for
functioning mimx communication errors. If so, this could be
properly. due to network setup issues.

Resolve the network setup issues.

Incorrect configuration * Check whether the System Administration Tool
is up and running and is accessible.

* Investigate whether the IP address of the EX
Controller Web GUI has been modified.

e Check for network issues.

If the above corrective actions does not resolve the
issue, perform a partial reset. See Partial Reset

on page 78. If partial reset does not resolve the
issue, perform a factory reset. See Factory Reset
on page 81.
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Possible Cause Corrective Action

Unable to The MiVoice Business * Check whether the MiVoice Business virtual

access System software deployed on the EX machine deployed on the EX Controller is up

Administration Controller is corrupted. and running.

Tool. » Check whether you can access Server
Manager.

* Check whether you can generate the SOS logs
from Server Manager (Administration > View
log files) and collect SOS logs.

» Check whether there is CPU hogging.
* Check for network issues.

* Access the MiVoice Business virtual machine
through VNC Viewer and monitor the shell
activity for issues.

If you need help with any of the above corrective
actions, contact Mitel Technical Support with SOS

logs.
The EX Controller | The EX Controller Contact Mitel Technical Support.
Deployment Deployment Tool virtual
Tool virtual machine is deleted from the
machine cannot EX Controller Web GUI.

be located on the
EX Controller Web
GUI.
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Possible Cause Corrective Action

Cannot log into Forgot the login credentials See Reset the System Administration Tool
the System Password on page 85.
Administration
Tool.
» |P addresses (static » Check whether you can access the EX
IP address or the IP Controller Web GUI.
address provided by + If the EX Controller Web GUI is accessible,
DHCP service) modified then log in to the EX Controller using the VNC
by someone application by entering <IP address of the EX
* The network is Controller Web GUI>:1, in the VNC Server
misconfigured or is in an field. Run the ifconfig command and verify
invalid state whether eth1 has the correct MiVoice Business

IP address. If not, modify the IP address of

the MiVoice Business. To modify the MiVoice
Business IP address, see Configure this Server
on page 65.

o Note: To enable VNC, see the Enabling
the VNC Capability section.

Collect SOS logs from Server Manager
(Administration > View log files).

If you need help with any of the above corrective
actions, contact Mitel Technical Support with SOS

logs.
Unable to log in to | User account locked after Check the syslog file generated from the EX
the EX Controller multiple failed log in attempts | Controller Web GUI to confirm whether the user
Web GUI account it locked. The account is automatically

unlocked after a certain configurable duration
(default is 300 seconds).

@ Note:

Lock protection locks the user account after
multiple (default is 5) failed log in attempts. Lock
protection is enabled by default for a user. You
can disable lock protection from Management >
Access Control in the EX Controller Web GUI.

Also, see the corrective actions described for
Unable to log into the EX Controller Web GUI as
mimx user after a password reset using Server
Manager.
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Possible Cause Corrective Action

* A Backup from | Mismatch in: The ex-audit script detects:
the Server
Manager + Passwords between * amismatch in mxTarget (EX Controller) ip
(Administration MiVoice Business and address and ip0 property (MiVB) ip address
> Backup) fails the EX ControllerThe « failure to initialize mimx

- MiVoice EX host address, and (mi vbM nxKeystorel nit)

the address stored by

Business o ; » improper file permissions for mimx folder
software logs MiVoice Business. ) .

N » whether mimx has the proper settings to access
indicate an the MiVB

i ith

ISsue wi * whether mimx has the proper settings to access
mimx or the EX the EX Controll

system e ontroller

* whether the EX firmware matches the
recommended version in the EX Blade software
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Possible Cause Corrective Action

Run the ex-audit script to check for any potential
installation issues:

1. Log in to the system through SSH (for example,
through PuTTY) as the root user.

2. Run the following command:

/usr/ex/ bin/ex-audit nb_ip_addr

o Note: When executing the command,

replace nb_i p_addr with the actual IP
address of the EX Controller.

Any issues are displayed with an "INFO:" text;
usually, the command suggests using the '-

a' option to repair the error. The '-f' option is
suggested for a special case (see Step 4).

3. If the "INFO:" text suggests the "-a' option, run
the following command:

/usr/ex/bin/ex-audit -a nb_ip_addr

4. If the audit detects that both mxTar get and
the mimx have not been initialized, run the
command with the "-af' option:

/usr/ex/bin/ex-audit -af nb_ip_addr
5. After running the '-a' or '-af' options, try the
ex-audit script again to check for issues.
If the following text is present: "Failed to
communicate with mxTarget", there may be a
password mismatch. Access the EX Controller
and ensure that SNMP v2 is enabled. Then,
use the ex-audit command with the '-r' option:

/fusr/ex/bin/ex-audit -r nb_ip_addr

This resets the passwords to default1 on both

the mimx and EX Controller. Access the Server
Manager and reset the admin password to align
the credentials for some applications. If SNMP v2
was previously disabled, access the EX Controller
and disable it.
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Reset/Default Button

Troubleshooting

The Reset/Default button can be used to perform a factory or partial reset of the EX controller while the

unit is powered on.

The Reset/Default button will generate different actions depending on the duration of time the button is

held.

Pressing Time

Action

Comment

LED Pattern

6.2.

2 to 6 seconds

Restarts the EX
Controller.

No changes are made
to the EX Controller
settings.

Power1 blinking, all
other LEDs Off.

7 to 11 seconds

Initiates a Partial Reset
of the EX Controller

Restarts the unitin a
known and static state
while keeping most

of the configuration
unchanged.

All LEDs blinking,
1cycle per second, 50%
duty.

12 to 16 seconds

Initiates a Factory
Reset of the EX
Controller

Reverts the unit to its

default factory settings.

For more information,
see Factory Reset on
page 81.

All LEDs steady On.

17 seconds and more

No action is taken.
This is useful if you
accidentally pushed
the button and do not
need and action to be
applied.

The action is ignored.

All LEDs will become
Off after blinking and
being steady on.

You can perform a partial reset of the EX Controller to:

1 Partial Reset

* Reset the password of the EX Controller Web GUI. For example, if you have forgotten the password.

» Contact the unit in a known state when you can no longer access the EX Controller Web GUI. For
example, due to modified configuration. In such case, you can manage the EX Controller using the
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Rescue Network Interface. The Rescue Network Interface is bound to the WAN port ETH1 of the unit
and accessible through the IP address 192.168.0.1. (IPv4) or an IPv6 Link Local address.

The Rescue Network Interface is used for:

» Completing the configuration of a new unit.
* Modifying existing configuration.

By default, the Rescue Network Interface is disabled. When a partial reset is performed, the Rescue
Network Interface becomes enabled and the Power and Ready LEDs are blinking at 1Hz with 75% duty
and all other LEDs are off. Once the configuration has been modified to solve the problem that required
the partial reset, it is important to disable the Rescue Network Interface to make sure that you are no
longer working in the Rescue Network Interface.

Partial reset on a new EX Controller does not modify its configuration. However, a partial reset performed
on an EX Controller already in use will:

* Rollback Local Firewall settings that are not yet applied.

* Add a Local Firewall rule to allow complete access to the Rescue Network Interface.
* Rollback NAT settings that are not yet applied.

+ Cancel the changes that were being modified but not yet applied to the configuration.
* Add NAT rule to allow complete access to the Rescue interface.

» Disable any Network Interface in conflict with the Network Rescue Interface.

» Configure and enable the Rescue Network Interface to:

» use the link as the default value used by Uplink Network interface
» set the IP address to 192.168.0.1 and the Network Mask to 255.255.255.0

» set the IPv6 link-local address on all network links. The IPv6 link-local address can be underneath
the EX Controller.

A partial reset will also modify the following parameters and preserve the values below even after the
Rescue Network Interface has been disabled.

Parameter Default Value

AAA Users.Password admin and pubic users from profile are restored
with their factory password. All other user names
keep their password.

Users.AccessRights User(s) from profile are restored with their
factory rights.

ServicesAaaType (table) Each service will be configured to use Local
authentication and no accounting mechanism.

CLI EnableTelnet Disable
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Service Parameter Default Value
TelnetPort 23
EnableSsh Enable
SshPort 22
Inactivity TimeOut 15
HOC Managementinterface Rescue
SNMP Port 161
EnableSnmpV1 Enable
EnableSnmpV2 Enable
EnableSnmpV3 Enable
Web ServerPort 80
SecureServerPort 443

To perform a partial reset of an EX Controller:

1. On a controller that is powered on, insert a small unbent paper clip into the hole of the Reset/Default
button located at the front of the unit.

2. Press and hold the Reset/Default button for 7 to 12 seconds until all LEDs are blinking.
3. When all the LEDs are blinking, remove the paper clip.

6 Note:

The Power LED starts blinking.

4. After you perform the partial reset, the public password is set to the factory default as blank. The EX
Controller Web GUI is accessible using ETH1 and the IP address 192.168.0.1.
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5. Set the Server Manager admin user password as the password for the mimx user and resolve any
networking issue before disabling the Rescue Network Interface. To do so:

a. Log in as public to the EX Controller Web GUI.

b. Click Management > Access Control.

c. Set the mimx password to the same one used as the Server Manager admin user password.

d. Click Apply.

e. Click Management >SNMP.

f. Set the SNMP V3 password to the same one used as the Server Manager admin user password.

g. Click Apply.

o Note: See the corrective action described for Telephony cards are not listed in the Hardware

Modules form in the MiVoice Business System Administration Tool on how to set the Server Manager
admin user password as the password for the mimx user.

6. Disable the Rescue Network Interface:

a. Log in to the EX Controller Web GUI on page 47.
b. Click Management > Misc .

c. From the Network Interface drop-down menu, select All as the interface that will be used to
manage the EX controller unit.

6 Note: If the Rescue Network interface is enabled, the Management interface will be
inaccessible after you disable the Rescue Network interface.

. Click Apply.
. Click Network> Interfaces.
. From Rescue Network Configuration, in the Activation list, select Disable.

. Click Apply.

Q - 0 Q

The EX Controller unit will be inaccessible on the newly configured static IP address or on the DHCP
server.

7. Log in to the Server Manager and reset the password to synchronize the user account passwords with
the Server Manager password.

8. Enable SNMP v1, v2, and v3 from Server Manager (Configuration > SNMP).

6.2.2 Factory Reset

Depending on the DGW firmware version running on the EX Controller, the factory reset defaults the
controller’s IP scheme and deletes the persistent configuration parameters of the unit, including:

- MiVoice Business virtual machine and its database’
- MiVB.img and MiVB.cfg files'

» User files stored in the File service

» Certificates, except for the factory installed ones

* Log files of the File service
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A factory reset on EX Controllers running DGW firmware lower than 45.1.1870 does not fully restore to its
default settings, that is, the MiVoice Business virtual machine, database, MiVB.img and MiVB.cfg files are
left undeleted in the controller. However, with EX Controllers running DGW firmware 45.1.1870, a factory
reset restores the controller to its default settings. Therefore, it is recommended to upgrade to the DGW
firmware 45.1.1870 by upgrading the MiVoice Business EX software to the version 9.0.3.15_2 using Server
Manager.

Factory reset must be performed on an EX Controller unit that is isolated from the network with access to a
DHCP server. If the unit cannot find a DHCP server, it sends requests indefinitely.

6 Note:

Restoring factory default settings erases the deployment parameters.

To perform a factory reset of the EX Controller running DGW firmware version 45.1.1870 or higher:

1. On a controller that is powered on, insert a small unbent paper clip into the hole of the Reset/Default
button located at the front of the unit.

2. Press and hold the Reset/Default button for 12 to 16 seconds until all the LEDs are steadily on. The
controller unit reboots with the default IP address 192.168.0.10 accessible through ETH2-ETHS5 of the
EX Controller.

3. Continue with Accessing the EX Controller Deployment Tool on page 31.
To perform a factory reset of the EX Controller running DGW firmware version lower than 45.1.1870:

1. On a controller that is powered on, insert a small unbent paper clip into the hole of the Reset/Default
button located at the front of the unit.

2. Press and hold the Reset/Default button for 12 to 16 seconds until all the LEDs are steadily on. The
controller unit reboots with the default IP address 192.168.0.10 accessible through ETH2-ETHS5 of the
EX Controller.

3. Assign a static IP address to your PC using the following IP scheme:

* |IP address: 192.168.0.100
* Subnet mask: 255.255.255.0
» Gateway IP address: 192.168.0.1

4. Connect an RJ45 Ethernet cable from the PC’s Ethernet interface to any one of the ports ETH2 - ETH5
of the EX Controller.
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5. Enter the IP address 192.168.0.10 in the address bar of your browser to access the EX Controller Web
GUL.

caMitel | Ex controlier

The EX Controller Web GUI login page is displayed.
6. In the User Name field, type public.
7. Leave the Password field empty.
8. Click Login.

The EX Controller Web GUI home page is displayed.

00 Mitel | EX Controller

Metwork SBC Management Reboot
crnion | Locatog | Patetcowre | Dimost—| i

* Information

o —

Device ldentification: EX Controller

Firmware: Dgw 44.3.1746

Profile: STHNL-MT-D2000-155

MAC Address: 00590f50bdcbd

Serial Mumber: 000400001M318170017

MNumber of DSPs: o

Storage Memory (in usefofal): 18.3 GB /60 GB

Volatile Memory (in useftotal): 23GB/8GB

System Uptime (D:HH:MM:53): 12:19:04:19

System Time (DDMMAYYY HH:MM:S5): 28M11/2019 02:34:15
- Licences

CWMP/TR-069

SBC Licence for 3 concurrent sessions

Virtual Machine Licence

Activate Licence
Licence Key: | |
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9. Delete MiVB.img and MiVB.raw files:

a. Click Management > File. The File page is displayed.

b

o Note:

Do not delete vm/images/exdeploy.cfg and vm/images/exdeploy.img files.

VM files

vmiimages/exdeploy.cfg

vmiimages/exdeploy.img

vmiimages/MIVE cfg

vmiimagesMIVE raw

4 file(s)

Description

Virtual Machine configuration file
Virtual Machine image file
Virtual Machine configuration file
Virtual Machine image file

Total: 40 GE { Available: 5.6 GB

Size

1KEB

87 GB

1KB

31.3 GB

Troubleshooting

" From the VM Files table, click = to delete vm/images/MIVB.cfg and vm/images/MIVB.raw files.

A confirmation message is displayed.
c. Click OK to delete the files.
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Troubleshooting

10. Start the Deployment Tool virtual machine:

a. Click System > VM. The Virtual Machine page is displayed.

b. Under Virtual Machine Configuration section, change Startup option to Auto for the exdeploy
virtual machine configuration.

0 Mitel | F¥ Controller

Mtk EBC 150K PGTS < o Ki=da Telephaimy Cal' Rourer Manzgerenl Fozbzind

+ Virtual Machines

Wirnmal Mechine Status

ey 126b02 0bcdoba a Mone 21000 1024 20 qooaRs 1 Staring

| [zop0z obdzea 3 | [rone 7] [eom v ] [wama =] m

Choss 1 cune |

c. Click A to start the Deployment Tool virtual machine. After a minute, refresh the page. The State
under the Virtual Machine Status changes to Starting from Stopped. After a minute, the Virtual
Machine Status changes to Started.

d. Continue with

i. Accessing the EX Controller Deployment Tool on page 31.
ii. Updating the EX Controller Deployment Tool on page 32.

iii. Running the EX Controller Deployment Tool to Install the MiVoice Business Virtual Machine on

page 34.

6.3 Reset the System Administration Tool Password

Overview

If you a

re unable to log in to the System Administration Tool as the system user, then you can reset the

password for system.

Procedure

1. Log

in to the system through SSH (for example, through PuTTY) as the root user.
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2. Run the following command to reset the system password:

mcdDebug ResetLoginPassword system
3. Press CTRL + C to exit the mcdDebug shell.
4. Run the logout command to log out of the system:



Appendix A: Assigning a Static
IP Address to the EX Controller 7
Deployment Tool

This chapter contains the following sections:

* Assigning a static IP address manually
* Assigning a static IP address by using a USB flash drive

If a DHCP server is not available on the network on which you want to deploy the EX Controller or if you are
unable to access the Deployment Tool using a DHCP server, then you can access the Deployment Tool by
assigning a static IP address to the Deployment Tool either manually or using a USB flash drive.

7.1 Assigning a static IP address manually

Prerequisites

* An RJ45 Ethernet cable for connection between the EX Controller and Layer2 switch.

» Download and install the latest version of UltraVNC Viewer (or VNC Viewer) application installed on the
deployment PC.

0 Note: To enable VNC, see the Enabling thr VNC Capability section.

Procedure

To manually assign a static IP address to the Deployment Tool:

1. Assign a static IP address to your deployment PC using the following IP scheme:

» |P address: 192.168.0.100

» Subnet mask: 255.255.255.0

» Gateway IP address: 192.168.0.1
2. Power on the EX Controller.

3. Connect an RJ45 Ethernet cable from the deployment PC’s Ethernet interface to one of the ETH2 -
ETHS5 ports of the EX Controller.

4. From the deployment PC, start UltraVNC Viewer.
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

5. In the VNC Server field, enter < Default IP address of the EX Controller Web GUI > :0. The default

IP address of the EX Controller Web GUI is 192.168.0.10.

UltraVMC Viewer - 1.2.0.9

(@) AUTO (Auto select best sattings)
(JULTRA  (>2Mbit/s) - Experimental
CLAN (> 1Mbit/s) - Max Colors
(JMEDIUM (128 - 256Kbit/s) - 256 Colors
(JMODEM (19 - 128khitfs) - 64 Colors
(OsLow (< 19kKbitfs) - 8 Colors
(CJMANUAL  ( Use options button )

[Iview Only [ ]Auto Scaling [ Confirm Exit

[ Juse DSMPiugin | No Plugin detected. ..

L] Proxy/Repeater |

1. 1920 x 1080 @& 0,0 - 32-bit - 50 Hz

[ ]5ave connection settings as default

Document Version 1.0
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

6. Click Connect.

The Deployment Tool virtual machine console is displayed.

B QEMU (exdeploy)

S ESoELO

[rootBexdeploy ~ 18

e t

7. Log in as root user. The default password for root user is default.
8. Execute the following command to set ens4 to a static setting:

nnt ui

The Network manager TUI screen is displayed.

Document Version 1.0

EX Controller Installation and Administration Guide




Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

9. From the options, select Edit a connection and press Enter.

B QMU (exdeploy) — o %
SEBCELO

£l

192.168.0.10:0 n

NetworkManager TUI
FPlease select an option

Edit a conmection
fActivate a conmection

Set system hostname
Quit
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

10. From Ethernet, select ens4 and select Edit to edit the LAN interface of the Deployment Tool virtual

machine.
B QEMU (exdeploy) 253 o *®
SESRLODTF 192.160.0.10:0 | |

e Note: The ens3 option is used to edit the WAN interface, and the ens5 option is used edit the
private interface that communicates with the EX Controller. Do NOT modify these options.

11. Press Enter.

The Edit Connection screen is displayed.
12. Navigate to IPv4 CONFIGURATION <Automatic>, and press Enter.
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

13. From the dialog box, select Manual.

B QEMU (exdeploy) - m ] x

eEBgomELe f 192.168.0.10:0 “'

1 Edit Conmection |

Profile name
Device (12:DD:59:8B:DC:BI)

= ETHERNET
Disabled

= IPv4 CONFIGURATION| Automatic
= [Pub CONFIGURATION| Link-Local
[X]1 Automatically co| Shared

[X] fvailable to all

<Cancel> <OK>
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

14. Select <Show> next to IPv4 CONFIGURATION, press Enter to expand the IP address configuration

section.
B QEMU (exdeploy) - (m] x
SEBRLOOOF 192.168.000:0 | g

1 Edit Conmection |

Profile name ZNES
DTS ens4 (12:DD:59:88:DC:BI)
= ETHERNET

8 [Pv4 CONFIGURATION <Manual>
Addresses <Add...>
Gateway

DNS servers <fdd...>
Search domains <Add...>

Routing (Mo custom routes) <Edit...>
[ 1 Mever use this network for default route
[ 1 Ignore antomatically obtained routes
[ 1 Ignore automatically obtained DNS parameters

[ 1 Require IPvi addressing for this connection

= IPu6 CONFIGURATION <Automatic>
[X] Automatically connect

[X]1 Available to all users

<Cancel> <OK>

15. Enter the following:

a. Addresses—An available static IP address in the LAN for the Deployment Tool virtual machine.

0 Note:

You can also enter a private IP address, such as 192.168.x.x, which can be accessed by the
deployment PC only through 192.168.x.x interface.

b. Gateway—Gateway IP address of the LAN.
16. Select OK and press Enter.

The Network Manager TUI screen is displayed.
17. Click Back to save the configuration.
18. Click Quit to exit the Network Manager TUI screen.

The Deployment Tool virtual machine console is displayed.
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

19. Restart the network stack by executing the following command at the prompt for the changes to take
effect:

systentt!l restart network
20. Verify that the Deployment Tool virtual machine has the specified static IP address. Run the ifconfig
command and verify whether the correct IP is assigned to ens4.

ﬂ;lgz 168.0,10:0 (QEMU (exdeplo
-

4
1688 (Ether

opped er B collis

PBACK , RUNNIN
B.1 netma

frame B

carrier B collisions B

21. Do one of the following:

» If you have specified a static IP address from the LAN, then do the following:

a. Disconnect the Ethernet connection between your deployment PC and the controller.

b. Connect an RJ45 Ethernet cable from any one of the ETH2 to ETHS5 ports of the EX Controller to
the Layer2 switch on the LAN.

c. Revert your deployment PC’s IP scheme to Obtain an IP address automatically.

d. Connect an RJ45 Ethernet cable from your deployment PC to the to the Layer2 switch on the
same LAN.

» If you have specified a private network address (192.168.x.x), leave the EX Controller connected to
the deployment PC.
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

22. Open a web browser (recommended Mozilla Firefox and Google Chrome), and type the IP address
(specified in step 15 (a)) in the address bar, and press Enter.

The EX Controller Deployment Tool home page is displayed.

Help | Update | Reboot

> M|tel_ EX Controller Deployment - Deploying

v1.1.13-0

Platform variant

Call Manager type =~ MIVB o

Call Manager image Choose File | No file chosen

usB h

General Settings

ARID 42226718

Call Manager FQDN | ex41.vlab.local

Distinguished name |cn=ex41, ou=R&D, o=Mitel, |=Kanata, st=Ontario, c=CA

IPv4 DNS servers |10.44.17.11, 10.44.17.31

IPv4 trusted network 10.0.0.0/8
address

]
Restore via console

Enable secure EX Controller
access

23. Continue with Updating the EX Controller Deployment Tool on page 32.

7.2 Assigning a static IP address by using a USB flash drive

e Note:

For using the USB flash drive to assign a static IP address to the EX controller deployment tool, the
installed EX deployment tool must be version 1.1.13.0 or higher. An upgrade of the EX deployment tool
might be required for the process to function properly.

Objective

If an appropriately loaded USB flash drive is installed in the USB port on the front of the EX controller
during boot, the EX deployment tool will use the IP address in the | an. cf g file located on the USB drive.
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Appendix A: Assigning a Static IP Address to the EX Controller Deployment Tool

Prerequisites

* A USB flash drive with minimum 8-GB memory with FAT32 file system.

o Note:

To verify the file system of the USB flash drive, insert the USB flash drive into your PC. Right-click the
USB flash drive, and click Properties.

-
General Tools Hardware Sharing ReadyBoost Customize
T
Type: USE Drive
File system: FAT32
. sed space; 7,278,231,552 bytes 6,77 GB
Free space: 8,643,502,080 bytes 3.04 GB
Capacity: 15,921,733,632 bytes 14.5 GB
Drive D:
oK Cancel Apply
Procedure

1. Copy the downloaded files exdeploy-x.x.x.x.zip and MiVB-x.x.x.x-yy.img.zip from your deployment
PC to the USB flash drive.
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. Create a lan.cfq file with the static IP address and gateway IP address in the following format and copy
the file to the USB flash drive:

addr=<static IP address/CIDR>
gateway=<IP address>

For example:
addr=10.38.75.41/24

gateway=10.38.75.1

0 Note: You can use a Notepad to create the lan.cfg file.

. Connect the USB flash drive to either of the USB port of the EX Controller. See Connection Interfaces
and LEDs on page 14.

. Power on the EX controller or reboot it to allow the USB flash to be used.

6 Note: Before proceeding to the next step, you must wait for approximately 5 minutes for the power
on/reboot to complete.

. The EX controller deployment tool can be accessed using the IP address provided in the | an. cf g file
above.

. Continue with either upgrading the EX Controller Deployment tool or proceed with the deployment.



Appendix B: Programming R2 Trunks 8

Overview of programming R2 Trunks

The R2 Trunk requires a standard E1/T1 PRI card to be installed in the EX Controller. To install these cards, the
Mitel EX platform must be turned off. These cards are displayed as "1PRI" in the MiVoice Business System
Administration Tool, in the Hardware Modules form.

Hardware Modules

Slot Number Maodule 1D, Driver 1D Wariant ID Card Description

1 1PR

o Note:

* All programming must be done from the MiVoice Business System Administration Tool.
*  When performing Steps to program R2 Trunk on an EX Controller, know that:

* A new Network element entry will be automatically created with the name used in Step 4 of the
procedure Steps to program R2 Trunk on an EX Controller.

* A new SIP Peer Profile will also be created with the name used in Step 4 of the procedure Steps to
program R2 Trunk on an EX Controller.

* Do not modify or delete these entries. They are used to route calls between MiVB and the R2 Trunks on the
Mitel EX host platform.

Steps to program R2 Trunk on an EX Controller:

1. Ensure that any earlier programming for the card slot that will be used for R2 Trunk is removed.

* ARS Digits Dialed and ARS Routes are cleared
» Gateway Trunks is cleared for the appropriate cards
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Appendix B: Programming R2 Trunks

2. Program the Gateway Trunk Descriptor. Select the correct card and set the following:

* Line Type = E1
« Signaling = R2

e Note:

* The above changes will prompt a system reboot. Choose EX Platform Reboot from the server
manager.

* Rebooting the MiVB from the System Administration Tool does not reboot the host EX platform.

Gateway Trunk Descriptors
Wradeang: Sny Changes 1o (hid record may be sorecs SifeCTing
Gaberway 1037 27 8O
Endpoint id SlolUEITY
Trunk Typs: PR
Link State Dherevt
()
Lina Typst @-FJ
Signaling R2 o«
Endpaint Type :
Changing this value will only take affect aftér a $ystém rébool
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Appendix B: Programming R2 Trunks

3. From the server manager, Reboot the EX Platform.

o Note: The system reboot takes 5-10 minutes to complete.

o Mitel | Mivoice Business

ServiceLink

Blades Reboot the EX Platform
Status
Administretion v Operation status report

Vel e rices REBOOT-PLATFORM_INITIATED

Batlkup

Restore
wimw log files Wou can reboot the EX server from this screen.
Ewant vegwms
System information
Shutdewn or reboot
Security
Famaote ScOESE
Syslog

Wab Sercer

Configuration
Nabwasrlca
E=rmail sattings
Gaogls Apps
Clowd Servics Providaers
CHCR
Cata and Tima
Hostnames and addresses
Dosrmuming
1Bvh=in=1Bvad Tunnsl
SHNMP
Etharnet Cards

Raview configuration

Miscellaneous
Support and licensing
Help

| X Platform
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Appendix B: Programming R2 Trunks

4. Program the Gateway Trunk Profiles

* Provide a unique Name
e Add the required:

*  Trunk Service Number

» Class of Service (COS)

» Class of Restriction (COR)

» Dial In Trunks Incoming Digit Modification — Absorb

E—

Gateway Trunk Profiles

Gateway 10.37.27 80
Hame EXR2trunk
Tone 1

Trenk Attnibutes

Trunk Service Humber ]

Class of Service g

Class of Resimicton g

Hod-dial In Trunks Angwar Point - Day

Hon-dial In Trunks Answer Point - Night 1

Hon-dial In Trunks Answer Point . Night 2

Dial In Trunks incoming Digit Moedification - Absorb [ o
Dial In Trunks Incoming Digit Moedification - insert

Incoming DID Range

SIP Py Profile

Default CPH

e ] o
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Appendix B: Programming R2 Trunks

5. Program the Gateway Trunks form

« Select the correct card slot
* Assign the new Trunk Profile in the Gateway Trunk form

Gateway Trunks
Gateway 10.37.27.80
Endpaint id Sl 1EATY
Trunk Profika EXRZunk w

=3 23

Gateway Trunks

Gateway Endpoint Id Trunk Profile
10,37.27.80 SlotEIT1 EXR3runk
10.37.27.80 SIFN0

10.37.27.80 SIed2FR02

10.37.27.80 SIpAFX03

10.37.27.80 SledFN04
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Appendix B: Programming R2 Trunks

6. Run the appropriate Gateway Configuration Script.
* In the Gateway Configuration Scripts form:

* Select the correct card slot
» Select the required Default configuration files
* Select the Execute button and the select OK

» Executing file and then Executing file...Success will be displayed in the Default configuration files
selection box

e Note: Running the Gateway Configuration Script pushes the granular R2 programming into the Mitel
EX host platform for the required R2 protocol.

Gateway Configuration Scripts

Enledpiis e Gabeway Sener 1037 2T B0 w

SIHEITT

Dedauil configuraSon files | milgl_R2Z_Mexcd_parsiol o

Exgtuting file... Success

W
ooort | ocve

Expor fe current configurason for trunks. of hpe E1T1 w

Imgpoat configuration from e Brossse...
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7. Program the required ARS Routes and ARS Digits Dialed to use for the R2 Trunk. When programming the
ARS Routes, select the following:

*  Route Medium = SIP Trunk/Enterprise Gateway

» SIP Peer Profile = "Name given to the Gateway Trunk Profiles" from Step 4 of the procedure Steps to
program R2 Trunk on an EX Controller

I

ARS Routes
Route Humber g
Routing Medium SIP TrunkEntenprise Galeway
Trunk Group Humber
ZIP Peer Profile EXR2trunk

FEX Number | Cluster Element 1D

COR Group Humber 1

Digit Modification Humber 1

Digits Before Outpulsing w |

Route Type v |
Compression




Appendix C: Enabling USB Ports for
the Deployment Tool

The Deployment Tool version 1.1.13 supports installation of MiVoice Business software image and upgrade of
the Deployment Tool using a USB flash drive. This requires the USB ports on the EX Controller to be enabled
for the Deployment Tool. For EX Controllers that do not have the version 1.1.13 pre-installed, the USB ports are
disabled for the Deployment Tool by default.

Procedure

Perform the following procedure to check and enable the USB port for the Deployment Tool, and to allow the
Deployment Tool to use all three CPU cores:

1. Upgrade the Deployment Tool to version 1.1.13 or later.
2. Log in to the EX Controller Web GUI on page 47.
3. Navigate to System > VM.

The Virtual Machine page is displayed.
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Appendix C: Enabling USB Ports for the Deployment Tool

4. click & under Actions to stop the exdeploy virtual machine.

00 Mitel | EX Controller

Metwork SBC ISON POTS SiP Media Telephony Call Router Management Reboot
[rvomsion | Sorcss | Harware | Exrois | Evrtiog | Losllon | Pk Cepoe | Digroic | |

+ Virtual Machines

Virtual Machine Status
Network Ram Storage Image Nb
Vm Name Iso Name MAC Address Vncld Usb Adapter (Mb) (Gb) F t C State

exdeploy 12:2f:0b:0b:dc:bs -1 Mone 21000 1024 20 qeow2 1 Stopped
MIVE mvfiso 12:15:3d:0b:dcbd -1 All virlio 2048 32 raw 3 Started

Virtual Machine Configuration
Vm
N Izo0 Name MAC Address

exdeploy | | [12:2f.0b:0b:de:ba | [ | [Mone ] [e1000 v ] [Manual v]| B3 amo —

MIVE  [mviiso | [12783d.0b:dcba | [ | [A ] [vidic w] [Auto ] m

Virtual Machine Creation
Vm Mame Ram {Mib) Storage (Gb) Image Format Nb Cores

| | | | | [aw ]

Apply Cancel

e Note: The VNC is disabled by default. To re-enable VNC for the exdeploy virtual machine or MIVoice
Business virtual machine:

a. Click @ to stop the required virtual machine

b. Enter a value (typically 0 for exdeploy virtual machine and 1 for MiVoice Business virtual machine) in the
Vnc Id field.

c. Click Apply to apply the changes.
d. Click [ to start the virtual machine.

5. Change the Usb list corresponding to MIVB from None to All, and then click Apply. If All is already selected
in the Usb list, skip this step.
6. Click 2 corresponding to exdeploy to start the exdeploy virtual machine.

7. Navigate to Management > File. If you are accessing the EX Controller using HTTP (not HTTPS), click
Activate unsecure file importation from the Web browser.

00 Mitel | EX Controller

System Metwork SBC ISON POTS SiP Media Telephony Call Router M Reboot
e e e R R R T e R T

= File

File importation from the Web browser is disabled because of unsecure HTTP access.
s Access secure gite (recommended).
. |Ac'tiuate unsecure file importation from the Web browser. [nol recommended).
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Appendix C: Enabling USB Ports for the Deployment Tool

8. Scroll down to the VM files table, click vm/images/exdeploy.cfg to download the exdeploy.cfg file to your

PC.

VM files.

Name Description Size
vm/imagesffactory’exdeploy.cfg Factory Virtual Machine configuration file (read-cnly) 1KBE
vm/images(factery/exdeploy.img Factory Virtual Machine image file (read-only) 26GE
vm/images/exdeploy.cig | Virtual Machine canfiguration file 1KB =
vm/images/exdeploy.snapshot Virtual Machine snapshot image file 6.3GB =
vm/imagesMIVE cfg Virtual Machine configuration file 1KB =
vm/fimages/MIVE.raw Virtual Machine image file 31.3 GB =
G file(s) Total: 40.2 GE / Available: 3 GB

9. Open the exdeploy.cfg file using an editor (For example, Notepad) and change CpuCount to 3.
10. Save the exdeploy.cfg file.

11. Scroll down to the Import File Through Web Browser table, select vm/images, in the Path list, click
Choose File, select the updated exdeploy.cfg file, and then click Import.

Import File Through Web Browser

Path File

vmiimages/ w IChoose File |exdeploy.cfg |

e Note:

Do not copy the same exdeploy.cfg file to different EX systems as each EX has a unique date in the file.

12. After the exdeploy.cfg file is imported, click the Reboot tab and then click the Reboot button. The EX
Controller Web GUI reboots.

00 Mitel EX Controller

System Metwark SBC ISDN POTS SiP Media Telephony Call Router Management

* Reboot

- Current Status

Please click on the Reboot bution to reboot the device

Warning: Your web session will be lost and you will be redirected to the login page after the reboot process

Reboot

13. After the EX Controller Web GUI reboots, Log in to the EX Controller Web GUI on page 47.
14. Navigate to System > VM.

The Virtual Machine page is displayed.
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15. In the Virtual Machine Status table, verify that the Nb Cores column for exdeploy shows 3.

0 Mitel | EX Controller

MNetwork SBC ISOM POTS SIP Media Telephony Call Router Management Reboot

* Virtual Machines

Virtual Machine Status
Network Ram Storage Image Nb

Vm Name Iso Name  MAC Address Vncld Usb Adapter {Mb) {Gb) F f Coses State
exdeplaoy 123791 00dechd -1 Al el000 1024 20 qoow? m Stoppad
MIVB mvf.iso 12:df4c:0brde:bd -1 All virtio 2048 32 raw 3 Started

Virtual Machine Configuration
vm Network z
Hame Izo Name MAC Address Vnc Id Usb Rdackor Startup Actions

exdeploy | | [1z3791.00.dcb8 | ][] [et000 v] [wanual v] (CHEICEENE
MIVE  [mviiso | [1zdr4cobdcba | [ | [ ~] [vitic ~] [Aute ] m

Virtual Machine Creation
Vm Name Ram {Mb) Storage (Gb) Image Format Nb Cores
| | . | =~ 0¥
rovy | o |

16. If the MiVB virtual machine was already installed, then by default, the exdeploy virtual machine does not
start after the EX Controller reboots. To start the exdeploy virtual machine, stop the MiVB virtual machine,
wait and refresh the page until the MiVB virtual machine is stopped, and then start the exdeploy virtual
machine.

17. If you want to deploy MiVoice Business or upgrade the EX Controller Deployment Tool, copy the downloaded
files exdeploy-x.x.x.x.zip and MiVB-9.x.x.x-yy.img.zip from your deployment PC to the USB flash drive.

18. If you want to assign a static IP address for the EX Controller Deployment Tool, then create a lan.cfg file with
the static IP address and gateway IP address in the following format and copy the file to the USB flash drive:

addr=<static IP address/CIDR>
gateway=<IP address>

For example:
addr=10.38.75.41/24
gateway=10.38.75.1

19. Insert the USB flash drive into either port 6 or port 7 of the EX Controller. See Connection Interfaces and
LEDs on page 14.

20. Continue with Running the EX Controller Deployment Tool to Install the MiVoice Business Virtual Machine on
page 34.



Appendix D: Increasing the RAM size 10
for MiVoice Business Virtual Machine

The deployment size of the MiVoice Business virtual machine on the EX Controller is increased to 3072 MB
to accommodate the additional resources requirements for hosting the MPA blade. Increasing the RAM size is
necessary only if you intend to install MPA.

The exdeploy tool versions 1.1.22.0 and later, by default, creates the MiVB VM with 3072 MB. You can follow this
procedure to increase the RAM size for earlier versions of MiVoice Business for which the default RAM size for
the MiVoice Business virtual machine is less than 3072 MB.

e Note:

The extra memory is required for MPA blade to be run inside MiVoice Business Virtual Machine after the system
is rebooted. When the existing system upgrades the EX Blade to MiVoice Business 9.4 and later, the MiVoice
Business Virtual Machine configuration file on the EX Controller increases in size from 2048 MB to 3072 MB.

Procedure

Perform the following procedure to configure the size of the MiVoice Business VM to 3072 MB:

1. Log in to the EX Controller Web GUI.

2. Navigate to Management > File. If you are accessing the EX Controller using HTTP
(and not HTTPS), click Activate unsecure file importation from the Web browser.

00 Mitel | EX Controller

System Metwork SBC ISOM POTS SiP Media Telephony Call Router Reboot
g g B e T T T e T
* File

File importation from the Web browser is disabled because of unsecure HTTP access.
« Access securs site (recommended)
. Ectiuate unsecure file importatien from the Web browser. [nol recommended)

3. Scroll down to the VM files table, and click vm/images/MIVB.cfg to download the MIVB.cfqg file to your PC.

VM files

Description Size
vm/images/factory/exdeploy.cfg Factory Virtual Machine configuration file (read-only) 1KB
vm/images/factory/exdeploy.img Factory Virtual Machine image file (read-only) 26GB
vm/images/exdeploy.cfg Virtual Machine configuration file 1KB =
vm/images/exdeploy.snapshot Virtual Machine snapshot image file 6.3GB =
m/images/MIVB.cfg Virtual Machine configuration file 1KB °
vm/images/MIVB.raw Virtual Machine image file 31.3GB =
6 file(s) Total: 40.2 GB / Available: 3 GB

4. Open the MIVB.cfg file using an editor (For example, Notepad) and change MemorySizeMB to 3072.
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Appendix D: Increasing the RAM size for MiVoice Business Virtual Machine

5. Save the MIVB.cfq file.

6. Scroll down to the Import File Through Web Browser table, select vm/images, in the
Path list, click Choose File, select the updated MIVB.cfg file, and then click Import.

Import File Through Web Browser

Path File

vm/images/ v |Choose File |MIVB.cfg I m

0 Note:

Do not copy the same MIVB.cfg file to different EX systems as each EX system has a unique date in the file.

7. After the MIVB.cfg file is imported, click the Reboot tab and then click
the Reboot button. The EX Controller Web GUI begins to reboot.

o0 Mi tEl EX Controller

System Metwark SBC ISDN POTS SIP Media Telephony Call Router Management m

* Reboot

- Current Status

Please click on the Reboot button to reboot the device

Warning: Your web session will be lost and you will be redirected o the login page after the reboot process

Reboot

8. After the EX Controller Web GUI reboots, log in to the EX Controller Web GUI.
9. Navigate to System -> VM.

The Virtual Machine page is displayed.
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10. In the Virtual Machine Status table, verify that the RAM (Mb) column for MiVB shows 3072.

00 Mitel | Ex controller

Network SBC ISDN POTS SIP Media Telephony Call Router Management Reboot

¢ Virtual Machines

Virtual Machine Status

Network Ram Storage Image Nb

Vm Name Iso Name  MAC Address Vncild Usb Adapter (Mb) (Gb) T State

exdeploy 12:6d:9c:0b'dc:b8 -1 None e1000 1024 20 qcow?2 1 Stopped
MIVB mvf.iso 12:¢ce:0d:0b:dc:b8 -1 All virtio I 3072 I 32 raw 3 Started

Virtual Machine Configuration
Network i
Iso Name MAC Address Rapiee Startup Actions

exdeploy | | [12:6d:9¢:0b:dc:b8 | L1 [None v] [e1000 v] [manual ] (CHENCEENS
MIVB  [mviiso | [12:ce:0d:0b:dc:b8 | -1 | [an ~] [vitio v] [Aute v m

Virtual Machine Creation

Vm Name Ram (Mb) Storage (Gb) Image Format Nb Cores

l | | [raw V] EEd




Appendix E- Programming Enterprise
Gateway Trunks and Analogue FXS 11
Ports

Programming Enterprise Gateway Trunks

The Enterprise Gateways form is used to configure the IP address and the SNMP detailsof the EX controller.

0 Note:

This form is applicable only to the EX Controller.

Before Y ou Begin
Ensure you have the following information:

*  When you add an EX Controller to the Enterprise Gateways form, if the Auto ProgramTrunk Profiles option is
selected:

1. The system identifies the available endpoints on the EX controller and a trunk profile for each type of trunk
endpoint is created.

2. The trunk endpoints in the Gateway Trunks form are auto-assigned to each of the trunk profiles based on
the trunk types.

3. SIP Peer Network Elements and SIP Peer Profiles are created with the same names as the Gateway
Trunk Profiles.

Conditions

» The data changes performed on the Mediatrix Web Management Interface are not reflectedin the System
Administration tool or the Server Manager.

* You can only program one EX controller using this form.
* You cannot delete the entry for the local Enterprise Gateway.
» Use the SNMP credentials to configure the EX Controller.

Programming PRI

Fill out the forms below in the order listed.

1. Trunk Attributes form - to check for an unused Trunk Attribute entry click Trunks > Trunk Attributes.

Document Version 1.0

EX Controller Installation and Administration Guide




Appendix E- Programming Enterprise Gateway Trunks and Analogue FXS Ports

2. Gateway Trunk Descriptors form -

» To program click Trunks > Enterprise Gateways > Gateway Trunk Descriptors from the left navigation
pane.

» Click the unprogrammed entry and click Change
» Configure the line type to T1 or E1

o Note:

If you change Line Type, the EX Controller (host) needs to be rebooted.

» Configure Signaling to Isdn, R2, or Eam
» Configure Endpoint Type to Te or Nt
» Click Save

3. Gateway Trunk Profiles form -

» To program click Trunks > Enterprise Gateways > Gateway Trunk Profiles from the left navigation pane.
» Click Add, enter the Name, enter the unused Trunk Service Number.
* Click Save.

4. Gateway Trunks form -

» To program click Trunks > Enterprise Gateways > select an entry > change the E1T1 endpoint and select
the Gateway Trunk Profiles name

5. Gateway Configuration Scripts form -

» To program click Trunks > Enterprise Gateways > Gateway Configuration Scripts.

» Select slot

» Click on the drop down menu of the Default Configuration Files, to select an appropriate
» Mitel per slot for the PSTN circuit

* Click Execute

6. ARS Routes - ARS continues to be provisioned in the traditional manner by assigning a route to a digit or digit
string. Complete the following fields in this form:

» Select SIP Trunk/Enterprise Gateway from the pull-down list in Routing Medium.
» Select a Gateway Trunk Profile name from the SIP Peer Profile pull-down list.

Programming FXO

Fill out the forms below in the order listed.

1. Trunk Attributes form - To check for an unused Trunk Attribute entry click Trunks > Trunk Attributes.

2. Gateway Trunk Descriptors form - To view the status click Trunks > Gateway Trunk Descriptors > select an
entry > click Change.

3. Gateway Trunk Profiles form -

» To program click Trunks > Enterprise Gateways > Gateway Trunk Profiles from the left navigation pane
» Click Add, enter the Name, enter the unused Trunk Service Number
* Click Save
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Appendix E- Programming Enterprise Gateway Trunks and Analogue FXS Ports

4. Gateway Trunks form - To program click Trunks > Enterprise Gateways > select/change the FXO endpoint
and select the Gateway Trunk Profiles name.

5. Gateway Configuration Scripts form (Optional)

» To program click Trunks > Enterprise Gateways > Gateway Configuration Scripts.
» Select slot

» Click on the drop down menu of the Default configuration files, to select an appropriate Mitel per slot for
the PSTN circuit

« Click Execute

6. ARS Routes - ARS continues to be provisioned in the traditional manner by assigning a route to a digit or digit
string. Complete the following fields in this form:

» Select SIP Trunk/Enterprise Gateway from the pull-down list in Routing Medium.
» Select a Gateway Trunk Profile name from the SIP Peer Profile pull-down list.

0 Note:

After successfully adding a Gateway Trunk Profile, Network Elements and SIP Peer Profile forms will have
entries with the same Gateway Trunk Profiles name.

Programming Analogue FXS Ports

The User and Services Configuration form combines the functions of several system forms into a single form;
however, you can still access and use the individual forms.

Programming
Fill out the form User and Service Configuration to program Analogue FXS Port:

» Click User and Devices > User and Services Configuration from the left navigation pane.
» To add a phone, click Add > select Default User and Device

» Click on the tab User Profile > enter the name

+ Click on the tab Service Profile > enter the number. Set the device type to AnalogFXS

» Click on the tab Device Details. By default the first Endpoint ID is selected but, you can manually select the
required Endpoint ID from the drop down.

» Click Save Changes.

FXS Line Length Specifications

This section provides details regarding the FXS line length and related considerations.

Standard FXS Port Line Length:

* 450 meters, calculated for a 26 AWG wire.

Long Loop FXS-LP Port Line Length:

e 2000 meters, calculated for a 26 AWG wire.
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e Note: For longer loop applications, the Ringer Equivalency Number (REN) must be reduced to a maximum
of 3 REN to maintain an acceptable ringing voltage at the equipment.

Other FXS-LP Considerations:

The FXS-LP card includes secondary protection to guard against surges and lightning.

For external cable applications, the customer must install primary protection (typically at the building
entrance).

The FXS-LP card can support a loop with up to 1200 ohms of DC impedance (including cable impedance,
connected equipment impedance, protections, etc.).

The FXS-LP card features a short-loop SLIC with a longitudinal Balance of approximately 45dB, while long-
loop SLICs typically offer 58dB. As a result, common-mode noise may induce additional noise on longer
loops.

Longer loops may degrade FXS-LP AC performance. To compensate for this, different sets of AC coefficients
may be required.

When using a 24 AWG wire, an estimated 20% to 25% distance increase can be expected.

Analog Phones on VOIP Gateway FXS port

The maximum number of analog phones that can be connected on a VOIP Gateway FXS port:

Standard FXS Port:

* 5 REN for short distances (<300 meters), 45Vrms
* 4 REN for standard distances (<450 meters), 45Vrms
Long Loop FXS-LP Port:

* 3 REN for long distances (<3000 meters), 60Vrms



Appendix F - Enabling/Disabling VNC
Capability and Resetting the MSL 12
Password

This chapter contains the following sections:

* Enabling the VNC Capability
* Disabling the VNC Capability
* Resetting the MSL password

12.1 Enabling the VNC Capability

To enable VNC for the exdeploy virtual machine or MIVoice Business virtual machine:

1. Log in to the EX Controller Web GUI on page 47.
2. Navigate to System > VM.

The Virtual Machine page is displayed.

3. Click @ to stop the required virtual machine
4. Do the following:

a. For the VM Name field exdeploy, in the VNC Id field, enter 0.
b. For the VM Name field MIVB, in the VNC Id field, enter 1.

e Note: Any value of 0 or greater enables VNC access for that VM.

5. Click Apply to apply the changes.
6. Click I3 to start the virtual machine.

o Note: If you enable VNC, it might open a security hole and recommend disabling it for a secure
system.

12.2 Disabling the VNC Capability

To disable VNC for the exdeploy virtual machine or MIVoice Business virtual machine:

1. Log in to the EX Controller Web GUI on page 47.
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Appendix F - Enabling/Disabling VNC Capability and Resetting the MSL Password

2. Navigate to System > VM.

The Virtual Machine page is displayed.

3. click @ to stop the required virtual machine
4. Do the following:

a. For the VM Name field exdeploy, in the VNC Id field, enter -1.
b. For the VM Name field MIVB, in the VNC Id field, enter -1.

Q Note: Setting the VNC ID to -1 will disable VNC access for that VM.

5. Click Apply to apply the changes.
6. Click I to start the virtual machine.

12.3 Resetting the MSL password

To reset MSL root/admin password:

1. Log in to the EX Controller Web GUI on page 47.
2. Navigate to System > VM.

The Virtual Machine page is displayed.

3. Click @ to stop the required virtual machine
4. For the VM Name field MIVB, in the VNC Id field, enter 1.

Q Note: Setting the VNC ID to 1 will enable VNC access for that VM.

5. Click Apply to apply the changes.

6. Click & to start the virtual machine.

7. When the Grub menu screen appears, on the first entry of the grub menu, Press the e key to access the
Grub editor.

o Note: You must access VNC promptly after starting the virtual machine, because the menu likely
remains available for only 10 seconds.

8. In the shell of the grub editor, scroll down to the line that begins with "Linux".

9. Using the arrow key to navigate to the end of the "Linux" line (..../Iv_swap) and enter the command:
rd. break enforcing=0.

10. Press CLTR + X to access the emergency mode.
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11. To reset password in emergency mode:

. Enter the following command: nount -0 rw, renount /sysroot.
. Enter the following command: chroot /sysroot.

. Enter the following command: passwd r oot .

. Follow the prompt to enter the new root password.

. Enter the following command: passwd admi n.

. Follow the prompt to enter the new admin password.

. Enter the following command: t ouch /. aut or el abel

. Enter the following command to exit the /sysroot environment: exi t
i. Enter the following command to leave the switch root: exi t #

j- Enter the following command to reboot the system: r eboot - f

0 Q - 0 QO 0 T 9

e Note: Perform these if you are using a MiVoice Business system 10.1 and later versions. To reset the
MSL password using a MiVoice Business system 10.0 and previous versions using Rocky 8 or Centos 7:

N

© 00 N O O

. Perform steps 1 - 6.
. When the GRUB boot loader splash screen appears momentarily, press the a key.

The load process stops, enabling you to append arguments to the kernel boot line.

. In the kernel boot line, type " s" (note the leading space) and press Enter.
. From the command prompt, enter the following command: nount / -0 renount,rw

This will remount the file system as read/write, as by default single user mode is read only.

. Enter the following command: passwd r oot .

. Follow the prompt to enter the new root password.

. Enter the following command: passwd admi n.

. Follow the prompt to enter the new admin password.

. Enter the following command to reboot the system: r eboot - f

You should now be able to log in normal to the command prompt as admin or root, and can log in to the
server manager as admin, with the new passwords.



Appendix G - EX-Controller Link

Redundancy support 13

Overview

The IP Link Redundancy feature provides high availability for Ethernet connectivity by allowing a dual-link setup
using ETH4 and ETH5 on the EX Controller. This setup designates one port as the primary (active) link and the
other as a secondary (passive) backup. If the active link fails, traffic automatically switches to the passive link,
ensuring continuous network connectivity.

Normal operation:

In the normal state, ETH4 is the designated primary (active) interface. All network traffic is routed through
ETH4, while ETH5 remains passive and disabled. This ensures a stable connection and prevents any risk of a
network loop. The system continuously monitors ETH4 for link status.

Eth 2-5

EX _@

Active

Enterprise switch

s s HHH? e e e e e ]

Failover scenario:

When the ETH4 link is physically disconnected or fails, the system detects the loss and automatically activates
ETHS as the backup link.The ETH5 becomes active automatically within 1 to 3 seconds (500 ms polling
interval). Network traffic is seamlessly rerouted through ETH5 to maintain connectivity. ETH5 remains active until
ETH4 is restored, at which point the system reverts to ETH4.

[ EX e el

Active

Enterprise switch rise switch

HHQEHHHHLI:&?:EE e e e e
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Configuration via Web Interface

To configure the IP Link Redundant Ethernet Ports Feature, do the following:

1. Navigate to: Management > Configuration Scripts > Execute.

2. In Execute Inline Script field, enter Eth.RedundantPorts=Eth4Eth5.
3. Click Execute.

00 Mitel | EX Controller

Syslem Network SBC sip Media Telephony Call Router Rebootl
ConauatonScrps | Backp  Resors | Ferware | Certcaes | Veuo | 5P| WP | ceos Conl | | _Mec |

Some changes require (o restart the unit to apply new configuration

Warning: Al least one Virual Machine is currently running on the unil. Make sure to manually slop it before restarting the unil, Click here to access the Virlual Machine p2

Please click this link o restarl the unit

» Configuration Scripts

[ oo | e

- Scripts Status Execute

Current State Idle
Last Result: Success
Last Successful: 2025-05-07 06:24:38

Eth RedundantPorts=Eth4Eth5

(Clear Script)

4. Reboot the unit to apply the configuration.
0 Note: The Eth.RedundantPorts=Eth4Eth5 command can be used to configure via Command Line
Interface (CLI) or SNMP.

Redundant ports parameter details

To configure the redundant ports, the following parameters are used:

Parameter

Type Enum
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Parameter Value

Range Disable(0) | Eth4Eth5(100)
@ Note: Disable: Redundant Ports is disabled. Eth4Eth5: Redundant
Ports is enabled.

Default Disable

SNMP OID

.1.3.6.1.4.1.4935.1000.100.200.100.2400.1.10100.100
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