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About this Document 1

This chapter contains the following sections:

*  What's New in This Document
* Related Documents
*  Download documents, system software and tools

The System Manual for MiVoice Business solution on Mitel SMB Controller is intended for ce@rtified MiVoice
Business technicians who are installing, upgrading, maintaining, or troubleshooting the Mitel MiVoice Business
software deployed on the SMB Controller.

0 Note:

In this document, it is presumed, that the Mitel SMB Controller is loaded with a MiVoice Business application
software. This assumption applies, even when the expressions Mitel SMB Controller, SMB Controller, or
communication server are used.

The document is also intended for planners, installers, and system managers of phone equipment. Basic
knowledge of phones and IP technology is required to understand the content.

The system manual is available in the PDF format and can be printed if necessary. Navigation in PDF format is
based on the topic titles, table of contents, cross references, and index. All these navigation aids are linked; that
is, a mouse click takes you directly to the corresponding places in the manual. We have also ensured that the
page numbering in the PDF navigation corresponds to the page numbering of the manual, making it much easier
to navigate to a particular page.

Referenced menu entries and parameters appearing on terminal displays or on the user interfaces of the
configuration tools are highlighted in italics and in color for a clearer orientation.

General Considerations

Information icons used in this document, such as Hazard, Warning, Caution and so on (mentioned in the Safety
Information) are explained in this document for additional information and document references.

e Note:

Failure to observe information identified in the notes, cautions, warnings in this document can lead to
equipment faults or malfunctions or affect the performance of the system.

TIP: Additional information about the handling or alternative operation of equipment.
See also

Reference to other chapters within the document or to other documents.

Document Version 1.0
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1.1

What's New in This Document

About this Document

This section describes changes in this document due to new and changed functionality in MiVoice

Business release 10.1 SP1. The changes are summarized in the following table.

Table 1: Document Version 1.0

Feature/Enhancement | Document Updates Location Publishing Date
SMB Controller Updated the Location Location requirements July 2024
Noise Level, Power Requirements section on page 44
Requirements, and for noise level, power
Heat Dissipation requirements, and heat
dissipation.
Multiple Admin Documented the Managing Multiple July 2024
Accounts on SMB procedure to add and Admin Accounts
Controller Manager delete the multiple on SMB Controller
admin accounts on Manager on page 158
the SMB Controller
Manager.
Monitor the eMMC Disk | The document has Monitor the eMMC July 2024
Wear been updated to include | Wear on page 174
information about
proactive monitoring of
the wear and lifespan of
the eMMC disk on the
SMB Controller.
Password Rules The password rules Set Credentials for the July 2024
for the SMB Controller SMB Controller on page
have been updated to 86
allow for an increased
number of characters
and the addition of new
special characters.
Server Manager Updated the document | Server Manager July 2024
Requirements for to include instructions Requirements for
Software Download- on the Server Manager | Software Download-
Blades Requirements for Blades on page 110
Software Download-
Blades.

Document Version 1.0
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About this Document

Feature/Enhancement

Document Updates

Location

Publishing Date

DHCP servers must
provide option 6 in
DHCP Offer for SMBC
to accept IP address

Document updated to
detail DHCP servers'
option 6 requirement for
SMBC to accept the IP

* Deployment

Steps for the

MiVoiceBusiness
Solution on SMB

July 2024

address from the DHCP
server. .

Controller

Set up Initial
Network Access to
the SMB Controller

* Using the DHCP
provided IP Address

* Factory Reset the
SMB Controller

* Unable to Access
the SMB Controller
Manager through
web browser using
IP address provided
by DHCP Server

from the DHCP server

1.2 Related Documents

Document Title Location

Description

SMB Controller System Manual This document Document Center

Provides an overview of the Document Center

MiVoice Business system.

General Information Guide

Troubleshooting Guide Provides troubleshooting Document Center
instructions related to MiVoice

Business.

MiVoice Business Migration Document Center

Guidelines

Provides guidelines for preparing
and migrating your MiVoice
Business system running a
pre-9.0 MiVB release to MiVoice
Business Release 9.0 or later, or
to another platform.

Document Version 1.0

System Manual for Mitel SMB Controller
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Document Title

Description

About this Document

Location

MiVoice Business Engineering
Guidelines

Provides guidelines for planning
an installation of a MiVoice
Business Communications
Platform.

Document Center

MiVoice Business Security
Guidelines

Provides guidelines for secure
deployment and secure
operation of the MiVoice
Business system.

Document Center

Ethernet Twisted Pair Cabling
Plant, Power and Grounding
Guidelines.

Provides information about
network cabling and guidelines
for twisted pair cabling
installation.

Document Center

Mitel IP Sets Engineering
Guidelines

Provides guidelines for
individuals who are planning
for the installation of Mitel IP
phones.

Document Center

Network Engineering for IP
Telephony

Provides guidelines that should
be considered prior to deploying
IP phones, such as network
design, QoS mechanisms and
related protocols.

Document Center

MiVoice Border Gateway

Provides information on how to
install, maintain, configure, and
get performance information for
the MiVoice Border Gateway and
associated products.

Document Center

Mitel Performance Analytics

Provides instructions

for installing a new Mitel
Performance Analytics (MPA)
monitoring system as well as its
operations.

Document Center

CloudLink

Provides information on how to
integrate CloudLink with MiVoice
Business.

Document Center

Document Version 1.0
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https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-business
https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-business
https://www.mitel.com/document-center/devices-and-accessories/ip-phones/general-ip-phone-documentation
https://www.mitel.com/document-center/devices-and-accessories/ip-phones/general-ip-phone-documentation
https://www.mitel.com/document-center/devices-and-accessories/ip-phones/general-ip-phone-documentation
https://www.mitel.com/document-center/devices-and-accessories/ip-phones/general-ip-phone-documentation
https://www.mitel.com/document-center/applications/analytics/mitel-performance-analytics
https://www.mitel.com/document-center/technology/cloudlink

Document Title

Description

Location

MiVoice Business - Personal
Data Protection and Privacy
Controls

Provides product security
controls and features guidance
to users who are setting up
MiVoice Business security
processes and security controls
in place to comply with data
security regulations.

Document Center

AG4124 Analog Gateway
Administration Guide

Provides information about

the AG4124 Analog Gateway,
including instructions on how to
install, configure, and use the
Analog Gateway.

Document Center

1.3 Download documents, system software and tools

Before you start, download the documents and applications from the proprietary Mitel sites.

Proceed as follows to organize all downloads in a common folder:

1. Download the Documentation set from the Mitel document portal.

2. If your Mitel SMB Controller does not have internet access, download the latest MiVoice
Business application software and the SMB Controller system software (for example, “Mitel-
SMBCv2_Management-1.3.0.25_Beryllium.zip”) from the Mitel Software Download Center > MiVoice
Business > MiVoice Business Release 10.0 > MiVB 10.0 > SMBC into the folder named Mitel.

Required tools

The following tools are required to remove and install the SMB Controller cover and for DSP installation.

» Torx T20 screwdriver for removing and installing the SMB Controller cover screws, DSP cards, and

chassis grounding screw.

» Phillips #2 screwdriver for removing and installing the fan (FRU) screws.
» Slotted screwdriver for removing and installing the wall mounting screws.



https://www.mitel.com/document-center/technology/cloudlink
https://www.mitel.com/document-center/devices-and-accessories/networking-equipment/ag4100-analog-gateway/ag4124/all-releases/en/ag4124-analog-gateway-administration-guide
https://www.mitel.com/document-center/business-phone-systems/mivoice-business/mivoice-business

About SMB Controller 2

This chapter contains the following sections:

* Introduction

*  SMB Controller Overview

*  Network Scenarios

* Hardware Installation

*  Power Up the SMB Controller

The Mitel Small to Medium Business Controller (SMBC) is a hardware platform that supports the MiVoice
Business call processing software. This topic provides a brief overview of the SMB Controller loaded with the
MiVoice Business solution software, the positioning within the MiVoice Business series and the networking
possibilities. It also features the system phones, the applications and the application interfaces.

2.1 Introduction

The Mitel SMB Controller is a multi-service business controller capable of running the MiVoice Business
solution. The SMB Controller has been developed to continue Mitel's commitment to deliver simplified
deployments for small to medium businesses or branch offices. A single SMB Controller embeds
CloudLink Gateway, MiVoice Border Gateway, MiVoice Business, Mitel Performance Analytics Probe, Initial
Configuration Wizard and as such provides an all-in-one solution for the SMB or branch office market. The
SMB Controller is designed to integrate with a wide variety of legacy and IP systems, Mitel call control
platforms, and management tools such as Mitel Performance Analytics.

The MiVoice Business Solution on the SMB Controller has been engineered to support 150 Multi-Device
User Groups (MDUGSs) consisting of three Members:

* Hot Desk user (HDU) or Teleworker User with 150 Registration Directory Numbers for the HDUs to log
in to

» External Hot Desk user (EHDU)

» SIP User, including MiCollab Softphone user

e Note:

Multi-Device User Groups (MDUGs) with three Members represents an average scenario. Some
MDUGs may have more Members, and some might have fewer.

The software components of MiVoice Business Solution loaded on the SMB Controller are:

Document Version 1.0
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» Mitel Standard Linux (MSL)

» Server-Manager: Server Manager is a web-based administrator portal that provides the administrator
means to manage the MSL Server and the installed applications.

» Installation/Upgrade of the Initial Configuration Wizard Blade.
* Launch Initial Configuration Wizard from server manager.

* MiVoice Business: MiVoice Business is a call processing application that runs on several hardware
platforms including the SMB Controller.

» MiVoice Border Gateway: The MiVoice Border Gateway (MBG) provides advanced functionality
such as Application and Web Proxy, Teleworker support, Advanced SIP Trunk proxying (including
KPML), Secure Recording Connector (SRC), SIP Trunk Proxying allows connection to an external
Call Recording Equipment (CRE), APl and Proxy for remote applications, CloudLink Gateway, and

Advanced SIP Trunk proxying (including Key Press Markup Language (KPML)1).

» CloudLink Gateway: CloudLink Gateway is a technology that enables communication between the on-
premises PBX (such as MiVoice Business) and cloud-based applications such as Mitel One and Mitel
MiVoice Office.

« Mitel Performance Analytics: Mitel Performance Analytics (MPA) is an optional blade that provides
integration with Mitel Performance Analytics Cloud Service to provide users with real-time alerts,
detailed reporting and ubiquitous accessibility with secure remote access.

* Mitel Embedded Linux Software: a customized version of the Linux operating system that is specifically
designed and optimized for SMB Controller. It is lightweight, easy to use and maintain, and provides a
reliable and robust platform for running the Mitel software and it allows easy integration with other Mitel
products and solutions.

+ SMB Controller Manager

» Controller Manager: Controller Manager is a web-based Ul for configuring the SMB Controller.
* Initial Configuration Wizard Blade

» Provisioning of MiVoice Business, MiVoice Border Gateway

2.2 SMB Controller Overview

The base operating system is Mitel Embedded Linux Distribution software running Docker software. A
single Container is running Mitel Standard Linux (MSL) with the MiVoice Business (MiVB), Mitel Border
Gateway (MBG), and CloudLink Gateway (CLGW), Mitel Performance Analytics Probe (MPA Probe), and
Initial Configuration Wizard (ICW) Blades.

The SMB Controller:

» Allows for integration with analog devices.
* An appliance platform, ready for easy customer installation.

* Is an all-in-one solution for MiVoice Business that includes features such as voicemail, call routing, and
conference calling, as well as other functionalities like Mitel Border Gateway, Mitel Cloud Gateway,
Mitel Performance Analytics Probe, and Initial Configuration Wizard. It allows an easy setup and
administration of the communication system and provides a web-based management.

! Keypad Markup Language (KPML) is used to indicate DTMF tones in SIP messaging. KPML is used by the Key Press Stimulus
Package as a SIP Event Notification Package. Endpoints will send DTMF tone indications via NOTIFY messages.

Document Version 1.0

System Manual for Mitel SMB Controller




About SMB Controller

o Note:
As the SMB Controller does not support 802.1Q VLAN Trunks, the SMB Controller does not set an
802.1p Ethernet priority. The SMB Controller will use DSCP information to provide priority information
in packets sent at layer 3. However, Ethernet priority information and VLAN assignment must be
configured at the first access port of the Ethernet switch because data will be assigned to an untagged
VLAN, which is usually VLAN 1 (VLAN could be a different number but it must not be tagged). Voice
can be prioritized using the DSCP value, which can also be used to identify the Ethernet priority value
set in the DSCP to Priority map in the Ethernet switch. This is also known as QoS to CoS mapping.
For more details, contact your LAN switch vendor. For more examples, refer to the MiVoice Business
Engineering Guidelines.

6 Note:

The CloudLink Gateway Blade is installed via the MSL container, which runs sibling container in the
Mitel Embedded Linux Distribution software.

To support the installation and deployment of multiple applications, an Integrated Configuration Wizard is
used.

Network Deployment Rules for MiVoice Business Only

Following are some general network deployment rules that you must consider before getting started:

Two static IP addresses on the same subnet are required: one for the SMB Controller and the other for
MSL (to access Server Manager and ESM; MiVoice Business application uses the same IP address).

Network Deployment Rules for MiVoice Business with the MiVoice Border Gateway

When both MiVoice Business and MiVoice Border Gateway applications are installed on the SMBC, the
following are some of the Network Deployment Rules:

+ The SMB Controller MiVoice Border Gateway can use the following networking profiles:

» Co-Resident with Call Manager networking profile, which is similar to the Server-Gateway model.
The WAN port must not be directly connected to the Internet. The WAN port should connect to the
ISP's or customer's firewall which in turn is connected to the Internet.

» Custom mode, which allows the MiVoice Border Gateway to be deployed in a customer's DMZ (i.e.,
behind an external NAT firewall).

» Deployment using all three Mitel Border Gateway NIC Interfaces is not supported on the SMB Controller
Mitel Border Gateway. SIP Trunks and Teleworker Phones must be on the same WAN Interface.

» Four static IP addresses are required:
» Three internal static IP addresses on the same LAN (one for the SMB Controller, one for MSL/ESM

and one for the MiVoice Border Gateway).
* One external static IP address on the WAN.

Document Version 1.0
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About SMB Controller

In addition to the platform and the embedded interfaces, the SMB Controller also supports four expansion
interface cards that can provide FXO or additional FXS capability.

Ethernet Ports

On the front of the SMB Controller, there are two physical Gigabit Ethernet Ports (EthO and Eth1) used in
this solution. Eth2 is not used.

+ EthO

» Always used to connect to the LAN.
» VLAN tagging is not supported.

0 Note:

The EthO Port must be connected to an external L2 Switch Port that is configured as Untagged.
Connecting the EthO Port to an external L2 Switch Port configured as Tagged will not work.

e Three static internal IP addresses on same Subnet.

A\ Warning:

The network interfaces of the SMB Controller should always be behind a firewall and should
never be directly connected to the Internet.

* MSL Server Manager and MiVoice Business ESM.
* Mitel Border Gateway LAN Port.
+ SMB Controller Manager.

« Eth1

» Always used to connect to the ISP.

* One static external IP address from the ISP for the Mitel Border Gateway WAN Port.

» Atinitial installation, no IP address assigned to Eth1.

» The Mitel Border Gateway requires two IP addresses: one for the ISP and one for the LAN.
» The Server Only mode is not supported by the SMB Controller Mitel Border Gateway.

MiVoice Business Solution on the SMB Controller Block Diagram

This is an overall Block Diagram of the solution.
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IP Address #2 call Media Configuration Blade Analytics (cLew) LHNE
: (Server Gateway Mode Only) (MPA) Probe Blade
Control Gateway Wizard (ICW) Static Internal ~ Static External Blade
Server Manager Static Internal IP Address #2 Blade PR PR
Web GUI = CloudLink Gateway
@ > v S0 (Etho) < Call Server
A Ser\_/er Manager (SM) Telephony Adapter
Static Internal IP e SRR DACRREsEE (CSTA) Proxy and
se/:\?:rt;s:n’:izgler (& J REST API
Mitel Standard Linux (MSL)
SMB Controller
Ma"beuf g SMB Controller Manager | Docker Community Edition (CE)
Mitel Embedded Linux Distribution
Static Internal
IP Address #1 m .
EthO ( FXO Card(s) ) (FXS Card(s) / FXS Ports
(S J
Teleworker
Traffic @ Etho
Customer L) - Eth1

IP Devices

MiCollab®

NOTE: If using an External
MBG in the Customer's DMZ,
the SMBC MBG is not required.

MiVoice
Business® '

Customer
Router

Firewall

- Teleworker

Mitel Communication Service

Analog
Trunks

Analog
Devices

Devices 1. MBG provides:
-SIP Trunk Proxy
-Teleworker Service for SIP and MiNet Devices
-API and Proxy for Remote Applications
-Call Recording — Secure Recording Connector (SRC)
-CloudLink Gateway
2. Optional

Amazon Web
Services

Figure 1: MiVoice Business Solution on the SMB Controller Block Diagram

Devices Supported

The MiVoice Business on SMB Controller will support all Analog Sets, IP Sets and SIP Sets that are
supported on MiVoice Business application.

2.2.1 SMB Controller Manager

The SMB Controller is a pre-installed web-based configuration tool available on all Mitel SMB Controller,
independent of a loaded call manager or other software application. It offers a simple, user-friendly
interface and an online help for some basic configurations possibilities and maintenance tasks as follows:

Upgrading the SMB Controller system software.
Upgrading and managing the Mitel Embedded Linux Distribution software.

Installing, upgrading, and managing the Mitel Standard Linux (MSL) Container for the MiVoice Business
on SMB Controller project.

Manage the IP addresses for the platform (Controller Manager)
Manage the Primary and Secondary DNS and Domain
Manage the Date and Time of the system
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o Mi tel | SMB Controller Manager &I Welcome
System overview General
System information Host name SMBCv2

Configuration Domain mitel.com

Software Equipment ID (EID) 50065AE28839F CEE507BBECT53521E805920

Security Uptime 4d 0h 28m 345

Maintenance
System time 2023-01-08 20:00
Management version Mitel Embedded Linux Distribution 1.3.0.26 (Beryliium)
E:z\:-‘.'are version (U-Boot / Device 0.0011/111.0
RAM size / Disk size 8GB /3798 GB
CPU clock speed 1600 MHz
Call server MiVoice Business

Mainbeard (SMB) CPU module (CPM-4)

Serial number IMEFW2226D024XW 3MFFW2226A02C62
PCBA number 5601022202R 5601057301R
Revision D/ro2 ATD2
HW ID [ HW version 1700 03701

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF
THIS AGREEMENT.IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM
¥OUR SERVER LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT

License terms for the Open Source components included in this software

Copyright © 2022 Mitel Networks Corporation - All rights reserved

Figure 2: SMB Controller Manager Landing Page

The SMB Controller file system comprises the system software, the emergency system software and the
boot software. The SMB Controller Manager (including the help files) is part of the system software and
in a reduced form part of the emergency system software. Usually there is no need to access the SMB
Controller file system, as all needed functions are available in the SMB Controller Manager. For special
cases you can access the SMB Controller file system via an SSH session.

Access: To access the login page of a brand new or a factory reset SMB Controller, enter the IP address of
your SMB Controller including the port number in your browser (for example, 10.100.98.50:8443).

Table 2: Default user account SMB Controller Manager in normal mode

Username admin

Password admin

2.2.2 SMB Controller Manager user accounts

For the SMB Controller Manager, there are two default user accounts. One account is for initial access,
when the SMB Controller is started up and runs in normal mode. The other account is used when, for any
reason, the SMB Controller software is not running, correctly and the SMB Controller has to start up in
emergency mode:

Default user account for initial access in normal mode
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To access SMB Controller Manager the first time in normal mode, enter the following:

Table 3: Default user account SMB Controller Manager in normal mode

Username admin

Password admin

e Note:

To prevent unauthorized access to the SMB Controller Manager, it is necessary to modify the default
password during first access.

2.2.3 Display and Control Panel

The display and control panel of the SMB Controller on the front panel consists of an LED display panel
and a pilot key. It is used to indicate operating states and carry out functions.

2.2.3.1 LED Display

The front panel contains an LED display field with a total of 9 labeled LEDs. It is used as an operating state
and error indicator during the start-up phase and during operation.

0 ©
u.u.g

n
R/—/ |— Mode / Error SMB Controller

L For future expansions / ppplications

O ~ QN O <
I Ll B Lk L.

PWR

Mode

L Power supply / Temperature state
Figure 3: LED display
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Each LED can take on one of four states: green (G), orange (O), red (R) and inactive. In general, the colors

have the following meaning:

Table 4: Significance of the LEDs colors

Color Meaning

Inactive = Switched off

Green ] Normal operation / everything in
order

Orange CH| Function is being carried out / is
active

Red ] Warning / error

The following display patterns and symbols have been defined for displaying a mode or an error of the
SMB Controller or a running application (for example, MiVoice Business):

Table 5: Defined display patterns

LED activation period Description Symbol
Always off Inactive =
Always on Steady green ]
Always on Steady orange CH|
Always on Steady red E

1s on/ 1s off Slowly flashing green (&
1son/ 1s off Slowly flashing orange ]
1son/ 1s off Slowly flashing red [ &
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0.5s on / 0.5s off Rapidly flashing green 23]

0.5s on / 0.5s off Rapidly flashing orange R

0.5s on / 0.5s off Rapidly flashing red EE
Running orange (=D

2232  Pilotkey (CTRL)

Pressing the pilot key carries out certain functions or switches the system to a particular mode.

CTRL
Figure 4: Pilot key

Different actions are carried out depending on how long the key is pressed and the system’s current
operating mode.

224 Operating Modes

For the SMB Controller we distinguish four operating modes.

Table 6: Operating modes

Operating mode Remarks
Start-up mode *  When power is supplied

* After a restart
» Used as a progress indicator during start-up

Normal mode » System is running normally

» Some additional information of loaded applications might be
indicated
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Emergency mode

For executing an emergency upload of the SMB Controller
system software

To access the SMB Controller file system with a SSH session

Shut-down mode

After the system is shut down

Used to safely disconnect the SMB Controller from the power
supply

Shut-down mode lasts for 1.5 minutes. Thereafter the system
automatically starts up again.

2.2.4.1 Start-up Mode

The start-up mode begins as soon as power is supplied or after a restart of the SMB Controller and
ends when the SMB Controller enters normal mode. The LED combination patterns [1]...[5] indicate the
individual start-up phases in chronological order and also serve as a progress indicator.

Table 7: Combination patterns during start-up

Duration Meaning

(1] E

= = = = = ~11 Power is on

(2] E

=] =] =] =] & ~2 Time frame
to start
emergency
mode

(3] =

& & = = = ~2 Time frame
to start
Factory
Default of
Call Manager

(4] E

=] =] =] =] =] ~50 Loading SMB
Controller
system
software

5] =

& & & = - Normal
mode, SMB
Controller
is up and
running
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As soon as pattern [5] is showed, the start-up phase is completed, and the SMB Controller is in normal
mode. You are able to log into the SMB Controller Manager. The MiVoice Business application software is
now starting up and after a while you are able to log in to MiVoice Business.

2.2.4.2 Normal Mode

The SMB Controller is in normal mode when the SMB Controller system software is up and running without
error. The LED combination pattern [6] is displayed.

If there is a problem with the temperature inside the housing of the SMB Controller (overheating) and/or a
problem with the fan, it is signaled with the PWR LED turning from green to orange (pattern[7]). Details of
the problem can be found in the SMB Controller Manager.

If applications are loaded and running, there might be some additional information available, indicated with
the LED FO - F6. Each LED is assigned to an application. The FO LED is assigned to the MiVoice Business
application:

« If the FO LED lights up orange (pattern [8]), the default IP address is active.
» Ifthe FO LED lights up red (pattern [9]), there is an error in the MiVoice Business application.

Table 8: Normal mode with additional information

Meaning

[6] =] =] = = = = = = E- Normal mode,
SMB Controller is
up and running.

[7] ] =1 =1 =1 =1 =1 =1 =1 H- Normal mode,
overheating.
Details in the
SMB Controller
Manager.

[8] =] (Kox] =1 =1 =1 =1 =1 =1 H-] Normal mode,
default fixed IP
address is active.

[9] =] (I =1 =1 =1 =1 =1 =1 H-] Normal mode, an
error occurred.

2.2.4.3 Emergency Mode

Whenever a standard software upload of the SMB Controller system software via the SMB Controller
Manager is not possible or has proved faulty, you must carry out an emergency upload. For this purpose,
the SMB Controller must be set into the emergency mode.
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The other main purpose of the Emergency Mode is that it allows admin user to log into the Controller
Manager using the default admin password. This is useful when the user forgets the admin's user
password.

o Note:

Entering the emergency mode preserves SMB Controller's IP address.

In emergency mode pattern [14] is displayed.

To enter emergency mode, perform the following steps:

1. Restart the SMB Controller with the Restart button in the SMB Controller Manager System reset view.

» All applications are closed, and the SMB Controller starts up again.
OR shut-down the SMB Controller with a long click (> 5s) of the pilot key (CTRL).

» All applications are closed and SMB Controller changes into the shut-down mode and stays there for
1.5 minutes before it starts up again.

2. Press the pilot key (CTRL) while FO lights up red during start up (pattern [11]).

* As confirmation the FO - F6 LED are rapidly flashing red 4 times (pattern [12]).
» The SMB Controller Emergency software is loaded (pattern [13]).
» The emergency mode is entered and Pattern [14] is displayed.

Table 9: Enter emergency mode

o o o e

[10] = ~11s Power is on, begin
of restart

[11] =] [®&] =1 =] =1 =] =1 =] =1 ~2s Press pilot key to
start emergency
mode

[12] =] [i2°2) [2:2) 21| [2:2) 21| 22 21| - ~2s Confirmation

[13] ] 1 =7 =] =7 =] = =] = ~60 Loading SMB

Controller Emer-
gency software

[14] =] (= (=) 1 (=) 1 (= 1 -] Emergency mode,
default fixed IP
address is active
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F1 F2 F3 F4 F5 F6 SYS Duration Meaning

(= Emergency mode,
default IP address
192.168.104.13/24

S

[19]

Default user account in emergency mode
To access the SMB Controller Manager in emergency mode, enter the following:

Table 10: Default user account in emergency mode

Username admin

Password admin

6 Note:

The default password for emergency mode cannot be changed.

2244 Shut-down mode

If the user has to disconnect the SMB Controller from the power supply, for example for maintenance
purposes, before removing the power source, the user must execute the shut down procedure to put the
SMB Controller into the shutdown mode. This approach allows the applications and the Controller Manager
to save their data and to close in an orderly fashion before the controller gets powered off. The procedure
comprises two main steps in the listed order:

1. stopping the MSL container
2. initiating shut down mode

@ 'mportant:

Before shutting down the controller, you must stop the running MSL container to help prevent
database files corruption of the MSL container and the applications running under the container, such
as MiVoice Business, MBG and the CloudLink.
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e Note:

If the user does not disconnect the SMB Controller power supply after the LEDs FO-F6 stop flashing
RED (shut-down mode), the controller will initiate its restart and execute the Normal mode.

Never disconnect the SMB Controller from the power supply to trigger a restart. This can result in data
losses and prevent a restart.

Combination pattern [17] is displayed during shut-down mode.
Step 1: Stop the MSL Container
Requirements:

The MSL container is installed and its status is Running. If the MSL Container is not installed or its statis is
Stopped, skip this step and proceed with Step 2: Enter shut-down mode on page 20.

1. Log in to the SMB Controller Manager as an admin user.
2. Navigate to Software > Applications.
3. On the Command column of the MSL Container, select Stop from the drop-down menu.

(] Mltel ‘ SMB Controller Manager &I Welcome

System overview —————— ———
System information ;j l_J

Configuration Currently installed applications
Software Name Version Version (Running...) LED assignment Command Status
Applications

@ Mitel-MSL_Container 11.0.105.4-1 LED group F3/F4 v Running.
System software

— Select command —
Security Stop
Maintenance Application files REEEE
Name Version Size uninstall
@  Mite-MSL_Container-11.0.105.4-1.aarché4.rpm.installed 11.0.105.4-1 736.36 MB (772127673 bytes)

Load application file

CAREFULLY READ THE FOLLOWING AGREEMENT - EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENT.IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR SERVER.LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON YOUR COMPLIANCE WITH
THE TERMS OF THIS AGREEMENT

[ Please agree to EULA in order to load the application file

JI

Copyright ® 2023 Mitel Networks Corporation - All rights reserved
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4. Click OK to confirm the request.
The MSL container will enter the Stopping state.

It takes about a minute or two for the MSL container and the applications (MiVoice Business, MiVoice
Border Gateway, CloudLink) running in the container to shutdown orderly, after which the status of the
MSL container shows as Stopped.

(] Mltel ‘ SMB Controller Manager &I Welcome

System overview —————— ———
System information ;j l_J

Configuration Currently installed applications
Suft:ﬂars Name Version Version (Running...) LED assignment Command Status
Applications . X i h I P — y
System software @ Mite-MSL_Container 1.0.105.4-1 LED group F3/F4 — Select command —
Security
Maintenance Application files
Name Version Size
@  Mite-MSL_Container-11.0.105.4-1.aarché4.rpm.installed 11.0.105.4-1 736.36 MB (772127673 bytes)

Load application file

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENT.IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR SERVER LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON YOUR COMPLIANCE WITH
THE TERMS OF THIS AGREEMENT

[ Please agree to EULA in order to load the application file

J I

Copyright & 2023 Mitel Networks Corporation - All rights reserved

5. Once the status of the MSL container has been changed to Stopped, proceed with the Step 2: Enter
shut-down mode on page 20 to shut down the SMB Controller.

Step 2: Enter shut-down mode

Requirement:

The SMB Controller is up and running in normal mode or emergency mode.
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1. Shut-down the SMB Controller with the Shut-down button in the SMB Controller Manager System reset

view.
Cx Mltel ‘ SME Controller Manager A | Welcome
System overview System reset
System information
Conflguration
Software

Security /

Maintenance

Diagnostics

Tools This will shutdown the communication server.
After the shutdown LED FO-FE and the SYS

Sensors

L\ LED are slowly flashing red. You can safely
System events /i H ‘; disconnect the power cable within 90 seconds
before the system starts up again.
Do you really wart to continue?

System reset

o Lo

Copyright @ 2022 Mitel Networks Corporation - All rights reservad

OR
Shut-down the SMB Controller with a long click (> 5s) of the pilot key (CTRL).

* The FO - F6 LED flash orange while the applications are saving their data and are closing (pattern
[18]).

» The flashing orange LED stops and the LED FO - F6 turns solid up orange. During this phase the
SMB Controller is saving its data and is closing (pattern [16]).

* The FO - F6 LED and the SYS LED are slowly flashing red to indicate the shut-down mode (pattern
[17]).

2. You can now disconnect the SMB Controller from the power supply without concerns within the next 90
seconds.

6 Note:

Removing the power cord before or after the controller is in shutdown mode could corrupt the
database.
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It is recommended to shut down the SMB Controller using the CTRL key procedure.

Table 11: LED Patterns During Shut-down Mode

=

[15] | m=m

Duration

FO | F1 | F2 | F3 | F4 | F5 | F6 | SYS
=S == === = |

up to 5 min.

About SMB Controller

Applications are
saving their data
and are closing

[16] | m=m @ | [ (= | = | @ | = | = | E ~20s SMB Controller is
saving its data and
is closing

[17] | =m NN SN ERN SEN oNN SRl RN o ~90s SMB Controller is in

shut-down mode

Once

2.2.5

Configure User Access Control

The SMB Controller system software includes Controller Manager. The MSL System software includes
Server Manager. Both the Controller Manger and the Server Manager are web-based configuration tools
offer a simple, user-friendly interface and an online help for some basic configurations possibilities and
maintenance tasks.

Access to both Managers configuration is password-protected. Users wanting to log in to either of the
Managers are prompted for the username and password. Both managers feature default admin user.

The following table shows the subset of the configuration operations supported in each interface.

User Interface

Operation

Comments

SMB Controller Manager

SMB Controller IP Address

DNS and Domain

Also contains Domain Name and
DNS servers to use.
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User Interface

Operation

Comments

Install software

Installation of both system and
application software.

Date and Time

Defines NTP Server

Server Manager

MSL IP addresses

Defines LAN/WAN IP Addresses

MSL Backup Includes backup of applications
installed in MSL (MiVoice Business +
MG, MiVoice Border Gateway, Mitel
Performance Analytics Probe)

SOS Logs Includes logs from MSL, and its

installed applications (MiVoice
Business + MG, MiVoice Border
Gateway, CloudLink Gateway, Mitel
Performance Analytics Probe)

A\ Warning:

The MSL admin account is separate from the SMB Controller Manager admin account. Changes to the
"admin" password in MSL is not reflected in SMB Controller Manager (and vice versa).

The MiVoice Business is managed by a system user in the System Administrator Tool.

2.3 Network Scenarios

Following are some typical Network Scenario examples.

6 Note:

The SMB Controller does not support 802.1p ethernet priority. For more details, see note in the topic
SMB Controller Overview on page 7.
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MiVoice Business on the SMB Controller using external MiVoice Border Gateway SIP Trunks

a SMBC N
i (MiVoice Business ) N CloudLink Gateway
Integrated (MiVB) Blade Mitel CloudLink Tunnel
g . Performance
Configuration e ot Anialytics Gateway [P
legrldélcw) Server Gateway (M PA) Probe (céII-GdW)
ade ade

- Blade N CloudLink Gateway

\ \ (Etno) / Y Call Server

[ Server Manager (SM} ) Telephony Adapter

(CSTA) Proxy and
\ J REST APl

( FXO Card(s) J(FXS Card(s) | FXS Portsj
L 1 _/

GO

Analog Analog
Trunks Devices

F . | Teleworker

i Devices

SIP Trunks

Gateway
(MBG)

IP Devices

MiVoice Business on the SMB Controller - Telephony Only using Embedded MiVoice Border Gateway
SIP Trunks

@ SMBC N
(M i E N i
MiVoice Business CloudLink Gateway
bl S MiVoice Border Perfrrllt:"l:mce LS Tunnel
Configuration v : Gat
Wizargd (ICW) scall GMtedla Gateway (MBG) Blade Analytics ((?L‘:EWV\?'
erver ateway s
Blade (vt Petmagiiae = Cril (MPBAI)adP;"be Blade CloudLink Gateway
= - i Call Server
N L daiks Telephony Adapter
( Server Manager (SM) (CSTA) Proxy and
] i REST API
Mitel Standard Linux (MSL)

[ FXO Card(s) )[FXS Card(s) | FXS Portj

U .
Customer i
LAN . @ L\
SIP Trunks Analog Analog
Trunks Devices
IP Devices
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» MiVoice Business on the SMB Controller - Telephony using embedded MiVoice Border Gateway SIP
Trunks with Teleworkers

& SMBC )
(MiVoice Business\ CloudLink Gateway
(MiVB) Blade Mitel Tunnel
Canfgesnn MiVoice Border | | Performance | | 2l CUlK
Wizard (ICW) Call Media Gateway (MBG) Blade Analytics (CLGW)
Blad Server | Gateway (Server Gateway Mode Onyy) (MPA) Probe Blad .
ade LAN WAN Blade ade Clougé.lllné(eeaéfway
TV
LN Q L m . Telephony Adapter
( Server Manager (SM) ) (CSTA} Proxy and

REST API

Mitel Standard Linux (MSL)

[ FXO Card(s) J[FXS Card(s) / FXS Ports]
I I j

Analog Analog
Trunks Devices

IP Devices Teleworker Devices

* MiVoice Business on the SMB Controller — Branch Offices with Telephony with Teleworkers

Branch Office Branch Office Branch Office Branch Office

smec swBc swec sMBc
FX0 Cardls) (XS Cards) /xS ports ) (Procus) )[Fxs cardts) s pons #X0 Cardls) (FXS Card(s) | Fxs ports 0 cardte) )(Fxs card) | Fis ports

MBG

MiCollab

Main Site / Data Center
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* MiVoice Business on the SMB Controller — Call Recording — External Teleworker Secure Recording
Connector (SRC) function as part of the MiVoice Border Gateway Teleworker solution.

4 SMBC h

MiVoice Border

(MiVoice Business (MiVB)J Gateway (MBG)
Secure Recording

Connector (SRC)

N 4

Teleworker Devices

* MiVoice Business on the SMB Controller — Call Recording — Internal without MiCollab Internal Devices
can be Teleworker or deploy an additional local MiVoice Border Gateway in LAN Mode.

SMBC A

MiVoice Border
( MiVoice Business (MiVB)] Gateway (MBG)

Secure Recording
Connector (SRC)

MiVoice Border
Gateway (MBG)
Secure Recording
Connector (SRC)

IP Devices

Teleworker Devices
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* MiVoice Business on the SMB Controller — Call Recording — Internal with MiCollab uses the MiCollab
MiVoice Border Gateway in LAN Mode as the SRC.

SMBC

MiVoice Border
(MiVoice Business (MiVB)J Gateway (MBG)

Secure Recording
Connector (SRC)

MiCollab

MiVoice Border

MiCollab Slevy INBG)
Secure Recording

Connector (SRC)

Teleworker Devices

* MiCollab Integration

4 MiCollab )

MiVoice Border

MiCollab Gateway (MBG)
MBG Licensing and

Clustering

A\ y

MiVoice Border

MiVoice Business Gateway (MBG)
(MiVB) AWV and MiCollab
Client anrarding
SMBC )
MiVoice Border
MiVoice Business Gateway (MBG)
(MiVB) AWV and MiCcllab

Client Forwarding

MiCollab Integration
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» Call2Teams Solution with the SMB Controller — Multi-Tenant Cloud Service - Registers a Teams Client
as a SIP Device on the existing PBX via the MiVoice Border Gateway just like a SIP Phone does.

SMBC
(MiVoice Business | MiVoice Border
(MiVB) Gateway (MBG)
Cloud/Office
365 g
7 Call2Teams ™ @
Regional Cluster
Direct Routing SBCs = PBX-Facing SBCs
| 3 5 : < Teleworker
Primary Direct Routing SBCs P Primary PBX SBCs Devices
Teams End
| A, aEmwn, 0 e, User Client
%Secondary Direct Routing SBCsE Secondary PBX SBCs

2.4 Hardware Installation

This section describes the procedure for installing SMB Controller hardware and the conditions to be
observed. It also describes mounting the Controller on a 19" rack, and the correct way to connect the
earthing and the power supply.

Other topics described in this section contain instructions for fitting the system modules, interface cards,
DSP cards, and the relevant wiring adapters.

Finally, the chapter also describes the network and terminal-side connection of the interfaces and the
installation, powering on, and connection of system terminals.

2.4.1 Safety Information

Reference to hazards

Hazard warnings are affixed whenever there is a risk of improper handling exposing people to danger or
causing damage to the MiVoice Business product. Note these warnings and follow the guidelines at all
times. Take note, in particular, of the hazard warnings contained in the user information.

A\ Warning:

Warning indicates a potentially hazardous situation which, if not avoided, could result in death or
serious injury.
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A\ CAUTION:

Caution indicates a potentially hazardous situation which, if not avoided, could cause minor or
moderate injury and/or damage to the equipment or property.

These symbols may appear on the product:

The lightning flash with arrowhead symbol, within
A an equilateral triangle, is intended to alert the
user to the presence of uninsulated dangerous
voltage within the product’s enclosure that may
be of sufficient magnitude to constitute a risk of
electric shock.

The exclamation point within an equilateral triangle
A is intended to alert the user to the presence of
important operating and maintenance (servicing)
instructions in the literature accompanying the
product.

Indicates ESD components. Failure to observe
Arad information identified in this way can lead to
damage caused by electrostatic discharge.

The ground symbol within a circle identifies that
the product must be connected to an external
conductor. Connect the product to earth ground
before you make any other connections to the
equipment.

Installation and operating instructions
Before you begin with the installation of the SMB Controller:

* Check that the delivery is complete and undamaged. Notify your supplier immediately of any defects; do
not install or put into operation any components that may be defective.

» Check that you have all the relevant user documents at your disposal.

» Configure this product with only the assemblies specified and, in the locations, stated in the System
Components section of this user documentation.

* During the installation follow the installation instructions for your SMB Controller in the sequence that is
given and observe all the safety warnings they contain.
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A\ CAUTION:

Failure to follow all instructions might result in improper equipment operation and/or risk of
electrical shock.

« Install all wiring according to local, state, and federal electrical code requirements.

* Do not connect telecommunications cabling to the system, service the system, or operate the system
with the grounding conductor disconnected.

» Ensure the AC receptacle is installed near the equipment and easily accessible.
* Use only Mitel-approved power adapters.

Any servicing, expansion, or repair work is to be carried out only by trained technical personnel with the
appropriate qualifications.

Opening the SMB Controller - Safety Precautions

Be sure to observe the following safety regulations before carrying out work inside a communication
server:

A\ CAUTION:

Components, interface cards or system modules can be damaged by electrical voltage. Always shut
down, then disconnect the communication server from the power supply and then wait for 3 minutes
before removing the housing cover.

A\ CAUTION:

Components can be damaged by electrostatic discharge when touched. It is strongly recommended to
use an ESD earthing strap connected to the chassis of the communication server before carrying out
work inside the housing. This also applies to interface cards and system modules that are no longer
packed inside the ESD protective wrapping. Removed components should be stored and transported
in appropriate ESD shielded packaging.

1. Disconnect the Power Supply.
2. Remove the cover.

3. Ensure that the earthing wire has been connected to to the ground terminal on the bottom plate as
shown in the Figure 5: Earthing (Grounding) the SMB Controller on page 31.

Instructions on how to install the earthing wire are provided in the section Earthing and protecting the
communication server on page 59.

4. Ensure that your ESD earthing strap is connected to ground before working inside the controller.
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Figure 5: Earthing (Grounding) the SMB Controller

2.4.2 System Components

The following figure shows the components of the Mitel SMB Controller complete with mounting options.
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Figure 6: System components with mounting options

24.3 Hardware

The SMB Controller is based around an ARMv8 64-bit CPU and comes with six embedded Foreign
Exchange Station (FXS) ports for analog devices.

The SMB Controller comes with an 8 GB of RAM, a 1.6 GHZ Quad Core CPU, and 38 GB of storage.

0 Mited SME Controlier B/38G
53 FXS1 FXSH FXSS

[ Control Key [ Ethernet Interfaces 0 - 2

Interface Interface
Card 1 Card 2

Interface Interface
Card 3 Card 4

Six Embedded
Fi5 Interfaces

Figure 7: SMB Controller Front Panel

For networking, there are three physical networks adapters. but only two are used (EthO and Eth1).

e Note:

Do not connect anything to Eth2.
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e Note:

There are no physical ports for Audio Inputs or Outputs for MOH and Paging. See Music On Hold.
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Figure 8: SMB Controller Internal

o Note:

To install or remove Interface or DSP cards, power down the system, and unplug the power cord.
Follow the proper Electrostatic Discharge (ESD) precautions. Ensure the chassis is grounded, see
Earthing (Grounding) the SMB Controller. Wait three minutes before touching the hardware. For more
details see, Installing the Interface and DSP Cards.

Some SMB Controller hardware information are as follows:
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» The SMB Controller has an Equipment ID (EID) that is hard coded on the Processor Board.
» Four optional expansion interface cards can be installed.

» The number of supported users, Voice over Internet Protocol (VolP) Channels, and Voice Mail / Auto
Attendant Ports depends on the number of DSP Cards in the system.

2.4.3.1 Summary of Parts for MiVoice Business on SMB
Controller

Part Number Comments

50008381 SMB Controller 8/38G SMB platform

20351208 System module 2 DSPX | See section System Configurations on page 34
for information about system configurations by
number of DSP cards required.

0 Note:

At least one System Module 2 DSPX
resource card with part number 20351208 is

required.
20350436 Expansion interface 4 FXS ports
card 4 x a/b
50008254 SMB Controller Trunk 2 Port FXO
card 2FXO
50008255 SMB Controller Trunk 4 Port FXO
card 4FXO

2.4.3.2 System Configurations

The MiVoice Business solution on SMB Controller is recommended to be deployed as either an up to 80-
user system or an up to 150-user system.

The number of supported users and the number of available VoIP channels are determined by:
* The number of DSP expansion cards installed in the system
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» The number of configured VM ports
» The number of configured voice compressions.

For more information about how DSPs are used and for system configuration information, see DSP
Allocation.

e Note:

CPQ determines the DSP card requirements.

Embedded T.38 is not supported. FAX modems can be supported by Modem-Over-IP using G.711
functionality or via an external analog gateway device, such as AG4124.

There are two options to ensure G.711 only mode on FXS/FSO:

» Assign 0 compression options in the License and Option Selection form.

» Ensure that all the SIP and IP Trunks the system interfaces with for modem calls are placed in the
same Compression Zone as the system. This is provisioned in the Network Element form.

2.4.3.3 SMB Hardware Version

It is important to identify your system version before performing any maintenance or upgrades. The system
hardware version is identified via a label at the bottom of the box.

The software releases needed for each hardware version are as follows:
» For Rev A hardware version, the minimum required software release is MiVoice Business version 10.0.

* For Rev B hardware version, the minimum required software release is MiVoice Business version 10.0
SP1.

o Important:
It is important to ensure the correct software release is installed for your hardware version.

Document Version 1.0

System Manual for Mitel SMB Controller




About SMB Controller

5601057401RE Rev BO1

re Version Label Hardware Version

Figure 9: SMB Controller Part Number and Hardware Version Label

The label on the system denotes both the part number and hardware version number. In the above

example a Rev B SMB system is shown as it is identified as a BO1 system. (6601057401RB is the part
number).

You can also determine the installed hardware version in the System Information page on SMB Controller.
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CI Mi tel ‘ SMB Controller Manager A | Welcome
System overview General
System information Host name SMBCv2
Configuration Domain mitel.com
Software Equipment ID (EID)
Security Uptime 38d 4h 9m 4s
Maintenance
Diagnostics System time 2023-03-06 10:20
Tools Management version Mitel Embedded Linux Distribution 1.3.0.27 (Beryllium)
Sensars Firmware version (U-Boot / Device Tree) 0.0011/1.1.1.0
Syslem events RAM size / Dick size 8GB/3793GB
System reset CPU clock speed 1600 MHz
Call server MiVoice Business
Mainboard {SMB) CPU module (CPM-4)
Serial number 3IMEFW2239D021W4 3MFFW2239A031R9
PCBA number 5601022202R 5601057301R
Revision D /02 AlD3
HW 1D / HW version 1/00 03701

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEFTANCE OF THIS AGREEMENT.IF YOU
DO NOT AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOQUR SERVER LAWFUL USE OF THE SOFTWARE IS
CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT

License terms for the Open Source components included in this software

Copyright © 2022 Mitel Networks Corporation - All rights reserved

Figure 10: Hardware IDs of CPM Cards and Mainboard (Rev A)

* Rev A systems are those with a mainboard ID of 11/00 or lower and a CPU module version of 3/01.
* Rev B systems are those with a mainboard ID of 12/00 and a CPU module version of 3/02.

The Figure 10: Hardware IDs of CPM Cards and Mainboard (Rev A) on page 37 shows an example of
Rev A system.

The Figure 11: Hardware IDs of CPM Cards and Mainboard (Rev B) on page 38 shows an example of
Rev B system.
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(] Mltel | SME Controller Manager ®I Welcome NEREAl o
System overview General
System information Hostname SMBCv2
Configuration Domain
User Equipment ID (EID)
IP netwark
Uptime 14m 16s
Date and Time
System time 2022-12-13 18:17
Software
Security Management version Mitel Linux Di 13.025
Maintenance Firmware version (U-Boot / Device Tree) 0.0.0.41/1.1.1.0
RAM size | Disk size 8GB/37.97 GB
CPU clock speed 1600 MHz
Call server Mivoice Business
Mainboard (SMB) CPU module (CPM-4)
Serial number IMEFW2302E0304A 3MFFW23058031H5
PCBA number 5601022202R 5601057301R
Revision £103 B/03
HW D /HW version 12702 03102

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENTIF YOU DO NOT AGREE TO THE TERMS
OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR SERVER LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF
THIS AGREEMENT

License terms for the Open Source components included in this software

Copyright © 2022 Mitel Networks Corporation - All rights reserved

Figure 11: Hardware IDs of CPM Cards and Mainboard (Rev B)

24.3.4 Installing the Interface and DSP Cards

In addition to the platform and the embedded interfaces, the SMB Controller also supports four expansion
interface cards. An interface card can be inserted into any free interface card socket.

o Note:

Before opening the SMB Controller for any repair or troubleshooting, read the product information and
safety instructions carefully.

To prevent damage to the components, always follow proper ESD procedures. This also applies to
handling interface cards, processor cards, and system modules that are not inside ESD-protective
wrapping.

To install an interface card:

1. Disconnect the power supply.
2. Remove the cover.

3. Connect the earthing wire to the ground terminal of the bottom plate, see Earthing and protecting the
communication server on page 59.

4. Insert the interface cards into the IC1, IC2, IC3, and IC4 slots by placing the interface card at a slight
angle into the required slot and carefully pressing the interface card down until the two metal clamps
engage.

5. Insert the corresponding wiring adapters into the WA1, WA2, WA3, and WA4 sockets. See the imprint
on the adapters for orientation.

Document Version 1.0
System Manual for Mitel SMB Controller




About SMB Controller

6. Insert the DSP modules into the DSP Slot on the mainboard by replacing the fastening screw with the
standoff supplied with the module.

7. Align the DSP module into the DSP slot and press down evenly on both connectors until they stop.

o Note:

A maximum of three DSP modules can be stacked. At least one DSP module is required in addition
to the onboard DSP.

8. Repeat steps 6 -7 for all DSP modules and then secure the final module with the fastening screw.

A maximum of three DSP cards can be stacked.
9. Attach the cover.

2.4.3.5 FXS terminal interfaces

The six FXS terminal interfaces of the mainboard are permanently routed to the front panel and labelled
accordingly. The two remaining RJ45 sockets, which are not labelled, empty and cannot be used. With
the appropriate interface cards and wiring adapters, additional FXS terminal interfaces can also be made
available at the RJ45 sockets 1.x. 4.x. The possible RJ45 sockets are highlighted in color in the following
figure.

Figure 12: Connection possibilities for FXS terminal interfaces

FX51 FX531 FXES

2.4.3.5.1 FXS interfaces

Feature MiVoice Business on SMB Controller
Pulse Dialing No
DTMF Dialing Yes
High Voltage MWI Yes, for on-board FXS
No, for FXS expansion cards
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Feature MiVoice Business on SMB Controller
FAX Yes

MODEM Yes. Modem is supported via VBD
Door Phone Yes

A\ CAUTION:

Terminals connected to FXS interfaces can be damaged if the configuration of the system is incorrect.

o Note:

Circuit type as per EN/IEC 60950: TNV-2

The following analogue terminals can be connected:

* Analogue phones with DTMF (earth key are not supported)
» Radio units for cordless phones

Group 3 fax 2

* Answering machines
* Modem

*  Music on Hold (MoH)

FX5 interface

Figure 13: Connection for FXS mode Analog Music on Hold

The no-load voltage at the ports is approx. 53 VDC. The loop current is limited to 25 mA.

2 Transmission with the T.38 protocol is recommended for Fax over IP.
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Ports FXS1...FXS6 on the mainboard are designed for long lines and support "High voltage" for the
message LED. The no-load voltage at these ports is 48 VDC. The ports of interface cards (ETAB4) have a
no-load voltage of 53 VDC. The loop current is limited to 25 mA on all ports.

Table 12: Cable requirements for FXS mode: Phone/fax

Ports FXS1...FXS6

Ports of interface cards

(ETAB4)

Core pairs x cores

Stranded

only with lengths > 200 m

only with lengths > 200 m

Wire diameter, core 04 ...0.8mm 04 ...0.8mm
FXS resistance max. 2 x 625 Q max. 2 x 250 Q
Line length 0.6 mm diameter max. 10 km max. 4 km

Screening

not required

not required

Table 13: Specification for FXS (used for USA/Canada only)

Parameter Interface FXS1...FXS6 of Mitel SMB Controller
OPS Loss Plan Support No

DNIC Support No

LS Trunk Support Yes

LS Class Support Yes

GS Trunk Support No

REN per line (ONS) 2
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Interface FXS1...FXS6 of Mitel SMB Controller

Open circuit Ringing Voltage (VRMS)

Nominal = 70V (trapezoidal balance) or 40V rms
(sinus wave)

o Note:

This setting is country dependent.

ONS Loop Length (Miles)

600 Ohm Loop (with 300 Ohm Set)
3.45 (22AWG)
217 (24AWG)

1.33 (26AWG)

ONS Line Feed Voltage

30V for normal

56V for long loop

ONS MWI Lamp Strike Voltage (VDC)

The following formats are supported:

High voltage (>90Vdc)

o Note:

This setting is country dependent.

* Low voltage LED type: 12Vrms at 20Hz for
100ms

+ FSK
» Polarity reversal

244 Mounting the SMB Controller

The SMB Controller is suitable for both wall and desktop installation as well as for mounting in a 19" rack.
Different mounting sets are available for each type of installation.
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2441 Equipment supplied

The equipment supplied with the SMB Controller includes:

* Mitel SMB Controller communication server with a CPU module fitted and a fan mounted

» Set of screws for wall or desktop installation and earthing connection

* Snap-on tag

» Power supply (The power cord is a separate part and this needs to be ordered depending on country)

Part Number Description

51000582 PWR CRD C7 2.5A 250V-UK UK, Hong Kong, Ireland,
PLUG 3A FUSE Singapore, Saudi
51004990 PWR CRD C7 2.5A 250V- Europe
EURO PLUG
51011501 PWR CRD C7 2.5A 250V - Australia, New Zealand

AUSTRALIAN PLUG

51005172 PWR CRD C7 2.5A 10A 125V- | North American
NA PLUG NON POLRIZD

* Product information

2.4.4.2 Mounting options

Mitel SMB Controller includes all the materials required for wall or desktop installation. Additional rack
installation sets are required for a 19" rack installation.

For wall mounting, all the connecting cables can be concealed behind a cable cover. This cable cover set
can be ordered as an option.

e 20350236 - SMBC Rack Mount Kit
e 20350090 - SMBC Cable Cover Kit

2.4.4.2.1 Cable cover set

Equipment supplied:

» Cable cover

» Left-hand bracket for cable cover

» Right-hand bracket for cable cover
» Screw set
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24422 Mitel SMB Controller rack-mounting set

Equipment supplied:

* 2 mounting plates for rack installation
+ Screw set

2443 Location requirements

The following location requirements must be observed when positioning the SMB Controller.

A\ Warning:

Failure to observe the location requirements can cause the SMB Controller to overheat, damaging
electrical components and/or the surrounding area.

Heat radiation Do not position in direct sunlight or near radiators or near other
heating sources

EMC Do not position in strong electromagnetic fields of radiation (for
example, near x-ray equipment, or welding equipment).

Heat dissipation Rated at 35 Watts, or 119.35 BTU/hr.
Do not place any object on top of the SMB Controller.

Observe the clearance requirements for wall mounting and desktop
installation (see minimum distance guidelines for wall mounting
(front panel facing to the right) and minimum distances for wall
mounting (front panel facing downwards)).

In a rack installation, the space to the left and right between the SMB
Controller and the wall of the 19" rack must remain empty.

Power Requirements 75 Watts

Noise Level at a distance of 1 30 dBspl(A)
meter, 100-1000 Hz

Environment Ambient temperature 5°C to 45°C

Relative humidity 30 to 80%, non-condensing
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An event message is generated if the heat dissipation is insufficient. Appropriate measures must be taken
immediately to improve the heat dissipation; for example, by providing the required clearances or lowering
the ambient temperature.

24.4.4 Wall mounting

There are two variants of wall mounting. In the first variant, the front panel faces right (see Minimum
distances for wall mounting (front panel facing to the right)); in the second, it faces downwards (see
Minimum distance guidelines for wall mounting (front panel facing downwards)). The wall-mounting option
chosen will depend on the way the cables are routed. The LED display remains visible whatever the
mounting position, even when the cable cover is fitted.

A\ CAUTION:

A wall-mounting option in which the front panel faces upwards or to the left is not permitted.
Inadequate heat dissipation can damage the SMB Controller.

24441 Wall-mounting procedure

Minimum distances

To ensure adequate heat dissipation, minimum distances need to be maintained with other objects such as
cable ducts, cabinets or mobile objects. Maintaining minimum distances also allows the installation of the
cable cover and the possibility of suspending the SMB Controller into and out of the wall-mounted screws.

The two diagrams illustrate the two wall-mounting methods.
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Figure 14: Minimum distances for wall mounting (front panel facing to the right)
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Figure 15: Minimum distances for wall mounting (front panel facing downwards)
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Drilling template

The drilling template is provided in the packaging box of the communication server.

Wall-mounting procedure

Materials required:

Screw set for wall/desktop installation
6 mm drill bit
Screwdriver

To mount the SMB Controller to the wall, proceed as follows:

a WD

o © 0 N O

12

. Make sure you observe the minimum distances from other objects, walls or ceilings as shown in

Minimum distances for wall mounting (front panel facing to the right) and Minimum distances for wall
mounting (front panel facing downwards).

. Drill the three dowel holes.

. Insert the dowel plugs.

. Screw in the two shorter upper dowel screws (position A or B).

. Shut down the SMB Controller (see Shut-down mode) and disconnect it from the power supply.

6 Note:

Be sure to observe the safety regulations.

. Remove the housing cover.

. Connect the earthing wire (see Earthing and protecting the communication server on page 59).

. Suspend the housing of the SMB Controller from the screws.

. To secure the SMB Controller, screw in the long lower dowel screw (position C).

. Fit the housing cover.

. Secure the snap-on tag to the front panel or to a suitable position on the housing cover. The holes in

the housing cover are spaced in such a way that the snap-on tag can be secured both lengthways and
crossways.

Reconnect the SMB Controller to the power supply.

24.4.5 Desktop installation

To protect the cable connections, the SMB Controller can also be secured using three screws. The
procedure applies as for wall mounting (see Wall-mounting procedure).
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A\ CAUTION:
To ensure adequate heat dissipation, make sure that no objects are placed on top of the SMB

Controller (see also Location requirements). Minimum distances must also be observed as shown in

24.4.6 Rack-mounting

The rack-mounting set allows the SMB Controller to be installed horizontally on a 19" rack. Be sure to
observe the following:

* The SMB Controller takes up the space of 1.5 height units inside the 19" rack. (1 Unit corresponds to
44 .45 mm).

* The holes in the mounting plates allow two SMB Controllers to be placed directly above each other with
a space requirement of three units. Different holes in the mounting plates are used for this purpose (see
the figure Placing two SMB Controllers above each other inside a 19" rack).

* The space on the left and right between the SMB Controller and the panels of the 19" rack is for heat
dissipation and must remain clear.

* With interface cards that have more than 8 ports it is advisable to route the cabling via a fan-out panel
(FOP) (1 height unit).
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Figure 16: Placing two SMB Controllers above each other inside a 19" rack
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24.4.6.1 Rack-mounting procedure

Materials required:

» Rack-mounting kit
» Screw set for wall/desktop installation
» Screwdriver

To rack-mount a SMB Controller, proceed as follows:

1. Pull off the screw covers on the left and right of the front panel.

2. Secure the mounting plates to the SMB Controller using the M4 screws. Make sure the front panel and
the mounting plate are aligned.

3. Shut down the SMB Controller (see Shut-down mode) and disconnect it from the power supply.

A\ CAUTION:

Be sure to observe the

4. Remove the housing cover.
5. Connect the earthing wire (see Earthing and protecting the communication server on page 59).
6. Fit the housing cover.

7. Secure the cage nuts in the appropriate positions in the rack's fastening rails (see Placing two SMB
Controllers above each other inside a 19" rack).

8. Secure the SMB Controller to the rack’s fastening rails using the M6 screws, the plastic washers and
the cage nuts.

9. Fasten the snap-on tag to the front panel.
10. Reconnect the SMB Controller to the power supply.

Installing the cable cover

Materials required:

» Cable cover set
e Screwdriver

To install the cable cover, proceed as follows:

1. Pull off the screw covers on the left and right of the front panel.

2. Use the M4 screws of the cable cover set to secure the brackets for the cable cover to the SMB
Controller.
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e Note:

The two brackets are not identical. Compare the cable brackets with the ones in Installing the
brackets for the cable cover.

3. Fit the cable cover over the brackets from above until they are felt to engage.

Figure 17: Installing the brackets for the cable cover

e Note:

To remove the cable cover reach into the side openings of the cover, gently press the two
(engaged) lugs outwards and remove the cover.

24.4.7 Connecting the SMB Controller

There are two possibilities for connection to the telephone network and the terminal-side cabling:

» Direct connection

» Indirect cabling via (main) distribution frame and any universal building cable installation (UBC) (see
also Connecting to a UBC via a (main) distribution board (example) and Connecting to a UBC via wiring

center (example)).
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Figure 18: Direct cabling (left) and indirect cabling

Communica-
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lk_v {Main) distributicmn
(right) board

On the front panel all the connections are made using RJ45 connectors.

24.4.7.1 Direct connection

Standard commercial cables are used to connect directly to the telephone network. Details can be found in
the Chapter Network interfaces.

244.7.2 Indirect connection

There are two possibilities for connecting the SMB Controller indirectly to the telephone network and
terminal-side cabling:

» Connection via main distribution board
» Connection to a universal building cable installation (UBC)

24.4.7.2.1 Connection via main distribution board

The interface sockets on the front panel and on the fan-out-panel (FOP) where applicable are connected

with the (main) distribution frame or the patch panels using either patch cables or prefabricated system
cables (see Equipment Overview).
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Figure 19: Connection via main distribution board

Prefabricated system cable 4 x RJ45

About SMB Controller

With terminal cards with eight or more interfaces, some or all of the RJ45 sockets are assigned four-fold on
the front panel of the Mitel SMB Controller. With this cable, they can be connected without the use of a fan-
out-panel (FOP). The cable is 6m long and at one extremity has four RJ45 connectors on which all the pins

are wired.

Table 14: Schematic diagram of prefabricated system cable 4 x RJ45 x 8 Pin

Stranded element Core color

Cable designation

Port

Two-wire
connection

1 white

blue

x.1b

turquoise

X.2a

violet

x.2b

2 white

X.3a

orange

x.3b

turquoise

x.4a
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Stranded element | Core color Cable designation Port
Two-wire
connection

violet 8 x.4b

3 white 2 4 x.1a

blue 5 x.1b
turquoise 3 X.2a
violet 6 x.2b

4 white 1 x.3a

orange 2 x.3b
turquoise 7 x.4a
violet 8 x.4b

5 white 3 4 x.1a

blue 5 x.1b
turquoise 3 x.2a
violet 6 x.2b

6 white 1 x.3a

orange 2 x.3b
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Stranded element | Core color Cable designation Port
Two-wire
connection

turquoise x.4a
violet x.4b

7 white x.1a

blue x.1b
turquoise X.2a
violet x.2b

8 white x.3a

orange x.3b
turquoise x.4a
violet x.4b

Prefabricated system cable 12 x RJ45

The cable is 6 m long and, at one extremity, has 12 RJ45 connectors for the interfaces on the front

panel. Two of them have 4 cores; the others, 2 cores. This means the cable is suitable for connecting the

following interfaces:

» 10 terminal interfaces (DSI, or FXS) or a combination thereof.
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e Note:

This cable cannot be used to connect Ethernet interfaces. For Ethernet interfaces, use standard
commercial connecting cables.

Table 15: Schematic diagram of prefabricated system cable 12 x RJ45

Stranded Core color Cable Signal Signal
element designation
Connection Connection
four-wire four-wire
1 white 1 4 f a
blue 5 e b
turquoise 6 d -
violet 3 c -
2 white 2 4 f a
blue 5 e b
turquoise 6 d -
violet 3 c -
3 white 3 4 - a
blue 5 - b
turquoise 4 4 - a
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Stranded Core color Cable Signal Signal
element designation
Connection Connection
four-wire four-wire
violet - b
4 white 5 - a
blue - b
turquoise 6 - a
violet - b
5 white 7 - a
blue - b
turquoise 8 - a
violet - b
6 white 9 - a
blue - b
turquoise 10 - a
violet - b
7 white 11 - a
blue - b
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Stranded Core color Cable Signal Signal
element designation
Connection Connection
four-wire four-wire
turquoise 12 4 - a
violet 5 - b
S

2.5 Power Up the SMB Controller

The SMB Controller is powered as standard with 230 VAC or 115 VAC. To ensure that its operation is
maintained even in the event of a mains outage, an external uninterruptible power supply (UPS) must be
used.

2.5.1 115/230 V power supply

The SMB Controller is powered by the supplied power supply unit. The power supply unit is connected to
the mains using a two-pin standard power cable.

A\ Warning:

Hazard due to heat generation in the event of short-circuits. The mains power supply connection must

be protected with 16 A maximum in countries with 230 V mains power (for instance in Europe), and
with 20 A maximum in countries with 115 V mains power (for example, in North America).

Also note the following points:

» The mains connector acts as a disconnecting device and must be positioned so that it is easily
accessible.
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» Use only the power supply unit supplied.

RS PGSl PSS

RSl FRGd PiSd

T i —
L 13 B 4&

Mains power 1.5m Power supply 1.8 m

Figure 20: Powering the SMB Controller from the mains

2.5.2 Uninterruptible power supply (UPS)

The use of an external uninterruptible power supply (UPS) is recommended to ensure operation of the
controller during a power failure.

The UPS battery capacity is rated according to the SMB Controller's primary power requirements and the
required bridging time. The following table shows the maximum power requirements of the SMB Controller
in its maximum configuration and maximum traffic volume.

Table 16: Maximum power requirements of the communication server

Communication Server Maximum power requirements

Mitel SMB Controller 150 VA

The battery capacity required [Ah] can be calculated using the battery voltage and the maximum bridging
time. It is important to note that the battery must never be allowed to become completely discharged and
that in typical conditions only approx. 60% of the maximum power requirements is needed.

o Note:

The uninterrupted operation of the SMB Controller is ensured if the UPS takes over the power supply
within 20ms of the mains outage.
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2.5.3 Earthing and protecting the communication server

The protective earth and equipotential bonding are important integral parts of the safety concept: Standard
EN/IEC 62368-1 relevant to safety matters stipulates protective earthing.

A\ CAUTION:

High leakage currents can occur as a result of connecting to the communication network. Establish
an earth connection before connecting to the communications network.Disconnect the communication
server from the communications network before carrying out maintenance work.

A\ CAUTION:
Transient overvoltage can occur on the mains and on the communications network. Protect each line
installation leading from the building by using one surge voltage protector per core at the isolating
point (main) distribution frame or entry point into the building.

Operation on an IT current distribution system:

The communication server can be operated on an IT power distribution system as per EN/IEC 62368-1
with voltages of up to 230 VAC.

Connecting the earthing wire

The communication server's earthing connection is located at the front left on the underside and can only
be connected once the housing cover has been removed. The earthing wire is secured by a screw, spring
washer and serrated lock washer, which are included in the screw set of the communication server. The
serrated lock washer must rest against the metal housing of the communication server.
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Figure 21: Earthing connection

0 Note:

In the case of an indirection connection make sure that the communication server's earthing wire does
not form any earth loops with the earthed cable screenings of the installation cables leading up to the
(main) distribution frame. The cables should be kept as short as possible and laid out in parallel.



About Mitel Standard Linux 3

This chapter contains the following sections:

*  Server Manager

Mitel Standard Linux (MSL) is an operating system that provides a base for managing the applications, and
services from the Mitel Applications Management Center (AMC).

The MSL provides Server Manager Web Ul that can be used to install and upgrade the blade applications,
including:

* MiVoice Business (MiVB).

* MiVoice Border Gateway (MBG).

e CloudLink Gateway (CLGW).

* Mitel Performance Analytics (MPA) Probe.

MSL allows you to set IP Address(es) for MIVB/MBG, DHCP Server, Backup/Restore of the solution, and so on.

3.1 Server Manager

Server Manager is a web-based application that allows you to manage the MSL, and to perform
administrative tasks on the MiVoice Business system. Server Manager is available once you install MSL
Container.
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‘ MiVoice Business

Applications
A Welcome to the server manager

CloudLink Gateway . , X 3 2
This server is a very secure, reliable and cost-effective platform for an expanding range of bu

Servicelink available for this platform, please contact your authorized reseller.
Blades

Status

To perform a system administration function, click ane of the links in the menu on the left of v

Administration
Web services
Backup

Restore

View log files

Event viewer
System information
System monitering
System users

Shutdown or reboot

Security
Remote access
Syslog
Web Server
MBG client certificates

Configuration
IP settings
Metworks
E-mail settings
Google Apps
Cloud Service Provider
DHCP
SNMP

Raview configuration

Miscellaneous
Support and licensing
Help

Figure 22: Server Manager Configuration Tool

Table 17: Panels and Functionality

Grouping Functionality

ServicelLink Blades Provides blade install/upgrade/
removal.

Status Provides AMC syncs, ARID
registration/de-registration,
offline syncs.
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Grouping Functionality

Administration Web services Permits configuration of MSL's

web services interface, and the
clients that are permitted to use
it.

Backup Backs up system and allows
for applications to include their
backups as part of the system
backup.

Restore Restores system data and
application data (if it was
included in backup).

View log files Provides SOS report, which
includes platform logs and
application logs.

Event viewer Provides system events and
allows for application integration
(that is, applications can raise
their own events).

Used by MSL and MBG. Does
NOT exist on PPC. Not used by

MiVB.
System information
System monitoring
System users
Shutdown or reboot
Security Remote access Configure VPN (PPTP) settings,

add remote management
networks and configure shell
access.
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Grouping

Functionality

Syslog

Configures the local syslog
server to accept remote syslog
events from other hosts. Can
also configure sending local
syslog events to remote syslog
servers

Web Server

Web server certificates

Configuration

IP settings

Configure the server name, IP
addresses, Internal Network
Interface (LAN), and reset
network settings

Networks

Add trusted networks and
additional network routes.

E-mail settings

Google Apps

Cloud Service Provider

DHCP

Configure DHCP server.

Simple Network Management
Protocol (SNMP)

Configure Simple Network
Management Protocol (SNMP)
support.

Review configuration

Review Networking parameters
and Domain information.

Miscellaneous

Support and licensing

EULA

Help




About MiVoice Business 4

This chapter contains the following sections:

»  Purpose and function
« Data Protection
*  Feature Interactions

Mitel” MiVoice Business is the brand name of the call-processing software that runs on several hardware
platforms including industry-standard servers, virtual machines, and MiVoice Business Applications purpose-built
hardware.

MiVoice Business on SMB Controller Limitations

* No support for Positive Disconnect.

* No support for Loudspeaker pager

* No support for physical Music on Hold port (MoH is supported via an FXS interface)
* Limited DSP support

Networking:

» The SMB Controller will have its own IP address, see SMB Controller Manager on page 10.

* The MiVoice Business will use the MSL LAN address. For more details, see Initial MSL Network Setup on
page 96.

4.1 Purpose and function

MiVoice Business is an open, modular, and comprehensive communication solution for the business
sector that integrates several communication servers of different performance and expansion capacity,
an extensive telephone portfolio, and provision for accommodating expansion cards and modules. The
expansions include an application server for unified communications and multimedia services, an open
interface for application developers, and multiple expansion cards, and modules.

The business communication solution with all its components was developed to fully cover the
communication requirements of businesses and organizations, in a way that is both user-friendly and
maintenance-friendly. The individual products and components are coordinated and must not be used for
other purposes or replaced by third-party products or components (unless it is to connect other approved
networks, applications, and terminals to the interfaces certified specially for that purpose).

4.2 Data Protection

You are advised to perform regular MSL back up after making any changes to your configuration data.

Protection of user data
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During operation, the communication system records and stores user data (for example, call data,
contacts, and voice messages). Protect this data from unauthorized access by using restrictive access
control:

* Restrict the number of user accounts to the minimum necessary and assign to the user accounts only
those authorization profiles that are required.

» Instruct users with access rights to change their passwords on a regular basis and manage the
passwords in a secure manner.

Protection against listening in and recording

The MiVoice Business communication solution comprises features that allow calls to be monitored or
recorded without the parties on the call being aware. Inform your customers that these features can be
used only in compliance with national data protection provisions.

Unencrypted phone calls made on the IP network can be recorded and played back by anyone with the
right resources:

» Use encrypted voice transmission (Secure VolP) whenever possible.

» Use dedicated encrypted VPN, or private network connections, between different business locations
on the same private network. This will ensure secure connections in addition to encryption on the end-
devices, such as IP or SIP phones.

* Use the MiVoice Border Gateway to connect Teleworker phones that are connected to the business
over public networks, i.e. Internet. Teleworker phones include secure connection to and from MiVoice
Border Gateway and do not require a separate VPN (allowing simple installation and mobility).

4.3 Feature Interactions

4.3.1 Embedded Voice Mall

The MiVB on the SMB Controller supports up to 16 Voice Mail Ports and 750 Voice Mailboxes. These
specifications are applied to the following forms:

* VM Port Capacity

* VM Ports

* VM Greetings

* VM Mailboxes

* VM RAD Greetings

e Note:

Of the 16 Voice Mail Ports available, it is recommended to provide 10 Ports for Voice Mail to support
150 Users with the remaining four supporting Auto Attendant.
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4.3.1.1 Number of Voice Mail or Auto Attendant Ports

ESM has set the Voice Mail or Auto Attendant Port Limits to these values for the SMB Controller:

e Default-6
*  Minimum -0
Maximum - 16

4.3.1.2 Visual Voice Mail (VVM) Support in Embedded
Voice Mall

Visual Voicemail (VVM) support for external applications is now extended in MiVB 10.0 to all MiVoice
Business on x86, SMB Controller, and EX except PPC platforms. This extension will be used by external

applications like MiCollab Enterprise and CloudLink solutions. The behavior of the Visual Voice Mail feature
remains the same as it was in the MiVoice Business 9.1 Release.

4.3.2 Trunks

The MiVoice Business on SMB Controller will support the regular accompaniment of IP Trunks, SIP Trunks,
and Analog Trunking.

R2 Trunks, T1 Trunks, E1 Trunks, and BRI are not supported.

Loop Tie and E&M FXO trunks are not supported.

4.3.3 Analog Loop Start (LS) Trunks

The hardware supports Analog Loop Start (LS) Trunks. The Analog Trunks can be designated as CLASS
Trunks as well. These and other specifications are defined in the CO Trunk Circuit Descriptors Form.

e Note:

* Analog Loop Start (LS) Trunks is also known as FXO.
» Positive Disconnect is not supported on FXO hardware

4.3.4 ONS (FXS) Devices

The SMB Controller does not support OPS Lines and does not support System Failure Transfer. The
specifications are defined in the ONS/OPS Circuit Descriptor Form.
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e Note:

To maintain emergency services during a power outage or a Controller outage, the Administrator
may want to ensure that a POTS phone with PSTN connectivity is deployed and identified as an
emergency phone.

6 Note:

* ONS Devices are Devices connected to the FXS Ports.
» Positive Disconnect is not supported for ONS (FXS) devices.

4.3.5 DSP Allocation

The DSPs are loaded at boot time and the allocation cannot be changed at run time without a MiVoice
Business reboot. The DSP allocation depends on the number of required Voice Mail/Auto Attendant ports.
The number of supported VoIP channels (E2T channels) is driven by whether G.729 Compression is
enabled or not.

For more details on the required DSP cards in the system, see the following table.

Configuration # of DSP Max # of VM # of Max # VolP Max # of phones Recommended
instance # expansion cards ports Compressions [GELLEIS per page group for

(G729)

1 1 6 0 20 10 80 users
configuration with
up to 6 VM ports

2 2 6 0 40 20 80 users
configuration with
up to 6 VM ports

3 2 6 1t024 24 12 80 users
configuration with
up to 6 VM ports

4 2 16 0 30 15 150 users
configuration with
up to 16 VM ports

5 3 16 0 50 25 150 users
configuration with
up to 16 VM ports

6 3 16 11030 30 15 150 users
configuration with
up to 16 VM ports
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Configuration # of DSP Max # of VM # of Max # VolP Max # of phones Recommended
instance # expansion cards ports Compressions channels per page group for
(G729)

7 1 6 0 20 10 150 rooms + 25
staff

8 2 6 24 24 12 150 rooms + 25
staff

9 2 16 0 50 25 300 rooms + 50
staff

10 3 16 30 30 15 300 rooms + 50
staff

e Note:

Configuring the number of VM ports and/or the number of voice compressions beyond the boundaries
listed in the above table will result in a DSP alarm.

The MiVoice Business on SMB Controller loads DSPs during the application startup. To take effect,
changes in the DSP allocation require MiVoice Business application restart.

4.3.6 Loudspeaker Paging

Since SMB Controller does not have a dedicated loudspeaker paging port, you can use any industry
standard SIP or analog paging devices.

4.3.7 Music on Hold (MOH)

The SMB Controller supports Music on Hold (MOH) using the following sources:

* Analog Music on Hold using an FXS Port as Audio Input.

1 Ka
Right External

cecee —mv Music
1 Ka I Device
Left i
FXS Port ', Y )
Ground I ' 4 E

Figure 23: FXS Port MOH Circuit

*  Embedded Music on Hold (up to four Music on Hold sources, up to 4 MB total RAM, and up to eight
minutes of total play time.)

* Live Music on Hold over IP

Document Version 1.0

System Manual for Mitel SMB Controller




o Note:

If two to four Music-on-Hold sources are configured, additional DSP2 cards are required.

See the DSP Allocation on page 68 section of the documentation for more information on how
many DSP cards are required for the SMB Controller and how they are allocated.

If Music On Hold (MOH) is required, the number of Voicemail Port Capacity must be set to a
minimum of 7 and a maximum of 16 for the usage of additional MOH sources.

Only the FXS interfaces on the mainboard of the SMB Controller (FXS1...FXS6) support the Analog
Music on Hold feature. FXS interfaces on expansion cards cannot be used.

Use the Mitel MoH Input Adapter (50006162) for connecting the external music source to the FXS
embedded port.

The customer is responsible for all copyright matters relating to any music playback.



About MiVoice Border Gateway 5

The MiVoice Border Gateway (MBG) Blade provides advanced functionality such as Application and Web Proxy,
Teleworker support, Advanced SIP Trunk proxying (including KPML), Secure Recording Connector (SRC), SIP
Trunk Proxying allows connection to an external Call Recording Equipment (CRE), APl and Proxy for remote
applications, CloudLink Gateway, and Advanced SIP Trunk proxying (including Key Press Markup Language

(KPML)?).

0 Note:

You must license the solution prior to installing any Blades.

MiVoice Border Gateway functions included:

» SIP Trunk proxy — for Telco Connectivity

» Teleworker — for SIP and MiINET devices

» API and Proxy for remote applications

» Call Recording —Secure Recording Connector (SRC) function
* CloudLink Gateway (CLGW)

Limitations

» The MiVoice Border Gateway Blade on SMB Controller can only use the Server Gateway Mode deployment
model using the co-resident with Call Manager Networking Profile.

» The embedded MiVoice Border Gateway is scaled to support up to 150 users on the SMB Controller.
Increased scaling can be obtained with an external off-board MiVoice Border Gateway.

» Customers using the embedded MiVoice Border Gateway and an off-board MiCollab must maintain the
MiVoice Border Gateway capacity limitations of the SMB Controller.

» Customers with MiCollab must use an off-board MiVoice Border Gateway.

Networking

«  The SMB Controller will have its own IP address on the customer LAN.
» The MiVoice Business will be using the MSL LAN address.

» The MiVoice Border Gateway must use the second LAN IP Address programmed in MSL. For more details,
see Initial MSL Network Setup on page 96.

* The MiVoice Border Gateway will also use a WAN address programmed in MSL. This WAN connection
is expected to be connected directly to the internet (via an ISP router). For more details, see Initial MSL
Network Setup on page 96.

» The Eth1 Port is enabled and DHCP deselected in the SMB Controller Manager's IP Network Panel.

3 Keypad Markup Language (KPML) is used to indicate DTMF tones in SIP messaging. KPML is used by the Key Press Stimulus
Package as a SIP Event Notification Package. Endpoints will send DTMF tone indications via NOTIFY messages.
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For more information about installing and maintaining the MiVoice Border Gateway, refer to the MiVoice Border
Gateway Installation and Maintenance Guide and MiVoice Border Gateway (MBG) Rel 11.5 1&M Self-Study


https://www.mitel.com/document-center/applications/mivoice-border-gateway
https://www.mitel.com/document-center/applications/mivoice-border-gateway
https://mitel.myabsorb.com/#/catalog/6db467fc-a1ef-4473-a8b5-47969de9a65e

About CloudLink Gateway 6

The CloudLink Gateway (CLGW) Blade provides integration with CloudLink-based (for example, CloudLink API
program or Mitel Assistant).

Limitations

» The embedded CloudLink Gateway is intended only to service the users of a single SMB Controller platform.

0 Note:

Larger deployments should use an offboard CloudLink Gateway

+ If the MiVoice Border Gateway/CloudLink Gateway is offboard, the CloudLink Gateway is expected to be
offboard too.

o Note:

The CloudLink Gateway for MiVoice Office 400 on SMB Controller application (installable via SMB Controller
Manager). Be sure to install the CloudLink Gateway for MiVoice Business for this installation, and not the
CloudLink Gateway for MiVoice Office 400 which can run on the same hardware.

Networking

* CloudLink Gateway Blade will use the SMB Controller's ETHO Ethernet port to access the CloudLink
services. As a result, it requires access to the CloudLink Cloud Service via the Customer's Internet Gateway.

e Note:

EthO should never be directly connected to the Internet.

For more information about the CloudLink Gateway, refer to the CloudLink Documentation and CloudLink
Onboarding for MiVoice Business
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https://www.mitel.com/document-center/technology/cloudlink/all-releases/en/cloudlink-platform-html
https://mitel.myabsorb.com/#/online-courses/e076f99b-3286-442d-b33b-846f03ee3376
https://mitel.myabsorb.com/#/online-courses/e076f99b-3286-442d-b33b-846f03ee3376

About Mitel Performance Analytics
Probe

The Mitel Performance Analytics Probe blade is an optional blade that provides integration with Mitel
Performance Analytics Cloud Service. For more information about Mitel Performance Analytics, see https://
www.mitel.com/document-center/applications/analytics/mitel-performance-analytics.

Limitations:

»  The embedded Mitel Performance Analytics Probe is intended only to handle the functions and Users of a
single SMB Controller. Other applications such as an external MiVoice Business, MiVoice Border Gateway,
and so on require an additional external Mitel Performance Analytics Probe. Larger deployments must use an
additional offboard Mitel Performance Analytics Probe.

» If the MiVoice Border Gateway/CloudLink Gateway are offboard, the Mitel Performance Analytics Probe is
expected to be offboard too.

» A secondary probe is required for resiliency, along with a secondary MiVoice Business, secondary MiVoice
Border Gateway, and secondary CloudLink Gateway.

Networking

» Mitel Performance Analytics Probe creates a Reverse VPN Tunnel back to the Mitel Performance Analytics
Cloud Service to ensure a secure connection for data transfer. The tunnel can also provide secure access for
remote management and maintenance from the Cloud Service. The VPN Connection is via the customer's
Internet Gateway.

For more information about the MPA Probe, refer to the Mitel Performance Analytics Documentation and Mitel
Performance Training.
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https://www.mitel.com/document-center/applications/analytics/mitel-performance-analytics
https://www.mitel.com/document-center/applications/analytics/mitel-performance-analytics
https://www.mitel.com/document-center/applications/analytics/mitel-performance-analytics
https://mitel.myabsorb.com/#/catalog/e3dc2e6e-64d1-42a4-b6d4-0dc43f00ba90
https://mitel.myabsorb.com/#/catalog/e3dc2e6e-64d1-42a4-b6d4-0dc43f00ba90

About Initial Configuration Wizard 8
(ICW)

This chapter contains the following sections:

* ICW Backup and Restore

The Initial Configuration Wizard (ICW) Blade can be used to support the installation and deployment of the
MiVoice Business and multiple applications.

The current supported deployment option for the Initial Configuration Wizard is to provision the MiVoice Business
and MiVoice Border Gateway at a new installation.

For the Initial Configuration Wizard on the SMB Controller, the overall procedures are:

1. Install the MSL/Server-Manager Container.
2. License the SMB Controller via Server Manager.

3. Install the MiVoice Business Blade and MiVoice Border Gateway Blade (required only if MiVoice Border
Gateway needs to be deployed).

4. Install the Initial Configuration Wizard Blade.
5. Launch the Initial Configuration Wizard from the Server Manager.

o Note:

The Initial Configuration Wizard requires at least one application to provision, so the Initial Configuration
Wizard Blade will be launched only if at least MiVoice Business Blade is installed.

6. On the Initial Configuration Wizard, provision MiVoice Business and the MiVoice Border Gateway.

Web Browser

Integrated o )
Configuration M|Vo|ce_Busmess
Wizard (ICW) (MiVB)

|MEREST) Mitel Border Gateway
(MBG)
.~/
o J

Figure 24: Initial Configuration Wizard for New System
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8.1

ICW Backup and Restore

The Initial Configuration Wizard (ICW) triggers MSL scripts to perform a full MSL data backup before
configuring the system. The backup file (backup.tgz) will be stored in the /var/cache/vucc/databases folder
of the file system. The backup file will be deleted after the configuration is completed successfully or if the
Initial Configuration Wizard blade is uninstalled.

If the configuration is unsuccessful, the Initial Configuration Wizard will leave the system in a failed state for
the user to troubleshoot, correct, or complete the configuration. In such a case, the backup file is retained.

The user can start a new configuration process or restore the backup data that was saved from the last run
of the ICW. For more details about restoring the backup data that was saved from the last run of the ICW,
see the Configuration Options Page on page 137.

After a successful configuration, users are recommended to schedule a periodic network backup from the
Server Manager Backup panel for maintenance and disaster recovery.



Deployment Steps for the MiVoice 9
Business Solution on SMB Controller

This chapter contains the following sections:

* Initial Setup of SMB Controller
»  Configure the Applications
* Integrate Applications

MiVoice Business Solution on SMB Controller is designed to be highly flexible and fits into different deployment
models because multiple embedded applications such as MiVoice Border Gateway, Mitel Performance Analytics
Probe, Initial Configuration Wizard, and CloudLink Gateway can be installed along-side the MiVoice Business
application.

e Note:

Only certain combinations of these embedded applications are supported as the deployments are intended
to service only the embedded call engine and is scaled only for the SMB market.

The following Flow Chart summarizes the deployment process. If needed, print the flow chart and use it as a
checklist.

Partner/VAR
‘Q\‘I
1

v

Generates an Initial
Quote from CPQ

.

Quote entered into SAP ‘

v v

SAP distributes SMBC and
quoted Licenses to Expansion cards
the AMC shipped to Partner

Installer

Figure 25: Steps to be performed by the partner
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Installer

Reserve IP address on the DHCP server and configure
DHCP option 8, or obtain static IP address

v

Grounds the SMBC chasis Installs expansion cards

l

Notes the MAC address

Connects customer LAN to EthO

Open a web browser and enters IP
Powers up the SMBC address to access the SMB controller

Logs in to SMB controller
User = admin

A

Changes the SMB controller

M d
anagerfasswor Password = admin

Selects MiVoice Business for the call server Sets Date and Time

l

Configures IP Network panel with
Domain/DNS/DHCP/Static IP info

Log in at new IP address using new password

!

Restarts the SMBC ‘—b{ Updates SMBC software from SWDLC

}

Starts the MSL container < Installs MSL container from SWDLC

Logs in to Server Manager

<SMBC IP address>/server-manager

Configure remote access (Optional)

User = admin

Password = <new password>

In Server Manager, configure LAN and

Performs a Save and Restart }17 optional WAN IP address and adds

trusted networks

¥
Logs in to Server Manager

<MSL IP address>/server-manager
User = admin

Enters the ARID from the AMC in Server Manager

Password = <new password> l

Installs MiVoice Border Gateway (MBG) in |
Server Manager (Optional)

Installs MiVoice Business in Server Manager

’
Installs CloudLink Gateway in Server .| Installs MPA Probe in Server Manager
Manager (Optional) (Optional)

\ 4
Installs Integrated Configuration Wizard (ICW) in
Server Manager (Optional)

Without ICW With ICW

Integrate MiVoice Business and MBG
manually

L System Administrator J

2

Runs ICW

Figure 26: Steps to be performed by the installer
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System Administrator

I

}

Programs MiVoice Business using ESM

:

Programs MBG services in Server Manager

}

Logs in to CloudLink Portal and associates the CloudLink
account with the Cloudlink Gateway (Optional)

}

Program MPA probe with the DCID/MPA
server (Optional)

y

‘ Install the user phones ‘

.

bl

Users with Telephony services provided by MiVoice Business,

MBG, and CloudLink, all monitored by the MPA probe

Figure 27: Steps to be performed by the system administrator

The supported combinations with MiVoice Business are shown in the following table:

MBG (MiVoice | CLGW Comments
Border (CloudLink

Gateway) Gateway)

No No No SMB customers (MiVoice Business supports resiliency)

Larger Customers that cluster with an SMB Controller for
PSTN access. Can also integrate with offboard MiVoice
Border Gateway/CloudLink Gateway.

Customers that want integration with certain applications:
For example, MiCollab.

No No Yes SMB customers who require MPA integration (Standalone/
resilient)
Yes No No SMB customers who require SIP Trunking and/or

Teleworker support (MiVoice Business and MiVoice Border
Gateway support resiliency).
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MBG (MiVoice | CLGW Comments
Border (CloudLink

Gateway) Gateway)

Yes No Yes SMB customer that wants SIP Trunking and/or Teleworker
support with MPA integration (MiVoice Business, MiVoice
Border Gateway, and MPA Probe support resiliency).

Yes Yes No SMB customers who require SIP Trunking and/or
Teleworker or Cloud applications (MiVoice Business and
MBG support resiliency, except CloudLink Gateway).

Yes Yes Yes SMB customers who require SIP Trunking and/or
Teleworker or Cloud applications with MPA integration
(MiVoice Business. MiVoice Border Gateway, and MPA
Probe support resiliency except CloudLink Gateway).

e Note:

The Mitel Performance Analytics probe is not dependent on any other applications, but the CloudLink
Gateway requires MiVoice Border Gateway to be installed..

9.1 Initial Setup of SMB Controller

The SMB Controller comes from factory with Mitel Embedded Linux Distribution OS and SMB Controller
Manager software installed, but no Call Control Manager. MSL container and other Mitel applications must
be installed manually.

o Note:

These procedures are for a new SMB Controller or for an SMB Controller that has been Factory
Reset.

This section describes the initial setup of the SMB Controller, configuring the SMB Controller's IP address,
changing the initial login and password, setting the Date and Time, and configuring the DNS and Domain.
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e Note:

It is not possible to recover a forgotten SMB Controller Manager Admin Password. The only way to
recover the SMB Controller is to put the system into Emergency Mode via CRTL Button and then
initiate a Factory Reset.

9.1.1 Requirements

General Requirements

* A computer with an internet browser, internet access. Partner login credentials to access Mitel
MiAccess Portal.

The following browsers are supported.

* Chrome
» Firefox
* Microsoft Edge
* Internet access is for licensing and software downloads.
» For SIP Trunks, you need a SIP account provided by a SIP provider.

Required Downloads

Before you start, download the required documents and applications. For details, see Download
documents, system software and tools on page 5.

9.1.2 Set up Initial Network Access to the SMB Controller

A brand new or a factory reset SMB Controller starts with EthO in a DHCP Client mode by default and
obtains its IP address from a DHCP Server. If the communication server cannot find a DHCP server within
90 seconds, it uses the default IP address, and the system is then accessible via the default IP address
(192.168.104.13/255.255.255.0 with default gateway 0.0.0.0).

Table 18: Configuring the SMB Controller System IP address

Method Enable Eth0 DHCP? EthO IP addresses

Customer-provided static IP No, disable the DHCP Change the Provided by

address (Highly recommended) customer. Change the IP
address to the one the customer
provided.
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Method

No DHCP server (direct Ethernet
cable connection between
programming PC and Eth0)
(Highly recommended)

Deployment Steps for the MiVoice Business Solution on SMB Controller

Enable Eth0 DHCP?

No, disable the DHCP

EthO IP addresses

192.168.104.13/24 (default).
Change the default IP address of
the SMB Controller.

Customer-provided reserved Yes Provided by DHCP Server. No
IP address from their DHCP need to change the IP address.
server and configured DHCP

Option 6, Domain Name Server.

(Recommended)

Customer-provided dynamic IP Yes Provided by DHCP server.

address from their DHCP server
and configured DHCP Option

6, Domain Name Server. (not
recommended)

Change the IP address to the
one the customer provided.
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Using the Factory Default IP Address

1. Change the network adapter settings on the programming PC to the IP addresses 192.7168.104.x and
the Subnet 255.255.255.0. Do not use 192.168.104.13. The below example uses 192.168.104.5.

Internet Protocel Version 4 (TCP/IPv4) Properties -

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 104, 5
Subnet mask: 255 .255.255. O
Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DMNS server:

Alternate DMNS server:

[ ] validate settings upon exit Advanced. ..

QK Cancel

Figure 28: Configuring Programming PC to SMB Controller Default Subnet
2. Connect the SMB Controller directly to the computer using the Eth0O port.

3. Connect the power adapter to the socket on the front panel and to a power source (100 - 240 VAC/48 -
62 Hz).
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4. When the startup is completed, the SMB Controller runs in normal mode and by default, the DHCP is
enabled. The PWR LED and FO LEDs are green, and the SYS LED is green and flashing.

Execute Factory Default static IP Address procedure to set controller's IP address to 192.168.104.13.

5. To test the connection, open a browser and enter the IP address of your SMB Controller including port
number 8443. For example, https://192.168.104.13:8443 The SMB Controller Manager login page is
displayed.

D Mltel English
SMB Controller Manager

Information

Please log in

admin

Copyright @ 2022 Mitel Networks
Corparation - All rights res

Figure 29: SMB Controller Manager Log in Page

Using the DHCP provided IP Address

The SMB Controller is accessible via an IP address provided by a DHCP server.

e Note:

The DHCP Server must have provisioned DHCP Option 6, Domain Name Server option. Otherwise,
after 90 seconds the SMB Controller will default to its static IP address 192.168.104.13/24. At that
point the FO LED will display a steady orange light and you will have to access the controller off the
network as described in Using the Factory Default IP Address.
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e Note:

It is recommended to obtain a static IP address or reserve an IP address on the DHCP server for the
subnet to the SMB Controller based on its MAC address.

Following allocation of a dynamic address via DHCP, an administrator can then access the SMB
Controller to program in a mutually agreed static IP address that will not conflict with the external
DHCP server. Ensure that DNS is also updated accordingly.

To test the connection, open a browser and enter the IP address of your SMB Controller including
the port number 8443. For example, https://x.x.x.x.:8443. The SMB Controller Manager login page is
displayed.

D Mltel English
SMB Controller Manager

Information

Please log in

admin

Copyright @ 2022 Mitel Networks
Corparation - All rights reserved

Figure 30: SMB Controller Manager Log in Page

1. Connect the Eth0 of the SMB Controller to the same subnet where the DHCP server is running.

2. Connect the power adapter to the socket on the front panel and to a power source (100 - 240 VAC/48 -
62 Hz).

3. When the startup is completed, the SMB Controller runs in normal mode. The PWR LED and FO LEDs
are green, and the SYS LED is green and flashing.
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e Note:

If the communication server cannot find a DHCP server within 90 seconds, it uses the default IP
address and the FO LED turns and stays orange. Now the system is accessible via the default IP
address.

4. To test the connection, open a browser and enter the IP address of your SMB Controller including
the port number 8443. For example, https://x.x.x.x.:8443. The SMB Controller Manager login page is
displayed.

D Mltel English
SMB Controller Manager

Information

Please log in

admin

Copyright @ 2022 Mitel Networks
Corporation - All rights reserved

Figure 31: SMB Controller Manager Log in Page
9.1.3 Set Credentials for the SMB Controller

1. Open a browser window and enter the IP address of your SMB Controller including the port 8443
(Example: https://192.168.104.13:8443).

» The SMB Controller Manager login page is displayed.

2. Log in with the admin username and the appropriate password (default username and password is
admin).

* You are asked to change the password. Following are the rules for SMB Controller password:
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o Note:

* A password must consist of a minimum of 8 and a maximum of 255 characters.

* The password must contain a minimum of 1 uppercase character (A-Z).

* The password must contain a minimum of 1 lowercase character (a-z).

* The password must contain a minimum of 1 digit (0-9).

* The password must contain at least 1 of the following special characters: 2 /<>.,-+*#=1
"$%&" ():; @I\ _"{I}~ <space>

* German umlauts (e.g. &, 6, ) and other diacritical characters (e.g. &, a, &) are not permitted.

* The default password password is not permitted.

* The password must not be the same as the user name.

o Note:

You can create up to five user accounts, with the same administrator privileges. This multiple
admin account feature ensures that an alternative account will always be available. If one
administrator forgets their password, others can still access the SMB Controller. This feature
prevents losing access to the SMBC due to forgotten passwords..

See Managing Multiple Admin Accounts on SMB Controller Manager on page 158 for more
details on managing multiple user accounts on SMB Controller.

3. Click the Change button to confirm the new password.

The System Information page of the SMB Controller Manager is displayed, and you are prompted to
select the Call Server
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9.14 |dentifying the Call Server for SMB Controller

1. Select MiVoice Business from the Call Server drop-down menu and then click the OK button.

B=] Mltel | SMB Controller Manager 57| Welcome
System overview General
System information Host name cn9130-comd4

Configuration Domain

Software Equipment ID (EID) 50065AE28830FCT24C0649C753521E801BES

e Uiy Uptime 20m 54s

Maintenance
Systemtime 2022-09-20 16:22
Management version Mitel Embedded Linux Distribution 1.3.0.11 (Beryllium)
Firmwa
Tree /B

RAMsiz  Please select your Call server.

CPU Sp ‘ Please select .

Call sef Please select ...

- Mivoice Office 400

Mivoice Business ok L
Serial n 3 3MFFW2226A02C57
PCHA nUmber £501022202R 560105730
Revision Doz A102
HW D HW version 11700 03/04

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS
AGREEMENT.IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR
LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT

15 for the Open Source components included in this software

fitel Networks Corporation - All right:

Once the SMB Controller is ready to configure the MiVoice Business, the system info page is displayed
with a message to restart the system to activate the new settings.

6 Note:

Do not restart the controller before configuring the IP address.

9.1.5 Configure SMB Controller IP Address

1. After you have selected MiVoice Business in the previous step, navigate to the IP Network page (SMB
Controller Manager > Configuration > IP Network).
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0 Note:

If the SMB Controller features its default static IP address, a pop up window appears to remind you
that you must chose a different static address for your subnet. Click the OK button to continue with
the configuration.

2. Configure Network settings:

* Provide the host name, domain name in the respective fields.

* In the Primary DNS and Secondary DNS field, enter the Primary and Secondary DNS IP address.
3. Configure Network interfaces:

» If you are using static IP configuration:

a. Deselect the DHCP checkbox for eth0.
b. Enter the static IP address, the corresponding Subnet Mask, and the Gateway IP address.
c. Verify that eth1 is enabled.

» If you are using dynamic IP configuration:

a. Select the DHCP checkbox for eth0.

o Note:

You may have to re-configure IP configuration of your management PC to be able to reach the
SMB Controller Manager.

(] Mltel | SMB Controller Manager .&Q\ Welcome

System overview —_—

System information

Configuration

Network settings
User
Hostname
Date and Time Domain jomain
Software Primary DNS 192 16899 2
Security Secondary DNS
Maintenance
Network interfaces
Name Status Carrier DHCP  IP address Subnet mask Gateway MTU MAC address
ethd v (1000/full) 08:00:0ff0:6a:da Default
eth1 v &5 08:00:0rf0:Ga:db

0o0o

eth2 J -3 08:00-0Ff0-6a:dc
> Subnets

> Static routes for eth0

Copyright © 2022 Mitel Networks Corporation - All rights reserved
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4. Click Apply. The following message is displayed.

oS Updating settings, please wait...
™ & After the login with the new IP address,
L] @ @ restartthe SMB Controller.

o

Figure 32: Restart Reminder

Once the configurations have been updated, the SMB Controller will disconnect from the current
network, and it will then be reachable at the new IP address.

5. If the SMB Controller was accessed from the default IP address, perform the following:

a. Reconfigure the network settings on the programming PC to their default values.

b. Enter the new IP address of your SMB Controller in the browser window including the port 8443
(Example: http:\\192.168.99.19:8443).

6. Log in with the username admin and your new password.
7. From the left panel, select the Maintenance section and then click System reset.
8. From the System reset window, click on the Restart.

The new settings are activated.

9.1.6 Set Date and Time

To change the Date and Time:

1. Log into the SMB Controller Manager and under Configuration, select Date and Time.
2. Modify the fields with appropriate responses.
3. Do either of the following:

» If you are using the NTP server, do the following

a. Select System time zone.
b. Enable the Time synchronisation via time server option.
c. Ensure that the NTP servers specified are correct.

* If you are not using the NTP server, do the following:

a. Disable the Time synchronisation via time server option.
b. Enter the system date in the System date field.

c. Enter the system time in the System time field.

d. Set the current date in the Set current date field.

e. Set the current time in the Set current time field.
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4. Select

& Mltel ‘ SMB Controller Manager A@\ Welcome

System overview l I l J

System information

Configuration Date and time

User T

System date 2022-09-20 Set current date Da
IP netwark
S 1 e System time 101249 Set current time

Software System time zone (+00:00) MST
Security
Maintenance Time synchronisation via time server using NTP (network time protocol)
Time synchronisation via time
senver
NTP servers 0.mitel.poal.ntp.org Set default NTP servers

1.mitel.pool.ntp.org

2.mitel pool.ntp.org

3.mitel pool.ntp.org

Copyright @ 2022 Mitel Networks Corporation - All rights resernved

Apply.

9.1.7 Upgrading the SMB Controller Software

The SMB Controller comes with Mitel Embedded Linux with SMB Controller Manager software installed.
However, due to ongoing updates and product improvements. It is recommended to upgrade the
SMB Controller manager firmware to the latest packages prior to installation and configuration of the

applications.

o Note:

» If MSL is already installed, it might be necessary to install a new version of the same, after an
update of the SMB Controller system software.For more details, see Install MSL Container on page

93.

1. Login to SMB Controller Manager.
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2. Navigate to Software - System Software and agree to the EULA.

*  For the SMB Controller with internet access:

a. Click Firmware server... to see a list of available SMB Controller manager firmware versions (for

example, "Mitel Embedded Linux Distribution 1.3.0.27").

b. Click Load next to the required firmware version.

The download begins with a progress bar indicating the download progress.

System software files (Firmware server)

Hame

Time stamp

w Size

Fﬂnel Embedded Linux Distribution 1.3.0.19 (CPM4) (RED internal use ONLYT) @
=

2022-08-02 18:35

A
209.65 MB (219832789 bytes)

Mitel Embedded Linux Distribution 1.3.0 18 (CPM4) {(R&D internal use ONLY!) @
Witel Embedded Linux Distribution 1.3.017 (CPM4} (R&D internal use ONLY!) (3)
Witel Embedded Linux Distribution 1.3.0.16 (CPM4} (R&D internal use ONLY!) (@)
Mitel Embedded Linux Distribution 1.3.0.15 (CPM4} (R&D internal use ONLY!) @
Witel Embedded Linux Distribution 1.2.0.14 (CPM4) (R&D internal use ONLY!) @
Mitel Embedded Linux Distribution 1.3.0.10 (CPM4) (R&D internal use ONLY!) @
Mitel Embedded Linux Distribution 1.3.0 8 (CPW4) (R&D internal use ONLYY)  (3)

2022-08-25 12:00
2022-08-09 12:00
2022-07-13 12:00
2022-07-01 12:00
2022-06-10 12:00
2022-05-09 12:.00
2022-05-02 12:00

*  For the SMB Controller without internet access:

209,683 MB (219817755 bytes)
224 66 MB (235577703 bytes)
224 66 MB (235577050 bytes)
224,64 MB (235556464 bytes)
224 6 MB (235515241 bytes)

201.56 MB (211350023 bytes)
209.47 MB (219649351 bytes)

Version

1.3.0.19 Load 1
13018 Laad

13017 Load

13016 Load

1.3.0.15

1.2.0.14

13010 Load

1309 Load

a. Click Browse... and select the previously downloaded firmware (for example, "Mitel Embedded

Linux Distribution 1.3.0.27 (CPM4)").
b. Click Open.

c. The upload begins with a progress bar indicating the upload process and the name of the file is

added to the list of available System Software Files.

3. Click Install next to the required SMB Controller manager firmware version.

The installation of the software begins with a progress bar indicating progress of the software

installation.

> Mltel ‘ SMB Controller Manager A | Welcome 8l - B2
System overview ‘7] [7]
System
Configuration Currently installed system software
Spftiate Management version Mitel Embedded Linux Distribution 1.2.0.11 (Benlium)
Applications
i . MGCU firmware version (oot application) 2.3(2022-05-06 11:11) /2.3 (2022-05-06 11:06)
System software
Security System software files
Maintenance Hame Time stamp. Size Version Category  Auto-oaded
I@ Witel-SMBCv2_Management-1.3.0.19_Berfliumzip 2022-08-20 1232 209.65 MB (219832780 byles) 1.3.0.19_Benyllium Management Install m
Load system software file
Auto download new Mitel Embedded Linux
Distriution
CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENTIF YOU DO NOT AGREE TO THE

TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR SERVER.LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON YOUR COMPLIANCE WITH THE

TERMS OF THIS AGREEMENT

Please agree to EULA in order to load the system software file.

Browse... Firmware server...

2022 Mitel Networks Corporation - All rights reserved
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4. After a successful Installation, click the Restart Now button to restart the SMB Controller.

®

‘ SMB Controller Manager /5| Welcome

System overview x
System information

Configuration

Software
Applications.

Installation information
Name Mitel-SMBCV2_Wanagement-1.3.0.19_Berlilum zip

System

Sysi

software

Instaliation state Installation successfully finished

Security

Maintenance

f?: SMB Controller restarting in: 18 seconds

NOT AGREE TO THE
OMPLIANCE WITH THE

fitel Networks Corparation - All rights resenved

5. When the startup is completed, the SYS LED is green and flashing.

9.1.8 Install MSL Container

0 Note:

» Make sure that the SMB Controller software has been Upgraded to the correct version. See
Upgrading the SMB Controller Software on page 91.

» Set up the SMB Controller's date and time via Controller Manager before installing MSL.

The Mitel-MSL_Container RPM file must now be installed via the SMB Controller Manager. This process
assumes that the SMB Controller Manager Firmware and MCU (Boot) firmware are at the latest version. To
install the MSL Container:
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1. Log in to Controller Manager.

G Mltel ‘ SMB Controller Manager A | Welcome 1 )

System overview

System information

Configuration
Software

Applications

Currently installed applications

Name Version Version (Running...) LED i it Ci d Status

Mo application installed
System software

Security
Maintenance Application files
Name Version Size

Mo files found

Load application file

CAREFULLY READ THE FOLLOWING AGREEMENT : ELILA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE
OF THIS AGREEMENT.IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES
FROM YOUR SERVER.LAWFUL USE OF THE SOFTWARE 15 CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT

Please agree to ELLA in order to load the application file.

Browse... Firmware server...

Copyrigk orporation - All rights

Figure 33: Controller Manager — Applications Installation
2. Go to the Software > Applications panel.
3. Agree to the EULA (End User License Agreements)
4. Select the Application to be downloaded:

» Browse for a local RPM if you have already downloaded it.
* Via the firmware server to download it directly from the Mitel SWDLC (Software Download center).
5. Load the Mitel-MSL-Container from the Mitel SWDLC.

X
Application files (Firmware server)
Name Time stamp w Size Version
[iterisL_Container-11.0.102.1-1 (D 202209211056 742,95 V1B (775045638 byies) 1010211 |
Mitel-MSL_Container-11.0.100.1-3 @ 2022-09-19 16:34 74279 MB (778869063 bytes) 11.0.100.1-3
Hitel-MSL_Container-11.0.100.1-2 @  2022-09-1318:02 742.79 1B (778868851 bytes) 11.0.100.1-2
Mitel MSL_Container-11.0.100.1-1 © 20220907 1537 742.79 WB (778868737 bytes) 11.0.100.1-1

Select the Load Link for the
desired Firmware Load.

6. Once the application is loaded completely, close the loading window.
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7. Click the Install link, to install the MSL Container.

o Mitel ‘ SMB Controller Manager A | Welcome

System overview e e
System information
Configuration

Software

Applications

Currently installed applications
Name Version Version (Running...} LED assignment Command Status

No application installed
System software

Security
Maintenance Application files
Name Version Size
I@ Mitel-MSL_Container-11.0.102.1-1.aarché4.rpm 11.0.102.1-1 742.96 MB (779046638 bytes) g Install ml
Load application file

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES Y
AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR 8|
YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT

Please agree to EULA in order to load the application file.

ACCEPTAACE OF THIS AGREEMENT.IF YOU DO NOT
R LAWFULAISE OF THE S3OFTWARE 13 CONDITIONAL UPON

After the Download is complete,

seect e Intal Lik

| SMB Controller Manager é®| Welcome

System overview

System information

Configuration Installation information
Software Package name Mitel-MSL_Container-11.0.102 1-1.aarch64.rom S
s
Stopped
System software Installation state Installation successfully finished PP
Security BT B :

Maintenance

IF YOU DO NOT
ONDITIONAL UPON
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[} Mltel | SMB Controller Manager A Welcome

ol T
System information

Configuration

Currently instafled applications
Software Name Version Version (Running...) LED assignment Command Status
Applications
h) Mitel-MSL_Container 11.0.102.1-1 LED group F3/F4 — Select command — Stopped I
System software e
Security
Maintenance Application files
nitial Status is Stoppe ]
@ Mitel-MSL_Container-11.0.102.1-1.aarché4.rpm.installed 11.0.102.1-1 742,96 MB (779046638 bytes) [ PP
Load application file

CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENTIF YOU DO NOT
AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES “ROM YOUR SERVER.LAWFUL USE OF THE SOFTWARE IS CONDITIONAL UPON
YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT

Please agree to EULA in order to load the application file.

Browse... Firmware server...

Copyri el Ne poration - All right

Figure 34: Installing the MSL Container

The MSL Container is initialized with the same Admin Account Password that was configured in the SMB
Controller Manager.

A\ Warning:

The MSL admin account is separate from the SMB Controller Manager admin account. Changes to the
"admin" password in MSL is not reflected in SMB Controller Manager (and vice versa).

It is the responsibility of the customer to manually maintain the passwords.

After installing the MSL Container, you must manually start the MSL container.

9.1.9 Initial MSL Network Setup

The MSL requires the administrator to program the IP address and password information for the platform.
The addresses required will depend on the applications:

* MiVoice Business will require a static LAN IP address.

» (Optional) MiVoice Border Gateway will require a static LAN IP and a static WAN IP address.
Additionally, the ETH1 interface should be enabled in Controller Manager (DHCP disabled, and no IP
address configured).

These additional IP addresses must be statically assigned and cannot be obtained using DHCP and should
not be included in the DHCP server scope.
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e Note:

If you are using the embedded DHCP Server, make sure that there is no conflict with any existing
installed DHCP server.

1. Using the web-browser, browse to: <SMB Control | er | P Address>/server-manager . Note
that this is the SMB Controller IP address, not the MSL IP address (as the MSL IP address is not yet
programmed). This address will be used only once.

e Note:

When an application is installed via Controller Manager, the WebUI releases port 80 and 443.
Since MSL will be an application, it will take over these ports. This allows the administrator direct
access to the Server Manager. Controller Manager is still available on port 8080 and 8443.

2. The MSL Container is initialized with the same admin password configured on the SMB Controller
(when the MSL Container starts for the first time). Login with the 'admin' username and the initial
admin password. The MSL admin password can be changed from the System Users page under
Administration. For MSL password rules, See Mitel Standard Linux Installation and Administration
Guide.

O Mitel | Mitel Standard Linux

Username admin

Password: sseee

@ 2022 Mitel Networks Carporation

Figure 35: MSL Login
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A\ CAUTION:

The MSL admin account is separate from the SMB Controller Manager admin account. Changes to
the "admin" password in MSL is not reflected in SMB Controller Manager (and vice versa).

D Mltel ‘ Mitel Standard Linux admin@mitel-networks-servermycompany.local  Status: [CIEar 53
ServiceLink @
Blades ‘Warning: Configure 1P addresses before proceeding!
Status

Administration

Web services
Warning: Internal Interface is disabled!

Backup
Restore
View log filas
Bt i Welcome to the server manager
System information : . . ) ; . :
System monitoring This server is a very secure, reliable and cost-effective platform for an expanding range of business applications and services. For
s e information about the specific applications available for this platform, please contact your authorized reseller.
Shitdown or reboot To perform a system administration function, click one of the links in the menu on the left of your screen.
Security
Remote access
Mital Standard Linux 11.0.104.1
Syslog

© Mitel Networks Corporation
Web Server
Configuration
1P settings
Networks
E-mail settings
Google Apps
Cloud Service Provider
DHCP
SMMP

Review configuration

Miscellaneous
Support and licensing
Help

Figure 36: MSL Landing Page
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3. Navigate to the Remote access panel under Security (Optional).

» (Optional): Add the subnet of your PC to the Remote Management section, and then save the
remote access settings.

D Mltel. ‘ Mitel Standard Linux admin@mitel-networks-server.mycompany.local  Status: [Clear [

ServicelLink @
Blades Warning: Configure IP addresses before proceeding!
Status

Administration
Web services

Warning: Internal Interface is disabled!
Backup

Restore

View log files

Event viewer Change remote access settings

System information

System monitoring

Remote Management

Shutdovin or reboot It is possible to allow hosts on remote networks to access the server manager or login via secure shell by entering those networks here.
Use a subnet mask of 255.255.255.255 to limit the access to the specified host. Any hosts within the specified range will be able to access
the server manager using HTTPS. To allow secure shell access from hosts in the specified range you must also configure the Secure Shell
Settings accordingly.

System users

Securi

Syslog
Web Server There are no entries yet
Configuration To add a new remote management network, enter the details below.
IP settings Network |192.168.1.0 |
Networks T ———
E-mail settings Subnet mask 255.255.255.0
Google Apps
Cloud Service Provider =
DHCP Secure Shell Settings
SNMP You can control Secure Shell access to your server. The public setting should only be enabled by experienced administrators for remote
Review configuration problem diagnosis and resolution. We recommend leaving this parameter set to "No Access" unless you have a specific reason to do
otherwise.
Miscellaneous
Support and licensing Secure shell access \VAlIow public access (entire Internet) v
Help Allow administrative command Iine‘ Yes v |

access over secure shell
Allow secure shell access using ‘ Yes v |
e J

Mitel Standard Linux 11.0.104.5
@ Mitel Networks Corporation

Figure 37: Remote Access Settings (Optional)

A\ Warning:

It is advised to disable the SSH access as soon as you have verified the Server Manager is
accessible from the MSL IP address.

4. Navigate to the IP Settings panel under Configuration.
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5. Enter the IP address information, which will be used to access MSL and MiVoice Business blade. The
second IP address is required if the MiVoice Border Gateway is installed.

O Mitel | Mitel Standard Linux

admin@mitel-networks-server.mitel.com Status: [Clear B

ServiceLink
Blades

Warning: Configure IP addresses before proceeding! (')
Status

Warning: Internal Interface is disabled!

IP addresses and hostname settings
This panel allows you to configure server name and IP addresses.

Changes to these settings will require a restart.

Security The hostname must contain only letters, numbers and hyphens, and must start and end with a letter or number.
Remots access
Syslag Hostname | mitel-networks-server
Wb Server

Domain mitel.com

The IP address, Netmask and Gateway must be in the form #.2.2.# (each # is a number from 0 to 255).

Make sure the IP addresses are not in use by any other devices and the netmasks match your existing networks.

Internal Network Interface (LAN) [ Enter the LAN |IP Address )

Link status down

Review configuration Physical interface ethd Optionally enter the
Miscellaneous Virtual interface / MBG LAN IP Address
Support and licensing MAC addresss
Help 1P address [172.19.51.215

Second TP address (Optional) Enter the LAN Subnet
255,255 255 224 Mask IP Address

1721951 193

Gateway (Router)

Enter the LAN Default
Gateway |IP Address

Mitel Standard Linux 11.0.105.2
& Mitel Networks Carporation

Figure 38: Entering the LAN Information
6. Select Next to configure the Trusted Networks.

7. Configure the Trusted Networks to ensure connectivity from your PC. Additional trusted networks can
be added later via the Networks panel.
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A\ Warning:

To access the Server Manager from any PC outside your local network, you must add a trusted
network. Otherwise, the Server Manager will only be accessible from a browser within the local
network. If a browser within the local network is not available, add a trusted network before
proceeding.

Failure to do so, may result the connectivity issues from your PC.

D M I tel ‘ Mitel Standard Linux admin@mitel-networks-server.mitel.com  Status: [CIEaF B
ServiceLink
Blades Warning: Configure TP addresses before proceeding! @
Status

Administration

Web servi
25 sarvices Warning: Internal Interface is disabled!
Backup

Restore

View log files
Event viewar
Systam information A trusted network en the same network as your client browser is strongly recommended. Select a default network that you wish to add or add a new network.

Trusted Networks

System monitoring

Shutdown or reboot

10.0.0.0/8 w25t [

Security

Remote access 172.16.0.0/12 1724850032 [

Syslog

Wab Server 192.168.0.0/16 1724850032 [
Configuration Add & new netwerk  172.1351,132

MNetworks

E-mail settings To add a new trusted network, enter the details below.

Google Apps Network address | 10.34.20.0

Cloud Servics Provider

DHCP Subnet mask or network prefix length | 255 255 254 (]
SNMP
Review configurstion

Miscellaneous

Support and licensing Back

kKelp

Mitel Standard Linux 11.0.105.2
€ Mitel Networks Corporation

Figure 39: Adding a Trusted Network
8. Select Next to program the WAN interface.
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9. Enable the WAN and enter the IP addresses, Netmask, and Gateway(router) (if using MiVoice Border
Gateway) and then select Next to review the changes.

D Mltel ‘ Mitel Standard Linux admin@mitel-networks-server.mitel.com  Status: [CIEaF [

ServiceLink (-})
Blades Warning: Configure IP addresses before proceeding! :
Status

Administration
Web services

Warning: Internal Interface is disabled!
Backup

External Network Interface (WAN)

Syste nation External Network Interface (WAN) is required if deploying in server gateway such as deployments with MBG. Configure this interface anly if needed.
System monitoring

System users Enabled [
Shutdown or reboot Link status down

Physical interface eth1
Virtual interface

Remote access
MAC addresss
Syslag
T a— ﬁ Required ff using the MBG ]
Configuration Netmask | 255.255.255.0

Security

S Gateway (Router)|
- mail ssttings
2 Apps
Cloud Sarvice Pravider
DHCP
SNMP Mitel Standard Linux 11

Review configuration & Mitel Networks Corp

Miscellaneous
Support and licensing
Help

Figure 40: Entering the WAN Information

e Note:

If you are enabling the external Network Interface, ensure the following:

* The Eth1 Port is enabled in the SMB Controller Manager's IP Network Panel.
» The Eth1 Port has DHCP deselected in the SMB Controller Manager's IP Network Panel
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10. Review the IP Addresses and Trusted Networks and then select Save and Restart.

D Mltel ‘ Mitel Standard Linux admin@mitel-networks-server.mitel.com  Status: [CIEaF [

ServiceLink (-})
Blades Warning: Configure IP addresses before proceeding! -
Status

Administration
Web services
Warning: Internal Interface is disabled!

e IP addresses and hostname settings

System information

System monitoring

Review Settings

Security Hostname mitel-networks-server
Remote access
Syslag
web Server Internal Network Interface (LAN)
IP address 172.19.51.215
Second IP address (Optional)
Netmask 255.255.255.224
Gateway (Router) 172.19.51.193

Configuration

vice Provider
Trusted Networks

Active trusted networks
Review configuration New trusted network

Miscellaneous
Support and licensing
External Network Interface (WAN)
Enabled no
TP address
Netmask 255.255.255.0
Gateway (Router)

Help

The system will restart after saving the changes. Do you want to continue?

Mitel Standard Linux 11
& Mitel Hetworks Corp

Figure 41: Summary Page

11. Wait for some time to save the new configuration and once you configuration is saved successfully, you
will be prompted with the following screen.

Click Next.

12. Log in to the Server Manager using the MSL IP address https.//<MSL IP Address>/server-manager’.
Use the same credentials as those used to log into the SMB Controller Manager.

13. Disable the SSH access (recommended).
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A\ Warning:

It is advised to disable the SSH access as soon as you have verified the Server Manager is
accessible from the MSL IP address.

a. Log in to Server Manager, at https://<MSL IP Address>/server-manager’.
b. Navigate to the Remote Access panel under Security.

c. Remove the configured subnet of your PC, disable the secure shell access, and then click Save.

o0 Mitel | Mivoice Business

admin@smbcl17-ve-in.lab.mitel.com Status: [Clear |53
Servicelink CI'I t tt.
o ange remote access settings @
Status
Administration Remote Management
Web servi - i
e It is possible to allow hosts on remote networks to access the server manager or login via secure shell by entering those netwarks here. Use a subnet mask of 255.255.255.255 to limit the access to the
St specified host. Any hosts within the specified range will be able to access the server manager using HTTPS. To allow secure shell aczess from hosts in the specified range you must also configure the Secure
Restare Shell Settings accordingly.

View log files
Cvent ierser, Network | Subnetmask | Number of hosts | Remove
System infarmation

System monitoring 192.168.1.0  255.255.255.0 16777216
System users

Shutdown or reboot %
To add a new remote management network, enter the details below.

Neworc |
sometmask |

Security

Ser

Configurati -
';;':t::;'a" Secure Shell Settings
s You can control Secure Shell access to your server. The public setting should only be enabled by experienced administrators for remote problem diagnosis and resolution. We recommend leaving this
i parameter set to "No Access” unless you have a specific reason to do otherwise.
E-mail settings
Gaogls Apps Secure shell access [ No Access .
Cloud Service Provider
iy Allow administrative command line access over secure shell
shmp Allow secure shell access using standard passwords
Review it

Miscellaneous

Support and licensing Save

Helo

MiVoice Business 0.104.5
& Mitel Networks Corporation

Figure 42: Remote Access Settings

9.1.10 Licensing the Solution

To license the solution:
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o Note:

* An online connection is necessary for licensing changes and software upgrades.

» Offline activation of the ServiceLink with AMC is not supported on the SMB Controller. This
limitation applies specifically to the SMB Controller and not to the SVI.

* There is a difference between the 54005968 and 54011858 part numbers in their online/offline
capabilities. Specifically, the 54005968 part number allows for both online and offline activation,
while the 54011858 part number requires an online connection.

» The server must be properly configured and licensed to the Blades Panel to display the available
software blades that can be installed.

+ The MiVoice Business software may not appear on the Blades panel unless the system is back
online.

* An online connection is necessary for licensing changes and software upgrades.

» Offline activation of the ServiceLink with AMC is not supported on the SMB Controller. This
limitation applies specifically to the SMB Controller and not to the SVI.

* There is a difference between the 54005968 (MiVoice Business Enterprise S/W for 3300 (No
Users)) and 54011858 (MiVoice Business on SMB Controller bundle) part numbers in their online/
offline capabilities. Specifically, the 54005968 part number allows for both online and offline
activation, while the 54011858 part number requires an online connection.

» The server must be properly configured and licensed to the Blades Panel to display the available
software blades that can be installed.

» The MiVoice Business software may not appear on the Blades panel unless the system is back
online.

1. Log in to Server Manager, at https://<MSL IP Address>/server-manager/.
2. Select Status under ServiceLink.
3. Enter the Service Account ID (ARID) from the AMC.
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4. Select Activate.

D Mltel ‘ Mitel Standard Linux admin@mitel-networks-server.mycompany.local  Status: [CI€ar 53

Servicelink

Blades Servicelink Activation (?)

In addition to the standard features of this server software, you can now take advantage of ServiceLink, an integrated suite of

Administration network-delivered services that enhance the security, reliability and functionality of your server. ServiceLink delivers critical system-
Web services management services including 24 x 7 monitoring and status reports.
Backup To read more about the benefits of ServiceLink, please visit http://www.mitel.com/
Restore

) To activate ServiceLink, you will require a service account ID which can be obtained from your authorized reseller. If you have
View log files already obtained a service account ID, please enter that ID now.

Event view . ;
vent viswsr If this server does not have Internet connectivity to the Mitel License Server, you must use the offline license generation process. To

System information do this, select the Enable offiine license generation checkbox below and press the Activate button.

System monitoring

System users Service account ID | 77987275
Shutdown or reboot

Address of Mitel License Server or proxy (optional)
Security

Remote access TCP port to use for the License Server connection (optional)
Syslog

Web Server Enable offline license generation: [_|

Configuration
Networks
E-mail settings
Google Apps
Cloud Service Provider
DHCP
SNMP
Review configuration

Miscellaneous
Support and licensing
Help

On successful activation of the solution, the following screen will be displayed.

If the activation is unsuccessful, see the Licensing section of the MiVoice Business Troubleshooting Guide
for troubleshooting.

D M'tel ‘ Mitel Standard Linux admin@mitel-networks-servermycompany.local  Status: [Cl€ar 3

ServicelLink

Blades ServicelLink Status Information (-1)

Status -
Ad'“:j"is"a""“ v Operation status report

N

Web services Congratulations, your server has now been activated for ServiceLink.

Backup

Restore

view log files This web panel provides updated Servicelink status information for this server. Status information is downloaded from the Mitel

Event viewer License Server to this server as part of the synchronization protocol.

System information The display includes information about your ServiceLink account, the latest synchronization event status, and a list of services

System monitoring available from ServiceLink for which this server is subscribed. The display also includes the expiration date for each service and, if

applicable, any error notice for that service. Click on the notice for more detailed information.
System users

Shutdown or reboot If you wish to deactivate your Servicelink account, please click here.
Security Your service account ID is: 77987275

Remote access Your descriptive server name is: SMBC_Pat2022

Syslog The last sync completed successfully at: Wed Sep 21 15:38:58 2022

Web Server

. Current ServiceLink subscription listing
Configuration

Networks

E-mail settings Server activation and synchronization Subscribed No expiry None
Google Apps 3300 ICP / MCD Subscribed Mo expiry  None
Cloud Service Provider

DHCP

SNMP

Review configuration

Miscellaneous
Support and licensing
Help
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9.1.10.1 AMC Licensing

MiVoice Business on the SMB Controller relies on MSL's support of a single ARID from the AMC used
for both MiVoice Business and MiVoice Border Gateway; a single ARID with multiple Sub-License Keys
assigned to the MiVoice Business and MiVoice Border Gateway products.

The MSL Container will use the SMB Controller EID in place of the hardware ID.

To purchase the appropriate licenses for the SMB Controller:
1. Create an ARID.

a. For Capex purchases, order the 54011858 MiVoice Business on SMB Controller bundle, which will
include the base kits.

The contents of this bundle are listed below.

Description Quantity

54005748 MiVoice Business 1
54005339 MiVoice Border Gateway (includes CloudLink Gateway) 1
54004491 MiVoice Border Gateway SIP Proxy 30
54005400 MiVoice Business SIP Trunks 30
54004575 MiVoice Border Gateway Teleworker Service Users 50
54004577 MiVoice Border Gateway Teleworker Service Users 100
54003184 MiVoice Border Gateway SRC Licenses 30
54004582 MiVoice Border Gateway Compression 30
54000297 MiVoice Business Embedded Voice Mailboxes 20
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Description Quantity

54005064 MiVoice Business - IDS Connection 1

Alternatively, the following MiVoice Business base packs could be used when on board MiVoice
Border Gateway functionality is not required.

» 54005968 MiVoice Business Enterprise S/W for 3300 (No Users)
» 54004973 MiVoice Business Enterprise S/W for 3300
» 54005777 MiVoice Business Enterprise Hospitality S/W for 3300

2. For subscription licensing there is a flag in CPQ to indicate that the SMB Controller is being used, in
which case CPQ will allocate 52003861 Subscript Base - MiVoice Business Solution SMB Controller
or 52003862 Subscript Base - MiVoice Business Hospitality SMB Controller. This part is similar to the
other base packs used with subscription licensing in that it is free of charge but it includes a combined
MiVoice Business/MiVoice Border Gateway base kit and includes other entitlements for Teleworkers,
compression licenses, SRC channels, and SIP trunks.

3. Add items from the Purchase Order to the ARID.
4. Optionally, add the ARID to a DLM

a. AMC will migrate only the MiVoice Business licenses from this ARID to the DLM. It will not touch any
non-MiVoice Business licenses.

5. Optionally, add the ARID to a ULM.

*  AMC will apply only to the UCC licenses that make sense to the ARID. This means only the MiVoice
Business and Mitel Border Gateway licenses from the UCC license.

9.1.10.2 SMB Controller Licensing

Software Licensed Comments

MSL No The MSL is not licensed at this time.

MiVoice Business | Yes All existing MiVoice Business parts will be supported on the
SMB Controller.

Mitel Border Yes All existing Mitel Border Gateway parts will be supported on
Gateway the SMB Controller.

CloudLink No The CloudLink Gateway is not licensed at this time.
Gateway
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Software Licensed Comments

Mitel Performance | No The Mitel Performance Analytics Probe is not licensed at this
Analytics Probe time.

9.1.10.3 MiVoice Business Licensing

The ARID used by the SMB Controller must contain an MiVoice Business base product in order to install
the MiVoice Business.

The embedded MiVoice Business will not require virtualization as it accepts both virtualized and non-
virtualized base packs.

The Embedded FXS and Expansion FXS/FXO cards are not licensed, and their ports will not consume any
licenses.

9.1.10.4 Mitel Border Gateway Licensing

The ARID used by the SMB Controller must contain a Mitel Border Gateway base product to install the
Mitel Border Gateway.

The embedded Mitel Border Gateway will not require virtualization as it accepts both virtualized and non-
virtualized base packs.

6 Note:

CloudLink Gateway and Mitel Performance Analytics Probe do not require licenses.

The SMB Controller ARID required the MiVoice Border Gateway base package for the CloudLink
Gateway blade to be visible on MSL.

9.1.10.5 UCC Licensing

The UCC Licensing Model provided by AMC revolve around an existing MiCollab solution. However,
CloudLink Gateway Deployments and MiCollab Deployments may not be compatible, and as a result the
UCC Licensing Model used with MiCollab may not be applicable when using CloudLink.

9.1.10.6  Subscription Licensing

The AMC supports OPEX/Subscription licensing for the MiVoice Business on the SMB Controller instance
and other Applications, including regular license synchronization. CAPEX Licensing is also available.
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Scenario MiVoice Business Results Mitel Border Gateway Results

Synchronization with AMC after | MiVoice Business and Mitel See MiVoice Border Gateway
subscription ends Border Gateway will go into Engineering Guidelines for more
license violation. details.

For "0" allocated licenses,
MiVoice Business will go to a
WARNING license violation, and
escalate from there.

For an invalid license key,
MiVoice Business will go to a
CRITICAL license violation

MSL cannot synchronize with The MiVoice Business will go to See Licensing the Solution on
AMC a CRITICAL license violation. page 104 or MiVoice Border
Gateway Engineering Guidelines
for more details.

9.1.11  Server Manager Requirements for Software
Download-Blades

Ensure that the firewall is configured to allow:

e Note:

Use DNS lookup to verify the IP address for blades.mitel-amc.com, swdlgw.mitel.com, and
swdl.mitel.com before configuring the firewall rules.

1. SSH connections on port 22 to blades.mitel-amc.com to verify licenses associated with the ARID.

2. HTTPS connections on port 443 to swdlgw.mitel.com to download access tokens from the Software
Download Center.

3. HTTPS connections on port 443 to swdl.mitel.com to download the software from Content Delivery
Network (CDN). As static IP addresses cannot be guaranteed by CDN, firewall rules must be configured
to allow FQDN.

9.1.12 Install MiVoice Business Blade

Pre-requirements

« Installation of the MSL Container.
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» The solution must be licensed prior to installing any blades.

Installation Steps

1. Log in to the Server Manager.

2. Select the Blades Panel.

3. Click on the Update list button.

4. Find the MiVoice Business Blade row and select Install.

(B M'tel ‘ Mitel Standard Linux admin@mitel-networks-server. mycompanylocal  Status: (Cléaf [+
feare Current list of blades @)
Update list

Scmware Cowmiond cener:

Last upcated: Mon 26 545 2022 11:08:2

m_mm-—m

- o Wizneel Install] Cache)(vs.1.0.30)
DRSS IWERT  oesigN BUILD inciuming MIVE-27195, MIVE-27183 sz MIVE-3273)

Install] Cache|(vs.1.0.32)

Install| Cache|cves.z.2

Install| Cache|(ve.s.a.28)

“e“'l MITDAODE SENVICE 15 LSS with The MPA MONTONING DITDM. [T reQUInes BIITIONY 5y5TeM resou »ﬁo'\
e Die DERAE USING TS SeTVCe. Remer Install| Cache|ve.s.2.28)
" Rel v '.&3 azpiance De:&x":*ﬁ.l% 83 30T DPOCUCT ENGINEETINE 0C 300800 Guide Nl T 08t s

MarvVacn Prode
Bisce

Install| Cache|(ves9.32)
Install| Cache|ve.s.cns

Install] Cache|vio.0.0.2¢) Mizx
Install] Cache|vio.0.0.25 Mizx
Install] Cache|vio.0.0.28 Mizx
Install| Cache|vic.00mm Mizx

Install] Cache|ovio.0.0.2m) Mizx

Install] Cache|rvicoozm®m e«

Install] Cache|ovio.0.0.29) Mize

Install] Cache|ovio.0.0.30 Mz

Install| Cache|ovio.0.0.3 ez

Install] Cache|ovio.0.0.3 vizw

Install] Cache|cvio.0.0.33 vizw

Install] Cache|ovio.0.0.39 vizw

Install] Cache|ovio.0.0.3: vizw

Install] Cache|ovio.0.0.38 vizw

e DUEMSSERT portestng Install) Cache)vicoosn iz
Install] Cache|cvio.0.0.3m visw
Install] Cache|cvio.0.0.m view
Install] Cache|rvin.o.0.em view
Install] Cache|cvio.o.c.en view
Install] Cache|rvio.0.0.em View
Install| Cache|rvio.0.0.am Vimw
Install] Cache|rvio.0.0.48) View
Install] Cache|rvio.0.0.e: i
Install| Cache|ovio.0.0.28 Mizx
Install] Cache|vio.0.0.4m Mizx
Install| Cache|vio.0.0.em; Mizx
Install] Cache|rvio.0.0.em Mizx
Install] Cache|vio.0.0.5m Mizx

Install] Cache|rvio.0.0.50.n

ServiceLink ServiceLink for MSL Container. ngtalec  instaled(V11.0.102.1)

5. Once the blade is installed, login to ESM using https://<MSL IP Address>.
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6. Navigate to the License and Option Selection and verify the licenses and the dimensions.

= on SeachDN v Show form on [NotAccessbe  v][21 &
i 1N License and Option Selection on [SMBC132
CEEEE
Licenses
License and Option Selection License and Option Selection

System Capacity
Onine Licensing with the Application Management Center
Dimension Selection

Application Group Licensing & Application Record ID 76682069
LAN/WAN Configuration
System Type License Sharing Hardware Identifier
Voice Network
§ Enterprise No S0065AE28839F C386843FFCT53521ES00DAB
System Properties
Hardware Local Limits
Trunks Licensed Options Locally Consumed Locally Allocated Available for Allocation Purchased Licenses Allowed Can be Over Allocated
Users and Devices
Users
Integrated Directory Services
1P Users 5
Volce Mail 30 70 50 50 Unrestrcted Yes
Call Routing External Hot Desk Users o 250 o 750 Unresticted W
Music On Hold
ACD Active Agents 0 0 16 Unrestricted Yes
Emergency Services Manageme
Property Management HTML Applications ] 750 [ 750 Unrestricted Yes
Maintenance and Diagnostics
L Single Line Users ] w 10 50 Unresticted Yes
Mivoice Business Console Active Operators G 5 g0% o o -
Multi-device Users 200 0 200 Unrestricted Yes
Multi-device Suites 0 0 20 = 0 Unrestricted Yes
Messaging
Embedded Voice Mail 2 750 0 750  Unrestricted Yes
Embedded Voice Mail PMS Yes 0 1 Unrestricted Yes

Figure 43: License and Option Selection Form

7. Either reboot the MiVoice Business to activate licenses, or perform a data restore (if you have a
database you would like to restore from a prior deployment — for example, CX || migration).

o Note:

If the MSL Container hasn't been configured with an address, the MiVoice Business Blade will not
start. An error log will be generated and captured in syslog.

9.1.13 Install MiVoice Border Gateway Blade

To install the MiVoice Border Gateway Blade:

Pre-requirements

» License the solution prior to installing any blades.
* Installation of the MSL Container.

1. Log in to the SMB Controller Manager.

Document Version 1.0

System Manual for Mitel SMB Controller




Deployment Steps for the MiVoice Business Solution on SMB Controller

2. From the Configuration menu, select IP network and then enable the eth1 port without enabling the
DHCP in the Network Interfaces panel.

] Mltel | SMB Controller Manager &Walmme English

System overview |7‘ ‘7|

System information

Configuration Network settings
User
Host name SMBCv2
IP network
Date and Time Domain
Software Primary DMS 88838

Security
Maintenance

Secondary DNS 4444

Network interfaces

Name Status Carrier DHCP IP address Subnet mask Gateway MTU MAC address

ethl (v (oomuny [ 192.168.1.108 255 2556 2550 192.168.1.1 1500 08:00:0ff0:6a:8a Default
eth1 v o8 O 0.0.0.0 1500 08:00:0f.f0:6a:8b

etz [0 % & 1500 08:00:07f0:6a:8¢c

> Subnets

> Static routes for ethd

Copyright itel Ne poration - All rights

3. Log in to Server Manager.
4. Go to the Blades Panel.
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5. Click on the Update list button.

O Mitel | Mivoice Business

admin@mitel-networks-server.mycompany.local

Status: [Clear B

Current list of blades
Update list

Software download center: staging.swdlgw.mitel.com
Last updated: Mon 24 Oct 2022 09:17:30 AM MST

Status

Administration
Web services
Backup
Restore
View log files
Event viewer
System information Mitel CloudLink Gatevay Mitel CloudLink Gatevay

System monitoring

System users

Shutdovm or reboot Initial Config Wizard for

SMBC

DESIGN BUILD including MIVB-27195, MIVB-27193, MIVB-32731
" and MIVB-32957
Security

Remote access

Syslog

Web Server
The MPA marprobe service is used vith the MPA monitoring
platform. It requires additional system resources on the host
Virtual Machine. Ensure that adequate vCPU and memory are
available before using this service. Refer to Mitel Virtual Appliance
Deployment Guidelines and product Engineering and Solution
Guidelines for details.

Configuration
IP settings
Networks

MarWatch Probe Blade

E-mail settings
Google Apps

Cloud Service Provider
DHCP

SNMP

Blade-
MiVoiceBusinessSMBC

MiVoice Business software for installation on the SMBC ARM

platform. installed

Review configuration

Miscellaneous
Support and licensing
Help

Install | Cache | (v1.2.19)

Install | Cache | (v5.1.0.32)
Install | Cache | (v5.1.0.34)
Install | Cache | (v6.5.7.2)
Install | Cache | (v6.5.8.28)
Install| Cache | (v6.5.9.32)

Install | Cache | (v6.6.4.115)
Remove | (v10.0.0.55)

Install | Cache | (v11.0.0.224)
Install | Cache ] (v11.0.0.243)

Blade-

MiVoice_Border_Gateway A Secure gatevay for VoIP traffic and associated Mitel applications

Install | Cache | (v11.0.0.304)

Install| Cache | (v11.0.0.30s)

Install | Cache | (v11.0.0.308)

Install | Cache | (v11.0.0.309)

Install | Cache | (v11.0.0.311)

Install | Cache | (v11.0.0.313)

Install| Cache| (v11.5.0.53)

ServiceLink

ServiceLink for MSL Container. installed

Figure 44: MiVoice Border Gateway Blade
6. Find the MiVoice Border Gateway Blade and select install.

installed (V11.0.103.1)

@

View

After the installation is complete, the Applications panel is displayed, and the MiVoice Border Gateway is

listed as an application.
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@ B0 mitel-networks-server - Mivioic X o v - O =

% C @ QG v @ I @

admin@mitel-networks-servermycompany.local  Status: [Clear

ServiceLink

] Installation of Blade-MiVoice_Border_Gateway V11.5.0.68 blade

Status

2o . Progress Overview
|Administration

Web services Fetch package information 100%
Sackin Download packages 100%
Restors

View log files Check for package conflicts 100%

et Check for unresolved dependencies

ystemn information
stem monitering Install packages 100%

The Applications panel is
displayed after clearing the report.

System usars

The Blade-Mivoice_Border_Gateway V11.5.0.63 blade was successfully installed.
The blade reported:

Shutdown or reboot

Secuiity You should now visit the application panel to configure the application. |
Remote sccess
Syslog Clear this repor‘t]
Web Server
Configuration Progress Details
1P =sttings Fetch package information Completed successfully
i Download pack: Completed full
S —— ownload packages ompleted successfully
Goagle Apps Blade-MiVoice_Border_Gateway-11.5.0.68-01.aarch64.rpm 2100612/2100612 bytes downloaded ~ 100% complete
s:;s Service Provider boost-regex-1.53.0-28.el7.aarch64.rpm 273844/273844 bytes downloaded 100% complete
sumE libzip-0.10.1-8.el7.aarchs4.rpm 48148/48148 bytes downloaded 100% complete
Review configuration mitel-hermod-2.2.16-01el7.aarch64.rpm 4219200/4219200 bytes downloaded ~ 100% complete
Miscellaneous mitel-msl-ca-1.26.2-01.noarch.rpm 22480/22480 bytes downloaded 100% complete
Support and licensing mitel-msl-cakeys-1.27.3-01el7.aarch64.rpm 23252/23252 bytes downloaded 100% complete
Hel
== mitel-msl-certmgmt-1.26.2-01.noarch.rpm 44600/44600 bytes downloaded 100% complete
R e A P
@ B0 mitel-netwarks-server - MiVoic X + i s (] >
“ C @ T & 192.168.1.109/5¢ o & n @ =

D Mltel | MiVoice Business admin@mitel-networks-server mycompany.local  Status: [Clgar &

Current list of blades

ServiceLink Update list |
Blades ‘
Status Software download center: staging.swdlgw.mitel.com
Administration Last updated: Wed 16 Nov 2022 10:46:41 AM M5T
Web services
Restors 1 »
Mo gy Fileis Install| Cache| (v1.2:23) View
Mitel CloudLink Gateway  Mitel CloudLink Gateway

Event viswer

System information I'Z?‘?U Cache | (v1.2.24)
System monitoring

St o e stall| Cache | (v5.1.0.32)
Shutdown or reboot St s

‘yj_s":vtvault\‘[ ‘.Cé_cwhe_i (V5.1.0.34)

Security ) Isr;“lg?:‘ Cotilig i o Initial Config Wizard for SMBC =
Remote sccess Install | Cache | (v10.0.0.1)
Syslog ; |
web Server Install | Cachij (v10.0.0.2)
MBG client cartificates =

Configuration Install| Cache | (v6.5.7.2)
1P settings ——
i The MPA marprabe servics is used vith the MPA monitoring platform. It 1 1

s requires additional system resources on the host Virtual Machine. Ensure Install | Cache | (ve.5.8.28)

E-mazil settings MarWstch Probe Blade that sdequate vCPU and memory are avaizble befare using this service. ==
Google Apps Rafar to Mitel Virtual Appliance Deployment Guidelinas and product mstal\J cﬂchei (v6.5.9.32)
LS 2 L 2 Engineering =nd Solution Guidelines for details. e
oHCP Install| Cache | (v6.5.4.115)
ShME

Review configuration 1
Remove/: (Vv10.0.0.61)

Miscellaneous Hivoratizinase for MiVoice Business software for installation in the SMEC ARM platform. installed
Support and licensing Upgrade | Cache | (v10.0.0.62)
Halp
Blsds- : )
v Border Gateway A SSCUrs gstsuay for VoIP traffic and assodisted Mitsl applications installed  Remaove | (v11.5.0.68)
installed (V11.0.103.3)
ServicaLink ServicaLink for MSL Container installed

] (v11.0.104.1)

Cachi
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e Note:

If the MSL Container is configured with an invalid IP address settings, the MiVoice Border Gateway
blade will not start. An error log will be generated and captured in the syslog.

9.1.14 Install CloudLink Gateway Blade

The CloudLink Gateway (CLGW) Blade provides integration with CloudLink-based (for example, CloudLink
API program or Mitel Assistant).

Pre-requirements

The MBG Blade has been installed.

1. Log in to Server Manager.

2. Go to the Blades Panel.

3. Click on the Update list button.

4. Find the CloudLink Gateway Blade and select install.

After the installation is complete, the Applications panel is displayed and the CloudLink Gateway is listed
as an application.

D M Itel ‘ MiVoice Business admin@mitel-networks-server mycompany.local  Status: [Clgar [

Bpplications -

MiVoice Border Gatevay CloudLink Gateway (3‘)

CloudLink Gatevay Click the button to access the CloudLink portal for onboarding and configuration.
ServiceLink CloudLink portal |

Elades

Status Status

Wab sarvicas i - oy ;

e production  1.2.24 MiVoice Business

Restars .

View log files Containers

Systemn information

Sela e CloudLink  1.3.0.01-2554

System users Tunnel 2022.10,17-162

Shutdown or reboot

Syslng

Security Restart
Remote access
a

Wab Servar
MBG client certificates

Configuration
1P settings
Natworks
E-iniail sellings
Google Apps
Cloud Service Provider
DHCP
SNMP
Raview configuration

Miscellaneous
Support and licensing

9.1.15 Install Mitel Performance Analytics Probe Blade
To install the Mitel Performance Analytics Probe Blade:
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Pre-requirements

» Installation of the MSL Container.
* The MiVoice Business Blade has been installed.

1. Log in to Server Manager.

2. Go to the Blades Panel.

3. Click on the Update list button.

4. Installing Find the Mitel Performance Analytics Probe Blade and select install.

After the installation is complete, the Applications panel is displayed, and the Mitel Performance
Analytics is listed as an application.

D Mltel ‘ MiVoice Business admin@mitel-networks-servermycompany.local  Status: [ClEaF [

MarProbe Service (B’}
z Bord evEy : . )
CloudLink Gateway I he MarFrobe service can be started/restart, stopped or configured through this interface.
p a @ Restart
ServiceLink Select Restart, Stop or O
Blades Configure \ Ston.
Status () configure
Service Status EIEEEE

Srimihrstra o Able to connect to MPA server [l
Web services
Backup

Restore

view lag files

Event viewsr
System information
System monitoring

System users
Shutdown or reboot

Security
Remote accass
Syslog
Web Server
MBG client certificates

Configuration
IP settings
Metworks
E-rmail s=ttings
Google Apps
Cloud Sarvice Provider
DHCP
SHMP

Review configuration

Miscellaneous
Support and licansing
Help

9.1.16 Install Initial Configuration Wizard (ICW) Blade

To install the Initial Configuration Wizard Blade:

1. Log into Server Manager.
2. Select Blades.
3. Select Install next to the Initial Configuration Wizard Blade and follow the steps.
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e Note:

It is not necessary to install this blade after the MiVoice Business or MiVoice Border Gateway blades,
however Initial Configuration Wizard has nothing to provision without the MiVoice Business blade. A
MiVoice Business blade must be present in order for the Initial Configuration Wizard to launch.

9.2 Configure the Applications

The section in this chapter describes the web-based tool Server Manager , the web-based configuration
tool Initial Configuration Wizard as well as some additional options.

9.2.1 Initial Configuration Wizard

The Initial Configuration Wizard (ICW) is used for the initial configuration of the MiVoice Business and
multiple applications.

o Note:

It is recommended to use the Initial Configuration Wizard to configure the MiVoice Business and other
applications on SMB Controller.

ICW allows you to configure the system with the basic settings required to get the system up and running.
After launching, the wizard configures the system with your settings. ICW guides you through the following
configuration steps:

» Review initial configuration parameters

» Select and configure Resiliency

» Configure administration email and servers

» Configure numbering plan

» Configure SIP Trunking (optional)

» Configure incoming call configuration

» Select and configure SIP provider

» Change the administrator password for MiVB
* View a summary of the configuration

* Download Logs

Note that the values shown in the following screen shots of this document are only examples.

9.2.1.1 Launch Initial Configuration Wizard

The Initial Configuration Wizard (ICW) can be accessed via Server Manager.

To access the Initial Configuration Wizard:
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1. Log in to Server Manager as an admin user.
2. From the Applications menu, click Initial Configuration Wizard.

The Initial Configuration Wizard panel opens, providing a link to launch the ICW, information about the
ICW status, failure reasons, and an option for downloading ICW logs.

Applications P - - -
ey — Initial Configuration Wizard (-_?'1,
Mifvigice Bonder Gateway The Intial Confgurabon Wizand status can be viewsd through this interface,
Servicelink Cligk here o lnunch Initinl Configuration Wizard,
Blsdan
Stabus Statlus [d2

Administration

Wk parvicen

Figure 45: Initial Configuration Wizard blade panel showing Idle status
3. Click the link to launch Initial Configuration Wizard.

If the MiVoice Business blade is not installed, then this Initial Configuration Wizard page will indicate this
and prevent the launch of the wizard. Launching the Initial Configuration Wizard without MiVoice Business
installed on the SMB Controller is pointless as this is required for the ICW to function properly.

Anslicaions ___ Initial Configuration Wizard (o)

Miteaee Baader Gabily The Intial Conbgurabon Wizard status can be viewed through this interface.

Servicelink
Blaces l The MiVciceBusiness Blade is not yet installed. The MidoiceBusiness blade can be installed through the Servicelink Blades page I

Administration
Vil Bervices
Buszkug
Riartore
Wil log Blad

Evng vigiar

Figure 46: Initial Configuration Wizard page when MiVoice Business blade is not installed.
The Initial Configuration Wizard blade panel displays status indications as shown in the following table.

Table 19: Initial Configuration Wizard Status

Status Meaning User Action

Idle ICW is not running. Launch ICW.
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Meaning

ICW is currently provisioning
applications.

User Action

The ICW application cannot

be launched by the user from
the Initial Configuration Wizard
panel. The link labeled here

to launch the ICW will not be
visible. If the user attempts to
manually enter the ICW URL to
launch it and clicks on the Start
button again while the previous
session is still in progress, the
attempt will fail.

Completed

ICW has successfully
provisioned applications.

User will not be able to re-run
ICW

Failed

ICW failed to provision
applications. Check the reason
for more information on failure.

Fix the error and re-run ICW.

9.21.2

Welcome Page

When the Initial Configuration Wizard (ICW) is launched from the Server Manger, Welcome page opens,
and the system applies default settings to the following applications:

* MiVoice Business

* MiVoice Border Gateway

Refer to the MiVoice Business system administrator online help for the standard default settings that are
applied to the MiVoice Business platform.
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o0 Mitel | Initial Configuration Wizard ?

Welcome page
Welcome to Initial Configuration Wizard.

This Wizard will guide you to configure applications on the SMB Controller which include Mivoice Business and the on-board MBG through the
following steps to get the system up and running and ready to add users! You will be able to...

Review all initial configuration parameters

Configure License and Option Selection in Mivoice Business

Configure Resiliency which includes System Name, PBX Number, Zone, CEID Digits, Feature DN and Cluster Name
Set the administrator e-mail and other application server addresses

Choose the numbering plan and the extensions for the Voice Mail application

Configure SIP Trunk

Set the main business number and the answer point for incoming calls from outside the business

Select and configure a SIP Provider

Configure Trunk Routing and Analog Sets

Optionally configure the system to support Hot Desk.

Version: 10.0.0.15 Back

Figure 47: Welcome page for a new Initial Configuration Wizard

9.2.1.3 Credentials Page

The Credentials page is to validate MiVoice Business and Server Manager credentials.

Description

MiVB Current Password ESM system user password

MiVB New Password To set new password for ESM system user

Confirm MiVB New Password

Server Manager Login ID Server Manager username and password to
access resources within MSL.

Server Manager Password
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0 Mitel | Initial Configuration Wizard

Credentials

¥ SMB Controller

L]

Please select a new MiVB password for your system. A strong password contains all of the following: upper case letter, lower case letter, number,
non-alphanumeric character from the set @#5%*!&+= and be at least 8 characters long. Please don't use single quotes.

It is recommended to use a consistent password between MiVB and Server Manager. ESM system ]

User Password
MiVB Current Password

4
*  MiVB New Password Set and Confirm new
ESM systerm User
= Confirm MiVB New Password Password )

Server Manager Details

*

Server Manager Login ID Server Manager admin

User Password )

*

Server Manager Password

Back Next

Figure 48: Credentials page for a new Initial Configuration Wizard configuration

9.214 Initial Configuration Page

The Initial Configuration Page is used to define the parameters described in the following table.

Parameter

Description

Time Zone Time Zone specified at deployment time is

displayed. Field is disabled.
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Parameter Description

Country Country setting determines some Telephony
Server default settings. The country that is
displayed is derived from the timezone that you
specified during deployment. If an "Other" country
is chosen for the Country setting, the ICW will
only partially configure the system. Additional
manual configuration will be required after initial
deployment.

Telecom Region The Telecom Region determines the system's
phone numbering plan and default system
language. The region that is displayed is derived
by the ICW from the timezone that you specified
during deployment. The region defaults to North
America if ICW is unable to derive a region from
the timezone.

MiVB IP Address or FQDN IP address or FQDN of the MiVoice Business
telephony server (also known as the MiVoice
Business address) specified during deployment.
The value is pre-filled.

Licensing Key Licensing key specified during deployment. The
value is pre-populated.

6 Note:

If necessary, you can select a different Time Zone, Country, and Telecom Region. If you select a Time
zone that is not within one of Countries supported by the system, the Country value is set to "Other"
and the Telecom Region defaults to North America.
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¥ Initial Configuration (i)
*  Time Zone Universal ~
*  Country United States v
*  Telecom Region North America  +

*  MiVB IP Address

Licensing Key

Figure 49: Initial Configuration Page
9.21.5 License and Option Page

The Licensing page is used to allocate the required licenses.

¥ License and Option i ]
Licensed Options Locally Consumed Locally Allocated Available For Allocation
IP Users 0 750 0

External HotDesk Users 0 750 0

ACD Active Agents 0 16 0

HTML Applications 0 750 0

Single Line Users 0 0 20

MiVB Console Active Operators 0 0 20
Multi-device Users 0 200 0
Multi-device Suites 0 0 20
Embedded Voice Mail 0 750 0

Embedded Voice Mail PMS 1 1 0

SIP Trunks 0 100 0

IDS Connection 0 0 1

Configuration Options

Maximum Element per Cluster 30 v
5560 IPT Devices Extended Key Lines O
Extended PRG MDUG O
Compression 0
Extended Ring Group Members O

Figure 50: Licensing Page
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9.2.1.6 Configure Resiliency Page

Resiliency is achieved by setting up a network of MiVoice Business systems in a Resilient Cluster that
can direct IP Phones to route and maintain calls. The fields in the Configure Resiliency page are used for
setting up this network. These fields are described in the following table.

6 Note:

While setting up resiliency, ensure that the resiliency parameter values such System Name, PBX
Number, Zone, CEID Digits, and Feature DN values are different for the primary and the secondary
MiVB applications.

Parameter Description

MiVB System Name Enter a unique name of up to nine characters

for the network element. The field value will be
defaulted to the Server Manager's hostname up
to nine characters long. The user can change the
default value.

IP Address Defines the IP address of the Network Element
specified during deployment. The field is auto-
populated.

PBX Number Unique identifier assigned to the Network Element.

The PBX Number range is from 1 to 999.

Zone Zone specified for the IP Voice Media Stream
originating or terminating at the selected MiVoice
Business system. The Zone range is from 1 to
999.

CEID Digits Enter the Cluster Element Identifier (CEID) Digit
String. Assign a unique CEID Digit Strings to each
Cluster Element. In a network that is configured for
the Voice Clustering (Portable Directory Number)
feature, the CEID Digit String allows calls to be
routed between Network Elements. The CEID

Digit Strings for remote Network Elements must
translate to a programmed ARS Route, ARS Route
List, or ARS Route Plan for correct call routing. Up
to seven digits can be used.
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Parameter Description

Feature DN For the Local Network Element, enter a Feature
Directory Number. For a Remote Network
Element, enter the Feature DN that corresponds
to the local Feature DN of the Remote Network
Element within the Cluster. Up to seven digits can
be used.

Cluster Name Enter a unique Name for the Cluster. Up to 128
characters can be used.

¥ Configure Resiliency D)
MiVE System Name smbc15-ne
IP Address
PBX Number 2
Zone 2
CEID Digits 1234

Feature DN
Create Cluster

Cluster Name ClusterName
Figure 51: Configure Resiliency Page

9.21.7 Email and Servers Page

The Email and Servers page is used to configure the email and server address for sending the email
messages.

Parameter Description

Administrative E-mail Address Enter the optional email address to which key
system alerts are sent.

SMTP Mail Server Enter the optional SMTP server address for
sending email messages from one server to
another.
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Parameter Description

SMTP Connection Type Select this option to use a secure SMTP
connection for sending email messages, and
choose the encryption method.

SMTP Password Enter the SMTP password for your mail server.
¥ Email and Servers 0
*  Administrator E-mail Address admin@mycompany.com

SMTP Mail Server
SMTP Connection Type Port 465 - TLS Encryption hd

SMTP Password

Figure 52: Email and Servers Page

9.2.1.8 Numbering Plan Page

Set the length from three to seven digits of the system extension numbers in the Extension length field of
the Numbering Plan Page.

¥ Numbering Plan (7]
Specify the number of digits for the extension length and passcode length.

* Extension length 4 digits w

Figure 53: Numbering Plan Page

9.2.1.9 Voice Mail - Embedded Page

The following table describes the fields in the Voice Mail - Embedded Page.

Parameter Description

Mailbox Extension Length Set the length from (3 to 7 digits) of the Embedded
Voice mail extension numbers. Defaults to the
value specified in the Numbering Plan's Extension
Length field.
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Parameter Description

Passcode Length Set the length (4 to 8 digits) of the passcode
length.
Voice Mail Ports Set the number of Voice Mail ports to provision.

Maximum value and default is 6.

Voice Mail Hunt Group Extension that users dial to reach the voice mail
system. Default is 7000.

Voice Mail Starting Port First extension in the extension group. It is used
by the voice mail system to connect a user to the
voice mail system. Default is 7001 (up to 7030),
Voicemail end port depends on voicemail port
capacity.

Voice Mail Record A Call Hunt Group Extension that users dial to reach the voice mail
record-a-call system.

¥ Voice Mail - Embeddded i

Configure Embedded Voice Mail

Specify the number of digits for the extension length and passcode length.
= Passcode length 4 digits v

Provide appropriate number of Voice Mail Ports. Total number of Voice Mail Ports + Voice Mail Record A Call Ports should not exceed the Voice Mail
port capacity of 6.

*  Voice Mail Ports 6
*  Voice Mail Record A Call Ports 0
Specify the extensions you would like to use for the following services. You also have the option of accepting the default values displayed.
*  Voice Mail Hunt Group 7000
*  \oice Mail Starting Port 7001 (includes up to 7006)

Voice Mail Record A Call Hunt Group

Figure 54: Voice Mail - Embedded Page
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9.2.1.10 Trunk Routing Page

The Trunk Routing Page is used to configure some standard default routes. For the Route Table, the Trunk
Group defaults to SIP if MiVoice Border Gateway (MBG) is detected or, to Analog if MBG is not detected.

¥ Trunk Routing (i)
Specify how to route all external calls.

External Call Routing Analog Trunks v

Figure 55: Trunk Routing Page

9.2.1.11  MBG Network Profile Page

Choose the network profile for MBG. This page is displayed only if the MBG is installed on the SMB
Controller.

Parameter Description

Co-resident with call manager configuration Default mode for the SMB Controller platform,
MBG acts in server-gateway mode.

Custom configuration A custom configuration making use of manually set
streaming addresses:

.

RTP ICP-side override address
* RTP set-side override address

¥ MBG Network Profile (i)
Setup the network profile that MBG will use.

O Co-resident with call manager configuration

® Custom configuration

RTP ICP-side override address

RTP set-side override address

Figure 56: MBG Network Profile Page
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9.21.12 SIP Trunks Page

The SIP Trunks Page is used to provision the SIP trunking connection to SIP service provider.

6 Note:

This page will be displayed only if MBG is installed on the SMB Controller.

Parameter Description

Main Business Number Provide the area code (three digits), city code
(three digits), and phone number (four digits).

Number of digits to absorb Select the number of leading digits to be stripped
from the incoming call before the number is
delivered to system call processing (for example:
routing to an internal extension). Leading digits
are stripped off from the left of the number. Leave
blank if no digits are to be stripped off.

Digits to insert Enter the digits that are inserted in front of the
phone numbers after any leading digits have
been absorbed. The digits are inserted prior to
the phone numbers being sent for system call
processing. Leave blank if no digits are to be
inserted (optional).
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Parameter Description

SIP Service Provider The most common Service Providers for your
region are listed in a drop-down menu.

A "Generic" SIP Peer Profile is also available. You
can also select "Custom Profile" and import a CSV
file saved from the SIP Peer Profile form of the
MiVoice Business System Administration Tool:

1. Save a CSYV file of a SIP Peer Profile.

2. Select Custom Profile from the drop-down
menu.

Click Browse and navigate to the CSV file.

For partners that have access, there are canned
SIP Service Profile import files available through
the Mitel InfoChannel that can be used within this
Initial Configuration Wizard form.

IP Address or FQDN Enter the IP addressor FQDN of the selected SIP
Service Provider.

External Session Border Controller IP address or Enter the IP address or FQDN of the External
FQDN Session Border Controller (proxy server) that is
provided by your SIP Service Provider.

Number of SIP channels Displays the number of SIP channels licensed
for the system. Number of SIP channels must not
exceed the number of SIP trunk licenses.

Phone number(s) from Service Provider This field is optional. If the FQDN/IP address of
an incoming call does not match the FQDN/IP
address of the Service Provider specified above,
the MiVoice Business system will not accept the
call unless the number is registered with the SIP
Service Provider. Enter one or more telephone
numbers that you want to register with the SIP
Service Provider and check the Enable SIP
Authentication box. The maximum number of
digits per telephone number is 26. You can enter
a mix of ranges and single numbers (for example,
6135554000-6135554400, 6135554500). The
entire field is limited to 60 characters.
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Parameter Description

Call billing phone number This number is sent as the billable number to

the SIP Service Provider for SIP trunk calls. The
maximum number of digits for a number is 26.
Only digits 0 through 9 and no spacing between
each digit are allowed (for example, 6135554000).

If this instance is configured to use the same
aggregated SIP Trunking Gateway as another
instance, this billing number will be sent to the SIP
Service provider. (Optional)

Enable SIP Authentication If your SIP Provider requires authentication

with a user name and password, select this box
to authenticate the Telephone Numbers that

you entered in the field above. Enter the SIP
Authentication user name and password that you
received from your SIP Provider.

Subscription User Name The subscription user name can be any
combination of alphanumeric and special
characters, with a maximum of 48 characters.

Subscription Password The subscription password can be any
combination of alphanumeric and special
characters, with a maximum of 20 characters.

Subscription Password Confirmation Confirm the subscription password.
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¥ SIP Trunks 0

E Configure Sip Trunks
* Main Business Number ( 232 )-| 342 - 2433

¥ Advanced Incoming Call Configuration

Number of digits to absorb 0«
Digits to insert
Accessline v

*  SIP Service Provider
No file chosen

* IP Address or FQDN 10.211.26.12
External Session Border Controller IP address or FQDN

Number of SIP channels 100

Phone number(s) from Service Provider

Call billing phone number

[JEnable SIP Authentication
*  User Name
Password

*

Confirm Password
¥ Advanced SIP Service Provider

Subscription User Name
Subscription Password

Subscription Password Confirmation

Figure 57: SIP Trunks Page

9.2.1.13 Analog Sets Page

The six Embedded FXS Ports and the 4FXS Interface Card Ports can be assigned a Directory Number
from the ESM's Analog Sets Page.

The Analog Sets Page allows for a range of DNs to be assigned to the Embedded Analog FXS Ports and
any installed 4FXS Interface Card.
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¥ Analog Sets

Configure Embedded Analog Ports
Specify the first directory number to assign to the 6 embedded analog ports.

Extension Range 1001 - 1006

Starting Extension 1001

Figure 58: Analog Sets Page

9.2.1.14 Optional Services Page

Hot Desking is configured in the Optional Services Page.

¥ Optional Services

Configure Hot Desk

Hot Desking allows a number of users to share one or more hot desk enabled IP phones. Specify the range of extensions to provision hot desk
devices.

Extension Range None

Starting Extension

* Number of Devices

Figure 59: Optional Services Page

Hot Desk

For the hot desking feature, configure the phones for which hot desking is enabled for the site. A hot desk
user can log in to any hot-desk-enabled phone and the system applies the user's profile to the phone. If
you have selected the Hot Desk feature, Select Hot Desk and complete the following:

Parameter Description

Starting Extension Enter the starting extension number (default 2000)
of the range of numbers that the system will assign
to the hot-desk-enabled phones. The hot desk
extensions must be different from the extension
numbers that you entered in the Numbering Plan
screen (that is, the numbers must not overlap).

Number of Devices Enter the number of phones that you want to
support hot desking.
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Parameter Description

Extension Range This field displays the range of extension numbers
that the ICW assigns to the hot desk devices. The
extension numbers are assigned consecutively.

o Note:

Ensure that the selected extension range
does not conflict with the system's dialing
plan.

9.2.1.15 Summary Page

The Summary Page is for reviewing the settings so that you can ensure that you have entered correct
values before proceeding.
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00 Mitel | nitial Configuration Wizard 2

Summary

The following configuration will be set in your system.

FQDN or IP Address

Time Zone Universal
Country United States
Telecom Region Morth America

Licensing Key
Administrator E-mail Address admin@mycompany.com

SMTP Mail Server

SMTP Connaction Type Port 465 - TLS Encryption

Extension length 4

Licensing

IP Users 750

External HotDesk Users 750

ACD Active Agents 16

HTML Applications 750

Single Line Users 0

MiVB Console Active Operators 0

Multi-device Users 200 4

Click Start to initiate the configuration using the information summarized above. Configuration should take 10-20 minutes.
Maote: A backup file will also be created for recovery purposes in the event of ICW provisioning fails.

o 1000.18 Bk | san |

Figure 60: Summary Page

9.2.1.16  Configuring System Page

The Configuring System Page displays the current state of provisioning. Upon successful completion,

a green check appears in the Status column for each of the listed operations. If the Initial Configuration
Wizard fails to configure the system, check the logs by downloading the Initial Configuration Wizard logs of
the wizard by clicking the Download Logs button to identify the issue.
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O Mitel | Initial Configuration Wizard 2

Configuring System

«" Operation Status: Provisioning - Completed. X
Prerequisites Check v
Creating Backup File v
Creating Configuration File v
Configuring MiVoice Business v
Configuring Applications v
Progress
Thu Feb 23 EST 2823 User: «<default user 1> on M1Velce Buslness server 18.37.18.112 N
Thu Feb 23 EST 2823 User: «default user 2> on mMivelce Business server 10.37.18.112
Thu Feb 23 EST 2823 User: «<default user 3» on Miveice Busimess server 18.37.18.112
Thu Feb 23 EST 2823 User: «<default user 4> on Miveice Business server 18.37.18.112
Thu Feb 23 EST 2823 User: «<default user 5» on Mivolce Business server 18.37.18.112
Thu Feb 23 EST 2823 User: «<default user 6> on Mivolce Business server 18.37.18.112
Thu Feb 23 EST 2823 Configuring Trunk Attributes and Trunk Answer Peint...
Thu Feb 23 EST 2823 Configuring Miscellaneous...
Thu Feb 23 EST 2823 Configuring Call rRerouting Alternatives...
Thu Feb 23 EST 2823 Importing additional Csv files...
Thu Feb 23 EST 2823 Configuring User Account ...
Thu Feb 23 EST 2823 Rebooting Miveice Business to activste embedded voicemail ports.

Thu Feb 23 1@:53:37 EST 20823 Done Configuring Mivoice Business

Thu Feb 23 18:53:37 EST 2023 Updating Miveice Border Gateway SIP trunk configuraticn

Thu Feb 23 18:53:37 EST 20232 pone updating Miwvoice Border Gateway SIP trunk coenfiguration
Thu Feb 23 18:53:37 EST 2023 Successfully completed provisicning. Deleted the backup file:
fvar/cache/vucc/databases/backup.tgz

-

Version: 10.0.0.16 Download Logs

Figure 61: Configuring System Page

9.2.1.17 Configuration Options Page

If the configuration is unsuccessful, the Initial Configuration Wizard (ICW) will leave the system in a failed
state for the user to troubleshoot, correct, or complete the configuration.

If the user launches the ICW again, after the user viewsthe Welcome page, the Configuration Options
Page opens. This page provides an option for the user to start a new configuration process or to restore
the backup data that was saved from the previous ICW run.
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1. Choose Restore backup data saved from previous ICW's run. and click the Next button.

>0 Mitel | Initial Configuration Wizard 2

Configuration Options

Flease select one of the configuration options below
O Create a new configuration

® Restore backup data saved from previous ICW's run.

Figure 62: Configuration Options Page
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2. In the Summary page, click the Start button to restore the data.

o0 Mitel Initial Configuration Wizard

Summary
The following configuration will be set in your system.

Restore the configuration data from backup
file backup.tgz

Click Start to initiate the configuration using the information summanzed above. Configuration should take 10-20 minutes.
This will trigger the system reboot to restore the backup

Figure 63: Restore Summary Page
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e Note:

A system reboot is necessary to restore the data.

The Restoring Backup page is displayed as shown in the following figure.

) Mitel | Initial Configuration Wizard

Restoring Backup

System is currently rebooting to restore the backup. You will be redirected to the Server Manager login page once

the systemn reboot completes. Kindly do not refresh the page. ..
If you close your browser, refresh the page or navigate o another page you will not be redirected to the Server
Manager login page after the reboot completes.

Figure 64: Restoring Backup

After the reboot is complete and the system is running, the user will be directed to the login screen of
the Server Manager.
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3. Log in to the Server Manager.

A red banner is displayed indicating whether the MiVB data restore is failed or is still in progress.

D M | tel ‘ MiVoice Business admin@mitel-networks-server.mitelcom  Status: [MSjGE =

Applications {’a'\

Initial C :1f|r_||.'.|'.|:|n Wizard MIVB database restore is in progress. Check the MIVE software logs for restore completion.
ServiceLink

Blades _— - -

Status Initial Configuration Wizard
Administration The Initial Configuration Wizard status can be viewed through this interface.

Web services Click here to launch Initial Configuration Wizard.

Backup
Restore

¢ Status [die
v g files
Event wiswer

Systermn Infermation

System manitoring

Figure 65: MiVoice Business Data Restore Status

After successful configuration, users are recommended to schedule a periodic network backup from the

Server Manager Backup panel for maintenance and disaster recovery. For more details see, Backup Using
Server Manager on page 163.

9.2.2 Configure MiVoice Business on the SMB Controller

After deploying the blades, you need program the MiVoice Business system using MiVoice Business
System Administration Tool.

6 Note:

It is recommended to use the Initial Configuration Wizard to configure the MiVoice Business and other
applications on SMB Controller.

(Optional) If you are migrating from an unsupported 3300 ICP controller, continue with step 6 of the
Migration Guidelines for an Unsupported 3300 ICP Controller procedure (Chapter 4 Migration) in the
MiVoice Business Migration Guidelines document.
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1. Log into MSL Server Manager at https://<MSL IP Address>/. MiVoice Business login page displays.

MiVoice Business

system

[] Remember Login ID
Log In

nstall MiVoice Business Certificate

Enable pop-ups
goahead
WEBSERVER

© 2022 Mitel Networks Corporation

Figure 66: MiVoice Business Login Page
2. Log in with the default username (system) and the default password (password).

3. You are asked to change the ESM password. Enter the new password. After confirmation of the new
password, the MiVoice Business ESM select tool is displayed.

00 Mitel | Mivoice Business =

0

Desktop Tool

Bo

Group Administration Tool

[‘E System Administration Tool

@ Server Manager

© 2022 Mitel Networks Corporation

Figure 67: MiVoice Business ESM select tool
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4. Select System Administrator Tool. The MiVoice Business System Administrator Tool is opened in a new
window.

D Mltel | MiVoice Business Node Alarm Status: |Clear| 2022 Dec-19 10:30:17

SMBC17

Licenses

LAN/WAN Configuration
Voice Network

System Properties

Hardware

Trunks

Users and Devices
Integrated Directory Services
Voice Mail

Call Routing

Music On Hold

Emergency Services Management
Property Management

Maintenance and Diagnostics

Figure 68: MiVoice Business System Administrator Tool

5. In the MiVoice Business System Administrator Tool, click the Help icon. The System Administrator
Tool Help is displayed in a new window.

@ System Administration Tool Help - Mitel MiVoice Business Release 10.0 - Google Chrome - o X

A Not secure Juwi/help/En/sysadmin/sysadminhelpmain.htm?helpFile=../sysadmin/what_s._r _this_release.htm|

L pdb s @

@ oetng sured Setting Up Your System

@ Server Manager Before You Begin

@ Server Console

() System Programming
([ Initial Configuration NOTES

etting Up Your System «  If your workstation has a pop-up blocker installed, some System Administration Toel, Group Administration Toel, or Desktop Teol functions may not operate properly. For example, if you are running

electing Licenses and Options Internet Explorer 10 (o later), Mozilla Firefox 36.0.4 (or Iater), Google Chrome sc,: (or later), or Microsoft Edge 38 (or later), the pop-up blocker is enabled by default. You may not be able to complete
certain procedures urtil you enable the necessary pop-ups. See Enabling Pop-ups for details

Ensure that the hardware is installed.

rogramming Controler Modules
« 1If you are setting up a network or duster, you can synchronize many of the datahase forms from the database of this system by using the System Data Synchronization feature. The form data can then

be shared among all the systems in the cluster or netwark. Refer to the Voice Networking book in this help system for instructions an how to set up a cluster of elements to allow dats sharing. Refer to
nch for instructions on how to initiate data sharing and synchronize data among systems.

reating Administrator Policies
ssigning Administrators
rogramming Embedded Analog

tem Data §

rogramming the DHCP Server

rogramming Automatic Route 5l | PTOgramming
Q Using the Configuration Wizard To set up your system:
Qusers 1. Use the Mitel Integrated Configuration Wizard to perform initial system setup and user commissioning. Not applicable to ERROR: Variable (cMiVB) is undefined..
@ Templates and Roles 2. Program the system IP properties using the Server Console. See Configure the Server. Not applicable to ERROR: Variable (cMivB) is undefined.
@ Telephone Directories 3. Activate the license using the Server Manager (ServiceLink > Status). Not applicable to ERROR: Variable (cMiVB) is undefined..
@ Devices 4. Select Licenses and Option n &
4 Extemal Server Connections 5. Program the IP Network Configuration forms. This programming applies to the CX II, CXi 11, and MxXe III platforms only, unless otherwise indicated.
: ::;Z:‘ o NOTE: Programming the IP Network Configuration forms is not applicable to MiVoice Business for Industry Standard Servers (ISS).

@ Licenses and Dimensions
@@ Programming an AX Controller
@ Programming a C( I1/04 1LjMie 111
@ Programming an EX Conroller
@ Forms Reference
@ System Features
@ system Applications
@ Maintenance
@ Voice Networking

6. Configure s

7. Program his programming applies to AX, CXII, CXi IT, and MXe 1T platforms only.

8. Program an programming applies to AX platform only.
er. This programming applies to EX platform only.

oard. This programming applies to AX, CX 11, CXi IT, and MXe III platforms only.

9. Program an
103 Frograma
). This programming applies to AX, CX II, CXi 1, and Mxe I platforms only.

Figure 69: System Administrator Tool Help

6. In the System Administrator Tool Help, navigate to System Programming > Initial Configuration >
Setting Up Your System.

7. Configure the MiVoice Business as per the instructions provided in the Programming section of
Setting Up Your System topic in the System Administrator Tool Help.
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After completing the programming steps in the System Administrator Tool Help, the MiVoice Business is
configured successfully.

9.2.2.1 Verify the Installed Hardware

To verify the installed hardware on the SMB Controller, you can use the Hardware Modules Form on the
MiVoice Business System Administrator Tool. Hardware Modules Form is a read-only form that displays
information on the installed Interface Cards, DSP Cards, and embedded FXS ports.

To verify the installed hardware:

1. Log into MSL Server Manager at https.//<MSL IP Address>/.
2. Open the System Administrator Tool.

3. In the MiVoice Business System Administrator Tool, on the left side panel, select Hardware Modules
from Hardware. The Hardware Modules Form is displayed.

A= on Search DN v Show form on | Not Accessible v
Local_109 iE Hardware Modules on|Local_109 *‘
Licenses
LAN/WAN Configuration Page 1 of 1 Goto v | Value ﬂ
Voice Network
System Properties Hardware Modules
Hardware . ) -
Slot Number Module ID, Driver ID Variant ID Card Description
Hardware Module
. 4105,0 0 QUAD FXS CARD
Modules
2 4141,0 0 DUAL FXO CARD
Unit Configuration
3 4142, 0 0 QUAD FXO CARD
Trunks
4 - - -
Users and Devices
; ) 5 4147,0 0 DUAL DSP CARD
Integrated Directory Services
- - 6 4147, 0 0 DUAL DSP CARD
Voice Mail
Call Routing 7 4147,0 0 DUAL DSP CARD
Music On Hold 8 4136,0 0 MAIN BOARD, DSP, 6 FXS
Emergency Services Management
Slot Number 8
Property Management
Bary 9 Module ID, Driver ID 4136,0
Maintenance and Diagnostics - -
Minimum Reset Timing 0
Card Description MAIN BOARD, DSP, 6 FXS
PCB Assembly MBC Mainboard: 0
PCB Revision Level 1D
Processor Type n/a
Processor Speed (Core, Clock) 0,0
MAC Address 00:00:00:00:00:00
Country Code NA
Variant ID 0
Serial Number nia

Figure 70: Hardware Modules Form Example
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92.2.2
Types

|dentify the Installed and Programmed Module

The installed and programmed module types on the SMB Controller can be identified using the Controller
Module Configuration Form. Each installed module is assigned with a module number.

To identify the programmed and installed module type:

1. Log into MSL Server Manager at https.//<MSL IP Address>/.

2. Open the System Administrator Tool.

3. In the MiVoice Business System Administrator Tool, on the left side panel, select Controller Module
Configuration from Hardware > Modules. The Controller Module Configuration Form is displayed.

Ne»
LI

Local_109

Licenses
LAN/WAN Configuration
Voice Network
System Properties
Hardware

Hardware Modules

Modules

| Controller Module Configuration |

Unit Configuration
Trunks
Users and Devices
Integrated Directory Services
Voice Mail
Call Routing
Music On Hold
Emergency Services Management
Property Management

Maintenance and Diagnostics

Controller Module Configurationon  Seaict

Show form on | Not Accessible v 4‘

[Local_109]
[ cse | i T T
Page 1 of 1 Go to v | Value n

Controller Module Configuration

Module Programmed Module Type
Embedded 6 FXS

1 4 Port FXS
2 2 Port FXO
3 4 Port FXO

Installed Module Type Unit Comment
Embedded 6 FXS 2
4 Port FXS 3
2Port FXO 4
4 Port FXO 5

Figure 71

: Example for Controller Module Configuration Form
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Controller Module Configuration

Module 1

Programmed Module Type 4 PortFXS -
Installed Module Type No Card Present

4 Port FXS

4 Port FXO

2Port FXO

Unit

Comment

=] ==

Figure 72: Example for Configuring the Module

9.2.2.3 Program FXO Trunks

The installed FXO interface cards can be programmed, assign and configure the trunk number to the
analog trunk card (FXO) using the Analog Trunks Form. The number of circuits displayed in the form

correspond to the number of circuits on the card. The total number of circuits in the form is 16 if there are
four 4 Port FXO Interface Cards installed.

To program the installed FXO interface card:

1. Log into MSL Server Manager at https.//<MSL IP Address>/.
2. Open the System Administrator Tool.

3. In the MiVoice Business System Administrator Tool, on the left side panel, select Analog Trunks from
Trunks > Analog. The Analog Trunks Form is displayed.

4. Select the Card Type and program the FXO interface card as required.

Here is an example of the Analog Trunks Form when two FXO interface cards are configured:

¢ One 2-Port FXO
¢ One 4-Port FXO
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Local_109 ;g Analog Trunks on |Local_109| earch DN v Show form on | Not Accessible v &
et
Licenses
LAN/WAN Configuration Page 1 of 1 Goto Value n
Voice Network
System Properties W
Hardware ) -
Cabinet Shelf Slot Circuit Card Type Trunk Number
Trunks 4 1 1 1 2Port FXO
Trunk Attributes ¢
4 1 1 2 2Port FXO
DTS Sevice Profiles
5 1 1 1 4 Port FXO
Analog
5 1 1 2 4 Port FXO
Analog Trunks
5 1 1 3 4 Port FXO
Trunk Groups
5 1 1 4 4 Port FXO
Loop Start
DID ’
Cabinet 4
IP/XNET Shelf ]
L Slot 1
Users and Devices Circuit 1
Integrated Directory Services Card Type 2 Port FXO
Voice Mail Trunk Number
Call Routing Trunk Service Number
Music On Hold DTS Service Number
Emergency Services Management Circuit Descriptor Number
Property Management Interconnect Number
Maintenance and Diagnostics Tenant Number 1
Balance Network Setting National Complex
Trunk Category Unknown
Auto Select No
Milliwatt Trunk Number
CO Telephone Number

Figure 73: Example for Analog Trunks Form
9.2.24 Program FXS Devices

The User and Services Configuration form combines the functions of several system forms into a single
form; however, you can still access and use the individual forms.

To program the Analogue FXS ports, fill out the User and Service Configuration form:

1. Log into MSL Server Manager at https://<MSL IP Address>/.
2. Open the System Administrator Tool.

3. In the MiVoice Business System Administrator Tool, on the left side panel, select User and Services
Configuration from User and Devices. The User and Services Configuration Form is displayed.

4. To add a phone, click Add > select Default User and Device.
5. Click on the tab User Profile > enter the name.
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6. Do either of the following:

* Go to the User and Services Configuration form and select the Device Type as Analog and
specify the PLID in the Device Details tab.

* Go to the Analog Sets form and select the Card Type.

7. Click on the tab Device Details. By default, the first Endpoint ID is selected but, you can manually
select the required Endpoint ID from the drop down.

8. Click Save Changes.

9.2.3 Configure MiVoice Border Gateway on the SMB
Controller

The MiVoice Business on the SMB Controller also includes the MiVoice Border Gateway. This extends the
number of deployment options available beyond MiVoice Business.

To configure the MiVoice Border Gateway the network profile should be either in co-resident or in custom
mode. In custom mode, the primary LAN IP address must be excluded from the LAN bind IPs to avoid
conflict with MiVoice Business.

e Note:

It is recommended to use the Initial Configuration Wizard to configure the MiVoice Business and other
applications on SMB Controller.

You should choose the custom mode if:

» the SMB Controller is deployed in the DMZ behind a NAT device, like a 3-port firewall.

» toinstruct Teleworker sets to connect to MiVoice Border Gateway using the post-NAT IP address and to
include the address in the set-side streaming address.

The icp-side streaming address will be the second LAN IP.

To configure the MiVoice Border Gateway, see the instruction provided in the MBG Installation and
Maintenance Guide on Mitel Document Center.

To access the ESM management from the internet, the web proxy on the MiVoice Border Gateway must be
configured with split DNS. For this to work properly you must:

» configure a private DNS server on the LAN to resolve the MiVoice Business FQDN.

For details, see the topic Split DNS Setup in the MBG Installation and Maintenance Guide on Mitel
Document Center.

» configure a public DNS server to resolve the same private MiVoice Business FQDN to the SMB
Controller WAN public IP.
For details, see the topic Split DNS Setup in the MBG Installation and Maintenance Guide on Mitel
Document Center.
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» the SMB Controller hosthame needs to be different than the MiVoice Business hostname in the private/
public FQDN.

» configure the MiVoice Border Gateway web proxy user and domain for MiVoice Business and other
optional applications such as MiCollab, MiContact Center and Mitel Interaction Recording. For details,
see the topic Configure LAN Servers on the Web Proxy in the MBG Installation and Maintenance Guide
on Mitel Document Center.

e Note:

If the web proxy is not configured, users accessing the SMB Controller WAN [P are redirected to
server-manager.

9.2.4 Configure CloudLink Gateway for MSL

This article contains specific information for the installation and operation of the CloudLink gateway on
MSL (Mitel Standard Linux).

o Note:

It is recommended to use the Initial Configuration Wizard to configure the MiVoice Business and other
applications on SMB Controller.

Reference

For more details, see Mitel CloudLink - Deployment Guide with MiVoice Business on Mitel Document
Center.

9.3 Integrate Applications

The MiVoice Border Gateway services are independent from the MiVoice Business. As a result, the
customer must manually configure/integrate these services:

» Teleworkers
» SIP Trunking with the MiVoice Border Gateway
» Call Recording

To manually configure these services, use the MiVoice Business System Administrator Tool.

e Note:

It is recommended to use the Initial Configuration Wizard to configure the MiVoice Business and other
applications on SMB Controller.
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6 Note:

When using an offboard MiVoice Border Gateway with the CloudLink GateWay or MiCollab, the
embedded MiVoice Border Gateway on the SMB Controller can still be used for SIP Trunking. Caution
must be taken to ensure the MiVoice Border Gateway resources remain within the 150 User limit.

MiVoice Business with the Mitel Performance Analytics Probe

The MiVoice Business and Mitel Performance Analytics Probe are independent applications. The Mitel
Performance Analytics Probe obtains a list of MiVoice Business to access from the Mitel Performance
Analytics Cloud Service. The customer is responsible for programming the Mitel Performance Analytics
Cloud Service accordingly. This occurs for both an embedded Mitel Performance Analytics Probe and an
offboard Mitel Performance Analytics Probe.
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This chapter contains the following sections:

*  Platform Migration

*  Migration Tool

*  Migration from Pre-9.0 MiVoice Business Platform to SMB Controller
* Migrating Embedded Application to offboard

10.1 Platform Migration

The SMB Controller does not share common cards with other platforms. The MiVoice Business on
the SMB Controller will only support the 4 port FXO expansion, 2 port FXS expansion, and 4 port FXS
expansion cards

This means that cards supported on one platform type are not supported on another platform type. These
devices do not consume any licenses during the database restore process and can be converted back to
analog devices after the database restore has completed. After the device has been modified, converted to
analog, or when the SIP device starts using this DN, a license is consumed.

When migrating MXe Ill, CX Il, and AX Controllers, the platform-specific hardware (AMB/AOB, CIM,
ASUs, T1/E1, Dual T1/E1, and so on) are not supported on the SMB Controller and will be ignored.
Analog Devices connected to this hardware are converted to PENDING Single Line Generic SIP Devices.
Analog Trunks are removed, leaving an ARS Route pointing to an empty Analog Trunk Group. To restore
functionality, the Administrator must make the required changes.

6 Note:

The type *.dr.logfile_1 Maintenance Command can be used to dump the Call Control Restore Logs to
see what data was dumped and why.

0 Note:

The SMB Controller can support up to 16 Voicemail ports. If the migration of a database contains
more Voicemail ports than is supported on the SMB Controller, it will be reduced to 16. If there are not
enough DSPs to support this configuration, DSP alarms will be raised.
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Table 20: Supported migration types

From Comments

MXe 11, CXIlI, or AX (NEW). Toss FXO/T1/E1. Converts FXS to PENDING Single Line Generic
SIP.

Virtual, or ISS (NEW, but not MVP) Everything is retained.

EX (Existing) Must manually delete the EX-hardware before migration.

10.1.1  Migrating CX-Il, MXe-Ill, AX to SMB Controller

The process to migrate MiVoice Business system installed on a MXe-lll, CX-Il, or AX controller to the SMB
Controller platform is as follows:

1. Run the pre-migration audit, to identify any hardware that might cause an issue during the migration to
the SMB Controller. For more details, see MiVoice Business - Migration Guidelines.

. Via ESM, backup the existing platform.

. Deploy the SMB Controller.

. Configure the SMB Controller.

. Install the MSL Container.

. Install the MiVoice Business Blade.

. Restore the MiVoice Business data (via ESM).

. (Optionally) Program the Trunk IDs against FXO/T1/E1 cards that have been automatically
programmed. Assign the Trunk IDs to the appropriate TDM Trunk Groups.

9. (Optionally) Convert the PENDING Single Line Generic SIP Device to an Analog Set. Via the Analog
Sets form, program the DN of a Single Line Generic SIP Device on the desired PLID.

W NO A~ WD

10.1.2  Migrating Virtual, ISS, or EX Controller from SMB
Controller

Refer the Table 20: Supported migration types on page 152 to see the supported migration types. The
supported migration process will be:

1. Run the pre-migration audit, to identify any hardware that might cause an issue during the migration to
the Virtual, ISS, or EX platform (in particular licensing concerns).

2. Via ESM, backup the MiVoice Business on SMB Controller
3. Deploy the Virtual, ISS, or EX platform
4. Restore the MiVoice Business data (via ESM).

» All Analog Devices will be converted to Generic SIP Devices.
» All Analog Trunks/Digital Trunks will be removed, leaving an Empty Trunk Group and ARS Routers.
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For an EX:

* Program the EX Gateway.
» Convert Generic SIP Devices to an Analog FXS using the EX-cards.
» Convert any ARS Route using a Trunk Group to use the appropriate SIP Peer.

10.2 Migration Tool

The Migration Tool is used to help migrate pre-9.0 platforms to 9.0 or later. In particular, it provides:

» A Pre-Migration Audit to help identify elements of a customer database that could cause problems when
migrating to a 9.0 or later Platform.

* An easy way to migrate MiVoice Business installed on an MXe Ill, CXII, or AX controllers to SMB
controller, (back up the database, install 9.x, and restore the database on the new controller).

o Note:

The purchased T.38 license will be cleared during database restore.

o Note:

The Migration Tool does not support platforms already running MiVB 9.0 or later.

The Migration Tool will support SMB Controller as a target platform only when performing Pre-Migration
Audit operation. It will:

»  Warn about each analog device that will be converted to a PENDING Single Line Generic SIP Device,
and that they will need to convert it back to an FXS, or register it as a SIP device.

» Warn about hardware that is not supported on the SMB Controller
*  Warn about analog and digital trunks that are programmed on unsupported hardware

» Warn about the additional license consumption when converting an analog device to a Single Line
Generic SIP Device

* Warn about the conversion of Analog Devices to PENDING Single Line Appearances.

» Warn about an Analog Device programmed as an Alert DN in the Skills Agents Groups, and ACD
Express Groups. No Hunt Groups.

» Warn about irrelevant Layer 2 IP address and VLAN ID configuration.

10.3 Migration from Pre-9.0 MiVoice Business Platform to
SMB Controller

The procedure for migrating a pre-9.0 MiVoice Business platform to SMB Controller:
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1. Install or Upgrade the Migration Tool on your PC.

2. Run a pre-migration audit and verify that the database supports migration to MiVoice Business 9.0 or
later.

a. Detect any unsupported hardware, and warn that they will be removed

b. Detect any Analog device on a card programmed onto an ASU that is not supported on the SMB
Controller platform.

3. Backup the MiVoice Business data (via ESM)
4. Deploy the SMB Controller

a. Configure SMB Controller
b. Install MSL Container
c. Install MiVoice Business Blade
5. Restore the MiVoice Business data (via ESM).
6. Program SMB Controller specific hardware as required.

0 Note:

For more information, see the MiVoice Business - Migration Guidelines document located at Mitel
Doc Center.

10.4 Migrating Embedded Application to offboard

The embedded Mitel Border Gateway, CloudLink Gateway, and Mitel Performance Analytics Probe are
intended to service only the embedded MiVoice Business on the SMB Controller. If a customer expands
beyond the capabilities of the MiVoice Business on SMB Controller (that is, required clustering with multiple
MiVoice Business, MiCollab integration, MiCC Integration) then the expectation is that the customer will

migrate to use offboard Mitel Border Gateway, CloudLink Gateway, and Mitel Performance Analytics Probe
applications.

o Note:

To migrate Mitel Border Gateway and CloudLink Gateway to SMB Controller platform, you must use
the Bulk Provisioning Export/Import method.

10.4.1  Offloading Mitel Border Gateway + CloudLink
Gateway

In order to migrate to and offboard Mitel Border Gateway and CloudLink Gateway:

1. Take a backup via MSL.
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2. From AMC:

a. Create a new ARID for MSL on SMB Controller and move MiVoice Business related licenses to this
new ARID.

b. Create new another ARID for Mitel Border Gateway and move Mitel Border Gateway related
licenses to this new ARID.

c. Delete the old ARID.
3. Deploy offboard Mitel Border Gateway and CloudLink Gateway and synchronize with AMC.

a. Restore the backup taken in the first step.
4. From the SMB Controller:

a. Remove the Mitel Border Gateway Blade and CloudLink Gateway from the SMB Controller.
b. Synchronize with AMC using the new ARID.

5. Reconfigure the integration between MiVoice Business and Mitel Border Gateway (SIP Outbound
Proxy) and teleworkers.

6. Associate the new CloudLink Gateway with your CloudLink Account. Reconfigure the integration
between CloudLink Gateway and the Mitel Border Gateway.

10.4.2 Mitel Performance Analytics Probe

To migrate to and offboard Mitel Performance Analytics Probe:

1. Deploy the new offboard Mitel Performance Analytics Probe.
2. Remove the embedded Mitel Performance Analytics Probe.
3. Remove the Mitel Performance Analytics Probe entitlement from your ARID in AMC.
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This chapter contains the following sections:

*  Shutdown and Reboot

»  Start/Stop/Restart/Uninstall the MSL Container

* Restart the MSL Server

* Restart the SMB Controller via SMB Controller Front Panel
*  Managing Multiple Admin Accounts on SMB Controller Manager
» Changing the IP Addresses

» Backup and Restore

» Data Maintenance

» Update Software

* Hardware Update

*  Monitor the eMMC Wear

This chapter describes maintaining the system and configuration data as well as updating the system software.
Replacing cards, modules, and terminals are also described. The display and control panel of the SMB
Controller, operations supervision using the event message concept, operating state display, and error display
are also topics covered in this chapter.

11.1 Shutdown and Reboot

The SMB Controller can be Restarted, Shutdown, or Factory Reset from the SMB Controller Manager.
A Shutdown initiates a graceful shutdown of the MSL Container. A Factory Reset can be performed by
selecting the Factory Reset Button in the System Reset Panel.

6 Note:

If you cannot access the SMB Controller Manager, you can trigger system shutdown by pressing the
CTRL button on the front panel and then enter Emergency Mode by pressing the CTRL button on the
front panel while the FO LED on the front panel is red during start up.

MSL can be rebooted or restarted from the MSL Container, but that will restart or shutdown the MSL and
all the applications that run under the MSL only, not the complete system.

MiVoice Business can also be restarted with the Reset System Maintenance Command, but that will only
reset MiVoice Business.

11.1.1 Restart the SMB Controller

To restart the SMB Controller:
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1. Login to the SMB Controller Manager.
2. From the left panel, select the Maintenance section and then click System reset.
3. From the System reset window, click on the Restart button.

e Note:

Restarting the MSL will reboot all the applications that run under the MSL

1.2 Shutting Down the SMB Controller

If the SMB Controller needs to be disconnected from the power supply, it must be shut down in a controlled
manner. This gives the applications time to save their data and to close. The SMB Controller does not
power down completely and will remain in the shut-down mode for 90 seconds before it starts up again
automatically. You must remove the power cord during that time. This procedure is described in chapter
Shut-down mode.

11.2 Start/Stop/Restart/Uninstall the MSL Container

The MSL Container can be started/stopped by Controller Manager.

System overview

System informsation

Configuration Currently installed applications

Software
Name Wersion LED assignment Command Status
ypplica Mital- 1008 : T -
Systom softwane m CloudLinkGatoway (Apg nfiquration) 10@ncarch it sl I Running
Security TR =
Maintenance
Application files =
Hame Verslon Size Uninstall
2 43 MB (2648027
(5) Mitel-CloudLinkGateway-1.0.8-10uncarch.rpmunstalled  1.0.6 243 MB {2545

bytos)

Load application file

Figure 74: Controller Manager - Applications Start/Stop/Restart/Uninstall

1. Navigate to Software > Applications.
2. Under the Command column, select the operation via the drop down.
3. Confirm the operation.

Wait for two minutes to complete the process, even if the process state in the SMB Controller changes.
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11.3 Restart the MSL Server

When the MSL server is restarted, the MSL server is rebooted and restarts all the applications that run on
it.

To restart the MSL Server:

1. Log in to the MiVoice Business Server Manager.
2. From the Administration menu, select Shutdown or reboot.
3. Select the Reboot radio button and then click the Perform button.

To restart the MiVoice Business system, the System Administrator Tool maintenance commands can be
used; for more details, see the System Administration Tool Online Help.

11.4 Restart the SMB Controller via SMB Controller Front
Panel

Execute a shutdown of the SMB Controller using the pilot key and do not remove the power. After you
trigger the shut-down with the pilot key, the controller shuts down all the applications in a controlled
manner, enters shut-down mode for 1.5 minutes and then starts up again. All configuration data are
preserved (see Shut-down mode). Therefore, this procedure is equivalent to restart via Restart button from
the controller Manager except that it offers user the option to safely remove the power.

e Note:

» Never disconnect the SMB Controller from the power supply to trigger a restart. This can result in
data losses and prevent a restart.

* The restart is triggered immediately. All the active call and data connections are interrupted.

11.5 Managing Multiple Admin Accounts on SMB Controller
Manager

The SMB Controller Manager platform allows you to set up multiple admin accounts, which can be
customized with their own username. Up to 5 users with the same access rights can manage the service,
and each can add, change, or delete accounts by the currently logged-in admin. This multiple admin
account feature ensures that an alternative account will always be available. If one administrator forgets
their password, others can still access the SMB Controller.

This feature prevents losing access to the SMBC due to forgotten passwords.
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The password expiration time and password rules remain global for all users. This helps to enhance user
management, improve security, and provide more customization options for administrators.

0 Note:

Only one user can be logged in to the SMBC Manager platform at a time.

To create a new account with the same privileges as an admin user:

1. Log into the Server Manager, and navigate to Configuration > Users.
2. In the Authentification section, re-enter current login password to verify the authentication.

[ Mltel ‘ SMB Controller Manager &I Welcome

System overview

System information \_J

Configuration

Authentification
User

Re-enter current login password [ --------- 4 ]

IP network

Date and Time Name New password Confirm new password
Software -
Security )
Maintenance ]

Copyright © 2023 Mitel Networks Corporation - All rights reserved

3. Click on the Add User button.

A new user field will be displayed.
4. In the new user field, enter the new user name, set a password, and confirm the password.

6 Note:

It is mandatory to change this password during initial login.

See Set Credentials for the SMB Controller for the SMB Controller password rules.
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5. Click on the Apply User button.

[ Mltel ‘ SMB Controller Manager &I Welcome

System overview m
System information

Configuration

Authentification

User
Re-enter current login password — seessssses

IP network
Date and Time Name New password Confirm new password
Software _—
Security l_J
Maintenance
Test2 s [ -------------- 4 l
e |

Copyright © 2023 Mitel Networks Corporation - All rights reserved

The new admin account is created now and the new user can login to the SMB Controller Manager using
the new credentials.

Click the Undo button to cancel the current process.

0 Note:

* A default user named "admin" is automatically created for ease of setup.
* Up to 5 admin accounts with the same privileges can be configured.

* Each user can be assigned a customized name.

* No option to change user names without deleting and adding a new user.

To delete an existing account (excluding the default admin account):

o Note:

Self-deletion of the accounts are restricted.

You cannot delete the default "admin" user account of the system.
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1. Log into the Server Manager, and navigate to Configuration > Users.

2. In the Authentification section, re-enter current login password to verify the authentication.
3. Click on the delete icon to the right of the account you want to delete.

4. In the confirmation box, click OK, to proceed with deleting the account.

> Mltel ‘ SMB Controller Manager

System overview ———
System information l_J

Configuration

Authentification

User _
Re-enter current login password  sesesesses

IP network
Date and Time
Name w password
Software —_—
Security Are you sure you want to delete this user? ;J
Maintenance m

ST

Copyright © 2023 Mitel Networks Corporation - All rights reserved

11.6 Changing the IP Addresses

Typically, an Installation Technician would setup a lab network to mimic the customer network and deploy
the SMBC there. If the IP Addresses need to be changed, however, follow these steps. Note that the
optional WAN IP Address may not be available yet.

1. From a Programming PC on the same Subnet as the SMB Controller, log into MSL Server Manager at
https.//<MSL IP Address>/server-manager.

2. Ensure Remote Management is configured for the new network by selecting Remote Access. Ensure
that the new network has at least some Subnet available to PCs that can connect and manage MSL.

3. Change the IP Address(es) of the MSL Container by selecting IP Settings and change the LAN IP
address, the LAN Secondary IP address, and the WAN IP address (Optional).

Ensure the IP address are on the same subnet as the SMB Controller Manager.
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4. Select Save and Restart.

D Mltel ‘ Mitel Standard Linux admin@mitel-networks-server.mitel.com  Status: [CI€aR |3

ServiceLink (,")
Bladas Warning: Configure IP addresses before proceeding! -
Status

Administration

Warning: Internal Interface is disabled!

IP addresses and hostname settings

This panel allows you to configure server name and IP addresses.

Changes to these settings will require a restart.

Shutdown or reboot

Security The hastname must contain only letters, numbers and hyphens, and must start and end with a letter or number.
Remote access
Syslog Hostname | mitel-networks-server

Wb Server Domain mitel.com
Configuration
The IP address, Netmask and Gateway must be in the form 2.#.2.# (each 2 is a number from 0 to 255).

Make sure the IP addresses are not in use by any other devices and the netmasks match your existing networks.

Internal Network Interface (LAN) ( Enter the LAN |IP Address )

DHCR

SNMP Link status down

Review canfiguration Physical interface <thi Optionally enter the
Miscellaneous irtusintecface / MBG LAN IP Address

Suppart and licsnsing MAC addresss

[ 1P address | 172.1951.215

Second IP address (Optional) Enter the LAN Subnet J

Netmask 255 255 255 224 Mask IP Address
Gateway (Router) [172.1951.193 )

Enter the LAN Default
Gateway IP Address

5. After a few minutes, log into the SMB Controller Manager at https.//<SMBC IP Address>:8443.
6. Under Configuration, select IP Network and change the IP Address of the SMB Controller Manager.
7. Select Apply. The SMB Controller and MSL are now on the new network.

> M|tel | SMB Controller Manager &Wﬁlmm& English

System overview

System information

Configuration

Network settings
User
Hostname SMBCv2
IP network
Date and Time Domain
Software Primary DNS 2888

Security
Maintenance

Secondary DNS 4444

Network interfaces

Hame Status Carrier DHCP IP address Subnet mask Gateway MTU MAC address

ethd v (oomuny [ 192.168.1.108 255 192.168.1.1 1500 08:00.0f0:6a:8a Default
eth1 v & O 0.0.0.0 1500 08:00.0710:6a:80

etz [J x o 1500 08:00.070:6a:8¢c

> Subnets

» Static routes for ethd

Copyright itel Ne poration - All rights

8. For access, change the Subnet of the Programming PC to the new Subnet of the SMB Controller.

9. Ensure Trusted Networks are configured for the new network by selecting Networks. This is required if
there are Applications/Phones on the internal LAN on a different Subnet that need to connect to MiVoice
Business.
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10. If required, add the WAN IP Address in the IP Address Panel.

11.7 Backup and Restore

Perform Solution Backups and Restores from the Server Manager. If you are backing up to or restoring
from the Network, you must first configure the Network for the Backup and then configure the Network for
the Restore. The Server Manager Backups and Restores include the data for all installed Applications, IP
Network Settings, and so on.

You can perform database backup and restore either from Server Manager or the MiVoice Business
System Administration Tool.

0 Note:

While the Application Databases might be restored, the Applications may not be installed on the
new Server Manager. When the Application is installed, its database will be restored from the saved
database.

A\ CAUTION:

The CloudLink Gateway blade data is not saved in MSL Backups.

11.7.1  Backup Using Server Manager

The database backup using Server Manager includes the server database, the SMB Controller (host)
database, and the MiVoice Border Gateway database, MiVoice Business system database.

To perform a backup, log into the Server Manager, and navigate to Administration > Backup. For more
information, refer to the corresponding Help page.

Network Backup and Restore

Initial Configuration Wizard will support Network Backup and Restore using the REST API for triggering the
netbackup and netrestore.

The admin should configure the network backup in Server Manager before configuring the Initial
Configuration Wizard. The Initial Configuration Wizard blade page in Server manager will perform a check
to see if the network backup has been programmed, if not it will display an error explaining the problem
and provide a link to the backup page within Server Manager. The launch of Initial Configuration Wizard will
be prevented until the network backup has been configured.
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e Note:

Before Initial Configuration Wizard performs any configuration, it will trigger a full backup. If any fatal
error occurs during the configuration of Initial Configuration Wizard, then Initial Configuration Wizard
will automatically restore this backup.

Once the Initial Configuration Wizard has successfully configured the system, a new backup will be
created so that the post-Initial Configuration Wizard configuration state can also be saved.

To configure a network backup and restore:

1. Log into the Server Manager, and navigate to Administration > Backup.

2. In the Backup server data panel, from the Select an action drop-down, select Configure network
backup.

Servicelink Back UP sarver data

Faban Tha psrver prowides Bees mathode bo back wp your server: ueng wour local Sesldop, & nefwork chare, or a ush devics.

Administration Thas local desking mathod crastes & copy of your server configuration and user dats filss, and downloads £ 1o your local deskSop vis your wel browsar

Backup configuration and status
Eelert an (e
Backup bo dagkiop
Baciup to desidop

3. Configure the network server.

Natwork Backups
Currat srshern bema: Pl 17 Baw 2021 1 150858 M Usiversal
Cionfigurs tha sarver whars tha backep fes wil be sorsd, Than sdcats T desred S and ta freguancy of B backups
L ]
Usreraarea
FPavvmuni
Domain or Workgrowp Mams
ELFTL T

[Dptinmal] Sul (Hreciory
Blamimvem number of backup liles 1o
: 18

Aackup Schedisbe
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[E—— Dury of wrak | Sy
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4. Make sure backup server details is reflecting in restore panel.

Make sure that the backup server details is reflected in Restore panel of the Server Manager.

11.7.2 Backup Using MiVoice Business System
Administration Tool

The database backup using the MiVoice Business System Administration Tool includes the MiVoice
Business system database only.

o Note:

The database backup generated from the System Administration Tool does not include the MiVoice
Border Gateway or SMB Controller (host) database.

To perform a backup, log in to the MiVoice Business System Administration Tool, and navigate to
Maintenance and Diagnostics > Backup. For more information, refer to the associate Help page.

0 Note:

It is always recommended to do the backup/restore from MSL. For more details, see MSL Installation
and Administration Guide on Mitel Document Center.

11.7.3 Restore Using Server Manager Backup

A previously backed up MSL Database, can be restored via the Restore panel in Server Manager.

o Note:

MSL backup/restores are not portable between platforms. (for example, you cannot restore an AX/CX/
MXe or PRI, FSX, DSP,FXO MSL database on an SMB Controller).

11.7.4 Restore Using MiVoice Business System
Administration Tool

To perform a restore, log into the MiVoice Business System Administration Tool, and navigate to
Maintenance and Diagnostics > Backup. For more information, refer to the associate Help page.
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e Note:

It is always recommended to do the backup/restore from MSL. For more details, see MSL Installation
and Administration Guide on Mltel Document Center.

11.8 Data Maintenance

11.9 Update Software

11.9.1  System software

SMB Controller system software

In some cases, it is necessary to reinstall the SMB Controller system software via the SMB Controller
Manager (see Update the SMB Controller system software ).

To update the MSL, see Upgrading the MSL Container on page 167.

If the SMB Controller Manager does not run anymore an Emergency Upload is required (see Emergency
Upload of SMB Controller system software).

6 Note:

A factory reset of the SMB Controller system software or an Emergency Upload of the SMB Controller
system software resets all MiVoice Business configuration data to the default values and deletes all
audio data. Before you proceed to do a factory reset, create a backup of the configuration and audio
data (see the chapter Data backup).

Emergency Upload of SMB Controller system software

Whenever a standard software upload of the SMB Controller system software via the SMB Controller
Manager is not possible or has failed, you must carry out an Emergency Upload.

To perform an Emergency Upload, proceed as follows:

1. Set the SMB Controller to emergency mode using the control key (see Emergency mode). NOTE: If
static IP address was set before, the SMB Controller should be reachable with the same IP address.
Otherwise, you have to find the IP address of the SMB Controller as described in chapter Search for the
SMB Controller in the IP network.

2. Open a browser window and enter the IP address of your SMB Controller including the port 8080
(Example: http:\\10.100.98.43:8080).
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3. Log in with the default username (admin) and the default password (admin) for accessing the system in
emergency mode.

The SMB Controller Manager is opened in a reduced emergency mode.
4. Load an SMB Controller system software (format: Mitel-SMBC_XXX-XXX.zip) and click Install.

The Emergency Upload is started.

11.9.2 Upgrading the MSL Container

The Mitel-MSL-Container software upgrade is performed from the SMB Controller Manager Software
Applications page.

0 Note:

The MSL container in the SMB Controller Manager application is not the same as the MSL service
link. MSL container only can be upgraded from SMB Controller Manager.

To upgrade the Container, the Administrator should follow these steps:

If a MiVoice Business Blade has been installed:

1. Sync the ARID from the Server Manager's Status Panel.

2. Log in to the MiVoice Business and issue a RESET SYSTEM Maintenance Command. The reboot
enables the MiVoice Business to apply the Licenses.

3. Backup the Database from the Server Manager Backup. Although the upgrade automatically performs a
Database Backup, this step is recommended in case the Mitel-MSL-Container upgrade fails.

4. Upgrade the Mitel-MSL-Container software by downloading the RPM from the Firmware Server in the
SMB Controller Manager Software Application page.

5. After the RPM has loaded, select Install next to that RPM.

This will check to see if a prior MSL Container is already installed, and if so, trigger a Database Backup,
install the new MSL, and trigger a Database Restore. Once the Server Manager has started, the
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Administrator should ensure that the database has been restored. The Administrator should also
remove the old MSL Container Application.

D0 SMB Controller Manager X D0 smbc-msl - Mitel Standard Li X D0 10.40.90.200/esm_Redirectlo X D0 10.40.90.200/esm_CloseSessi X B30 CM Home Page X + - X
& C O & https://10.40.90.200:8443/default. html < @ L =

o0 Mitel ‘ SMB Controller Manager ®| Welcome M o B2

System overview
System information

Co"ﬁgumtion Currently installed applications ()
Software Name Version Version (| i ) LED i Status
Applications
Mitel-MSL-Container 11.0.79.2-3 Undefined v — Select command — AV4 Running...
System software @ . .
Security
Maintenance Application files
Name Version Size
® Mitel-MSL-Container-11.0.79.2-3.aarch64.rpm.installed  11.0.79.2 720.67 MB (755677945 bytes)
@ Mitel-MSL-Container-11.0.79.4-1.aarch64.rpm 11.0.79.4 721.7 MB (756759256 bytes) Install i
Load application file
CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENT.IF YOU DO
NOT AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR SERVER.LAWFUL USE OF THE SOFTWARE IS
CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT
[ Please agree to EULA in order to load the application file.
\ ) .
6. Once the RPM has been successfully loaded, the Mitel-MSL-Container can be started by selecting
Start from the Command drop-down menu.
D0 SMB Controller Manager X D0 smbc-msl - Mitel Standard LinuxX + - X

<« ] O & https;//10.40.90.200:8443/default htm w =

) Mitel ‘ SMB Controller Manager /D, weicome Al - B9

System overview

System information

Conﬁguratlon Currently installed applications ()
Software Name Version Version il ) LED assil Status
Applications
® Mitel-MSL-Container 1.0.79.4-1 Undefined [ — select command — RunNing...
System software
Security
Maintenance Application files
Name Version Size
® Mitel-MSL-Container-11.0.79.2-3.aarch64.rpm 11.0.79.2 720.67 MB (755677945 bytes) i
® Mitel-MSL-Container-11.0.79.4-1.aarch64.rpm.installed ~ 11.0.79.4 721.7 MB (756759256 bytes)
Load application file
CAREFULLY READ THE FOLLOWING AGREEMENT : EULA - INSTALLATION AND USE OF THE SOFTWARE CONSTITUTES YOUR ACCEPTANCE OF THIS AGREEMENT.IF YOU DO
NOT AGREE TO THE TERMS OF THIS AGREEMENT PROMPTLY REMOVE THE SOFTWARE AND ALL COPIES FROM YOUR SERVER.LAWFUL USE OF THE SOFTWARE IS
CONDITIONAL UPON YOUR COMPLIANCE WITH THE TERMS OF THIS AGREEMENT
Please aaree to EULA in order to load the application file. v

7. If the ARID previously synced, it should have been automatically synced with the AMC on startup of the
Server Manager. If an ARID has not been synced with the AMC, then the Administrator must provide an
ARID and perform the Sync from the Server Manager Status Panel.

The Blades Panel now displays the available Blades to install if the ARID has been successfully synced.
The Administrator can now install the required Blades.

8. If the MiVoice Business Blade is installed after an MSL Container upgrade, a data restore should be
automatically done as part of the blade installation. The Administrator should be able browse to the
MiVoice Business and to log in to ESM with the previously saved password.
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If the MSL Container upgrade fails, the RPM can be loaded, installed, and started, as described in the
installation instructions. Once the Server Manager is up, restore the MSL Database from the Restore
Panel. The MiVoice Business Blade can then be installed from the Blades Panel. Again, the MiVoice
Business database restore should be performed automatically as part of the blades installation.

.10 Hardware Update

Hardware maintenance comprise of replacing cards, modules and terminals when there is a defect, or for
an upgrade. Safety regulations must be observed, and the step-by-step procedure must be followed.

e Note:

The mainboard cannot be removed. If the components on the mainboard are defective or permanently
faulty, the entire communication server with the metal chassis must be replaced.

.10.1  Prerequisites

The following steps applies for any maintenance activity which includes replacing the interface cards,
system modules and the CPU module as well as to the mainboard of the SMB Controller itself.

First steps before cards are removed or added:

1. Inform all concerned users if the system has to be put out of operation during working time.
2. Shut down the SMB Controller (see Shut-down mode) and disconnect it from the power supply.
3. Wait at least 3 minutes to be sure that all components are discharged.

.10.2 System Information

Some system information is stored separately on the CPU module. The information includes:

» The EID (Equipment Identification) serial number

* The system type

» The application software generation

» The IP address of the MiVoice Business communication server

The data on the MiVoice Business communication server is not deleted and remains available.

.10.3 Disk Replacement

The SMB Controller does not have a field replaceable disk. The storage disk is soldered into the CPU
card. When the storage disk fails, the CPU card needs to be replaced. This will also change the EID of the
system (which is on the CPU Flash) which is used to license the MiVoice Business on SMB Controller.
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o Note:

Before opening the SMB Controller for any repair or troubleshooting, read the product information and
safety instructions carefully.

To prevent damage to the components, always follow proper ESD procedures. This also applies to
handling interface cards, processor cards, and system modules that are not inside ESD-protective
wrapping.

If the EID changes, the admin will need to reset the hardware identifier from the AMC and re-sync the
ARID from the server-manager. This may be the case if "disk replacements” are required on the SMB
Controller.

e Note:

In the unlikely event of a disk failure, the customer is requested to contact customer support to
determine the best option to solve the issue. This may involve a replacement of a full base unit.
Ensure that system backups are maintained to allow quick recovery of new hardware installation.

11.10.4 Replace Units

If the components on the controller unit needs to be replaced, the entire unit must be replaced.

e Note:

Ensure that system backups are maintained to allow quick recovery of new hardware installation.

o Note:

Before opening the SMB Controller for any repair or troubleshooting, read the product information and
safety instructions carefully.

To prevent damage to the components, always follow proper ESD procedures. This also applies to
handling interface cards, processor cards, and system modules that are not inside ESD-protective
wrapping.

1. Order the new hardware unit for replacement.
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2. If the replacement includes a new CPU card, the admin will need to reset the hardware identifier from
the AMC and re-sync the ARID from the server-manager.

3. Install the new SMB Controller hardware, see Hardware Installation on page 28.

4. Remove the interface cards from the existing controller unit and install them on the new controller unit.
See Replacing a Defective Interface Card on page 171.

5. Remove the DSP modules from the existing controller unit and install them on the new controller unit.
See Replace DSP Module on page 173.

6. Configure the new SMB Controller, see Deployment Steps for the MiVoice Business Solution on SMB
Controller on page 77.

7. Restore the database, see Backup and Restore on page 163.

11.10.5 Replace Interface Cards

The different card types, the number of slots and the maximum configuration are all determined by the
system capacity (see the chapter Expansion Stages and System Capacity).

A number of rules have to be observed when fitting the cards (see Component mounting rules.

All configuration data is centrally stored in non-volatile Flash memory. This means that configuration data is
preserved whenever a defective interface card has to be replaced by a new one.

11.10.5.1 Replacing a Defective Interface Card

A card is replaced by the same card type with the same number of ports.

Procedure:

e Note:

Be sure to observe the Safety regulations.

1. Carry out preparations (see Prerequisites on page 169).
2. Remove the housing cover.

3. Remove the defective interface card by pressing the two lateral metal clamps outward at the same time
and gently lifting the interface card.

4. Place the new interface card at a slight angle into the required slot (see Fitting an interface card).

Make sure the angled side of the interface card is facing backwards (that is, it must not project over the
wiring adapter slots).

5. Carefully press the interface card downwards until the two lateral metal clamps engage.
6. Fit the housing cover.
7. Reconnect the system to the power supply.
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11.10.5.2 New Card with Fewer Ports

A card is replaced by a similar card with fewer ports.
Procedure:

Change the card and put the system into operation again. Similar procedure as described in Replacing a
defective interface card.

The following data is deleted:

» The system and terminal configuration data of the terminals on the interfaces that are no longer present
in the new configuration.

» The system configuration data of the network interfaces that are no longer present in the new
configuration.

0 Note:

If the terminal configuration data of system terminals is deleted following the reconfiguration of a
card, a warning message will appear beforehand to give you the possibility of cancelling the process.
However, this is possible only if the configuration data of the original card was not already deleted
beforehand.

11.10.5.3 New Card with More Ports

A card is replaced by a similar card with more ports.

Procedure:

1. Change the card and put the system into operation again. Similar procedure as described in Replacing
a defective interface card.

2,
In the WebAdmin view Cards and modules (Q =4g) Confirm the new cards.
3. Configure new ports.

The system configuration data (User No., User configuration, and so on.) of the terminals on the new ports
is created as new data (default values).

11.10.6 System Modules

The category system modules comprises the DSPX2 modules stacked in slot SM1.

The category system modules comprises the modules expandable as an option (DSP modules) and the
mandatory RAM module.
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11.10.6.1 Replace DSP Module

The following describes how to replace a DSP module if it is defective or how to replace it for another
module type.

Procedure:

0 Note:

Be sure to observe the Safety regulations.

1. Carry out preparations (see Prerequisites on page 169).
2. Remove the housing cover.

3. Remove the old or defective module by loosening the fastening screw and carefully pulling the module
out vertically of the module slot.

o Note:

If there are several modules fitted and the module to be replaced us not at the top most position,
the spacing sleeves have to be loosened and the modules pulled. The order of the modules on the
slot is relevant only if different types of modules are equipped.

. Align the DSP Module into the DSP Slot and press down evenly on both connectors until they stop.
. Secure the module with the fastening screw.

. Fit the housing cover.

. Reconnect the system to the power supply.

N o b

11.10.7 Mainboard

If the components on the mainboard are defective or permanently faulty, the entire communication server
with the metal chassis must be replaced.

To replace the communication server, proceed as follows:

A\ CAUTION:

Be sure to observe the

1. Back up the configuration data and audio data, if still possible.
2. Carry out preparations (see Preparations).
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3. Remove the housing cover.

4. Remove the interface cards (see Interface Cards), the system modules (see System modules) and the
wiring adapter.

5. Dismantle all the connected cables in such a way that the new communication server can be identically
reconnected.

o Note:

The mainboard is not dismantled. The entire unit is replaced.

6. The new communication server can now be reassembled, fitted and installed in the reverse sequence.

7. Power up the SMB Controller and upload the configuration data from a backup file back on to the
communication server.

11.11 Monitor the eMMC Wear

This section provides crucial information about monitoring the wear and lifespan of the eMMC disk on

the SMB Controller. This feature becomes essential due to the presence of an onboard MiVoice Border
Gateway, which contributes to increased eMMC usage. The aim is to enable proactive monitoring, allowing
for timely alerts to customers before potential outages occur.

The eMMC wear indication can be monitored from the Controller Manager.

1. Navigate to Maintenance > Diagnostics.
2. Under the Flash disk usage column, eMMC wear percentage is shown.

3. If the eMMC wear exceeds 90%, then the the existing CPU card must be replaced with a new CPU
card.

o Note:

The eMMC disk is not a replaceable unit, as it is embedded in the CPU card. If you want to replace
the eMMC disk, you must replace the CPU card completely.
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Figure 75: eMMC Wear Indication

e Note:

If the eMMC wear exceeds 90%, a warning message will display: "Flash disk wear: >90% (Warning:
80% of spare blocks allocated)".

o Important:

* The customer should monitor the wear regularly and replace the hardware when necessary.

+ If the eMMC wear is reported as >90%, it is strongly recommended to replace the CPU Card to
avoid any potential malfunctions. The eMMC is not a replaceable unit, it is embedded in the CPU
card.

» The customer should take immediate action to address the wear by ordering a replacement CPU
Card before the eMMC it fails. Aware that eMMC wear is a natural occurrence due to the number of

read/write cycles the eMMC goes through.



Troubleshooting 12

This chapter contains the following sections:

»  Factory Default Static IP Address

* Factory Reset the SMB Controller

»  Server Manager LAN IP is locked up from the Management PC

*  SMB Controller Starts up Automatically

* Unable to Access the Server Manager/ESM

* Unable to Access the SMB Controller Manager Using the Default IP Address

* Unable to Access the SMB Controller Manager through web browser using IP address provided by DHCP
Server

* Unable to log into the SMB Controller Manager
*  Web Proxy to MiVB Intermittently Fails with a 503 Error
*  Media Gateway Communications Error

This chapter provides troubleshooting information for the SMB Controller, intended for use by Mitel certified
technicians. For troubleshooting other general issues, see MiVoice Business Troubleshooting Guide.

12.1 Factory Default Static IP Address

To temporarily set the IP address to its default value, so you can access the SMB controller using the
default IP address. The IP configuration of the other IP interfaces (eth1, eth2,...) and all other data are
preserved, only eth0 is impacted by the process.

If the IP address has not been changed in the interim, the SMB Controller will use the previous IP address
from the database after a restart.

To temporarily set the IP address to its default value, follow the procedure:

1. Power up the SMB Controller.
2. There are two options:

* Abrand new or a factory reset SMB Controller starts with DHCP client enabled. If the
communication server cannot find a DHCP server within 90 seconds, it deactivates the DHCP mode,
and the system is then accessible via its default IP address. You can wait for 90 seconds and allow
the SMB Controller to start in the Normal Mode, at which point the default IP address is set.

»  With the SMB Controller in Normal Mode or Emergency Mode, press the CTRL Button five times
within 5 seconds.

Each time you press the CTRL Button, the F1 through F5 LEDs turn orange one-by-one.

After the fifth button press, the F1 through F5 LEDs are turned off and the FO LED turns orange to
indicate that the Default IP address is set.
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3. Change the network adapter settings on the programming PC to the IP addresses 192.168.704.x and
the Subnet 255.255.255.0. Do not use 192.168.104.13. The below example uses 192.168.104.5.

Internet Protocel Version 4 (TCP/IPvd) Properties -

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 104 . 5
Subnet mask: 755 . 255 .255. 0
Default gateway: : : :

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: : : :

Alternate DNS server: : : .

[] validate settings upon exit Advanced. ..

QK Cancel

Figure 76: Configuring Programming PC to SMB Controller Default Subnet
4. Connect a Programming PC to the EthO Port.

5. You can now reach the SMB Controller from a Web Browser with the Default IP address
192.168.104.13.
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e Note:

With the SMB Controller Manager now available, the system can be Factory Reset using the admin
username and password if required.

12.2 Factory Reset the SMB Controller

A factory reset of the SMB Controller system software removes the MSL Container, and everything that
was installed under the MSL container, all configuration data to the default values and deletes all audio
data. Before you proceed to do a factory reset, take a backup of the MSL Container which includes all the
configuration and audio data (see the chapter Data backup).

e Note:

» A factory reset deletes all loaded or installed applications (inclusive the MiVoice Business
application) and their configuration data from the SMB Controller. The LAN settings will be changed
to DHCP. If you are performing the factory reset remotely, you must ensure that DHCP server is
available for the subnet and that it has provisioned DHCP Option 6. Otherwise, the SMB Controller
will default to its static IP address 192.168.104.13/24 and you will have to access the controller off
the network as described in Using the Factory Default IP Address.

» The factory reset is triggered immediately. All the active call and data connections are interrupted.

A factory reset of the SMB Controller is triggered in the SMB Controller Manager maintenance settings with
the Factory reset button in the System reset view.

To factory reset the SMB Controller (Normal Mode):

1. Login to the SMB Controller Manager.
2. From the left panel, select the Maintenance section and then click System reset.
3. From the System reset window, click on the Factory reset button.
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If you are unable to login to the SMB Controller Manager, see Unable to log into the SMB Controller
Manager on page 182. Set the system to emergency mode, login to Controller Manager using the
emergency mode username/password, and initiate a factory reset.

To factory reset the SMB Controller (Emergency Mode):

1. Set the SMB Controller into Emergency Mode.

2. Login to the SMB Controller Manager using the default username and password.
3. From the left panel, select the Maintenance section and then click System reset.
4. From the System reset window, click on the Factory reset button.

12.3 Server Manager LAN IP is locked up from the
Management PC

Symptom

» After initial configuration, the user was able to access the Server Manager from a local LAN IP address,
but not anymore.

» During the initial configuration, the user is unable to access the Server Manager on its LAN IP address.

Remember that during the initial configuration, the user accesses the Server Manager from the IP
address of the SMB Controller. Once the Server Manager LAN IP is configured, the user can access the
Server Manager from the Server Manager LAN IP.

Possible Cause

The Server Manager LAN IP address is blocked.
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Corrective Action
» If the Secure Shell (SSH) remote access is configured and enabled:

1. If the SSH is disabled, log into the Controller Manager as 'admin’'.
2. Run the script:

sudo /opt/application/Mtel-ML_Container/net-init

o Note:

Wait until the command prompt returns after the script reconfigure all the MSL network settings
in the Mitel MSL Container.

3. Exit the SSH.

4. (Optional) Disable the SSH in the Controller Manager. See step 13 of Initial MSL Network Setup on
page 96.

6 Note:

SSH to the Controller Manager IP address is controller by Controller Manager > Security
> Security settings. SSH should be enabled only for troubleshooting and must be disabled
immediately after use.

12.4 SMB Controller Starts up Automatically

Symptom

The SMB Controller starts up again automatically after shutting down.

Possible Cause

SMB Controller will restart in 90 seconds after reaching the shut-down mode and does not power down
automatically.

Corrective Action

When the shut-down mode is reached, the SMB Controller can be disconnected from the power supply
without concerns. The SMB Controller will remain in this mode for 90 seconds. For more details, see Shut-
down mode.
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12.5 Unable to Access the Server Manager/ESM

Symptom

Unable to access the Server Manager/ESM.

Possible Cause

* Your computer might be on another subnet.
*  Your computer might not be in a trusted network or in remote management network.

Corrective Action

» Ensure that your PC is on the same subnet of the SMB Controller.

» From a PC that is on a trusted network, add the computer network of the new PC to the trusted network
list.

» From a PC that is on a trusted network, add your computer network to the remote management
network.

12.6 Unable to Access the SMB Controller Manager Using
the Default IP Address

Symptom

After configuring the SMB Controller to use its default IP address, the user is unable to access the SMB
Controller Manager.

Possible Cause

* The SMB Controller not configured for default IP address.
*  Your connecting PC might not be on a 192.168.104.0/24 subnet.

Corrective Action

» Try to access the SMB Controller Manager using the IP address provided by the DHCP server.

Disable the DHCP server. If the communication server cannot find a DHCP server within 90 seconds,
it uses the IP address provided in the SMB Controller Manager. Try to access the SMB Controller
Manager using the IP address provided in the SMB Controller Manager.

» Ensure that your PC's ethernet port is directly connected to the EthO port of the SMB Controller and that
the PC's ethernet port is configured for 192.168.104.0/24 subnet of the SMB Controller

» Ensure that your subnet is routable to the SMBC subnet.
» Try to access the SMB Controller Manager using the correct IP address.

Reset the SMB Controller IP address to its default value. see, Factory Default Static IP Address on
page 176.
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12.7 Unable to Access the SMB Controller Manager through
web browser using IP address provided by DHCP
Server

Symptom

After configuring the SMB Controller to use DHCP to get its IP address, the user is unable to access the
SMB Controller Manager.

Possible Cause

» The DHCP Server is not configured to provide DHCP option 6, Domain Name Server.

Corrective Action

* Provision DHCP option 6 on the DHCP server.

12.8 Unable to log into the SMB Controller Manager

Symptom
Unable to log into the SMB Controller Manager.

Possible Cause

Forgot or lost the SMB Controller Manager login credentials

Corrective Action

There is no way of recovering a forgotten Controller Manager admin password. Put the system into
Emergency Mode, and login to Controller Manager using the emergency mode username/password

. See, Factory Reset the SMB Controller on page 178, and Emergency Mode on page 16. Use the
Factory Reset option from the Web UI.

12.9 Web Proxy to MiVB Intermittently Fails with a 503 Error

Symptom

An error 503 - Service unavailable occurs when attempting to log into MiVoice Business through the
MiVoice Border Gateway proxy from the internet.
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Possible Cause

Marwatch MiVoice Border Gateway container admin password on the SMB Controller platform is incorrect.

Corrective Action

Update the server-manager admin password for the MiVoice Border Gateway container in Marwatch.

10 Media Gateway Communications Error

Symptom

Indicates communications error with the remoted Media Gateway.

Possible Causes

In general, remoted Media Gateway could crash if it encounters a condition it cannot handle. The crash as
such generates a coredump file in /var/crach directory.

If the Media Gateway keeps continuously crashing, the reason for that could be incompatibility between
MiVoice Business Blade version and SMB controller hardware version.

Corrective Actions
Make sure the installed MiVoice Business Blade version is compatible with SMB controller hardware

version. Otherwise, upgrade the MiVoice Business Blade version, as well as the MSL Container version if
necessary, to the minimum required version.

If the installed MiVoice Business Blade version is compatible with the SMB Controller hardware version,
collect the SOS report and share it with the Product Support.

The system clears the alarm after the error condition is resolved and communication is re-established.
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